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ABSTRACT 

The development of a ‘System of Systems (SoS)’  capability, generating by the collaboration 

among otherwise independently managed systems, presents significant challenges across 

technical, operational and programmatic dimensions. Trades between cost, schedule, 

performance, and the associated spectrum of risks, are essential during analysis of alternatives 

for both individual systems and the SoS architecture as a whole. The large number of decision 

variables involved, ubiquitous uncertainty, and complex interactions between systems creates 

analysis problems that go well beyond the immediate mental faculties of decision-makers. 

Therefore, the decisions made often focus on localized development at the system level with 

little consideration for cascading effects within the larger SoS. Hence, the process of evolving 

SoS architectures requires tailored tools that provide the SoS systems engineer (or architect) 

with meaningful insights supported by quantitative analysis. In the defense arena, existing 

guidance for such trades have been provided by policies set forth in the Defense Acquisitions 

Guidebook (DAG) (5000 series) and the System Engineering Guide for System of Systems (SoS -

SE). However, this guidance lacks an analytic perspective towards more informed decision-

making.  

This report discusses a multidisciplinary effort in FY14, funded by the DoD's Systems 

Engineering research Center (SERC), to establish an analytic workbench of computational tools 

to facilitate better-informed decision-making about SoS architectures. The work is motivated by 

the aforementioned needs and presumes the existence of SoS practitioners that have relevant 

information and archetypal questions that reflect desired outcomes at the SoS level. These 

archetypal, technically-driven queries are mapped to relevant methods in the workbench that 

can provide analytical outputs to directly support SoS architecture (and system acquisition) 

decisions. The applicability and respective value-added of each method in addressing various 

archetypal questions are presented in this report. 

Work under this SERC Research task (RT-108) builds upon our earlier efforts (under RT-44b, RT-

36) and extends the theoretical underpinnings and practical applicability of a suite of methods 

used to support decision-making in evolving SoS architectures. The latter objective addressing 

applicability has been advance during the project period by initiation of pilot studies with DoD 

entities that have expressed need for just such a workbench. These pilot activities are 

instrumental in pursuit of the goal to reduce the complexities of decision-making in SoS 

environments that typically overwhelm even the most capable team. 
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1 SUMMARY 

This report presents progress achieved under SERC RT-108 in FY14 towards an analytic 

workbench of computational tools to facilitate better-informed decision-making about SoS 

architectures. The work is motivated by the pressing needs with DoD for analytical tools that 

support the high level guidance for SoS capability development and presumes the existence of 

SoS practitioners that have relevant information and archetypal questions that reflect desired 

outcomes at the SoS level. It is further assumed that the practitioners are cognizant of  the 

Wave model for SoS evolution. These archetypal, technically-driven queries are mapped to 

relevant methods in the workbench that can provide analytical outputs to directly support SoS 

architecture (and system acquisition) decisions. The applicability and respective value-added of 

each method in addressing various archetypal questions are presented in this report.   

Work under this SERC Research task (RT-108) builds upon our earlier efforts (under RT-44b, RT-
36) and extends the theoretical underpinnings and practical applicability of a suite of methods 
used to support decision-making in evolving SoS architectures. The latter objective addressing 

applicability has been advance during the project period by initiation of pilot studies with DoD 
entities that have expressed need for just such a workbench. These pilot activities are 
instrumental in pursuit of the goal to reduce the complexities of de cision-making in SoS 
environments that typically overwhelm even the most capable team..  

Several methods have been explored and are under transformation into usable tools as part of 
the Analytic Workbench. These include:   

• Functional (Developmental) Dependency Network Analysis (F(D)DNA) 

This method extends the Markov network approach to analysis of both functional and 
developmental dependencies between constituent systems in an SoS architecture.  

• System Importance Measures (SIMs) 

This method uses robust strategies in evaluating and constructing SoS networks of 

assets that have the ability to mitigate the effects of constituent systems being 
compromised. 

• Multi-stakeholder Dynamic Planning (using Approximate Dynamic Programming) 

This method employs a multi-stage perspective that extends the portfolio-based 

framework to allow decisions in preceding steps to also affect future decisions in 
fulfilling requirements and maximizing capabilities. In this research period, we have also 
extended the concept to include a multi-stakeholder decision framework within an ADP 

context. 



 

10 

• SoS Architecture Decision Analysis using Robust Portfolio Optimization 

This method provides a decision support framework for the identification of portfolios 
of interdependent systems that fulfill requirements and capabilities. 

• Interdependency and Resilience Analysis using Bayesian Networks 

This method uses statistical/distribution information from data driven SoS networks to 
address issues of network capability resilience and analysis of interdependencies in 
developmental networks. 

Our work has also included development of mechanism-based design strategies for managing 
incentivized behaviors within an SoS; this aspect is demonstrated within the context of 
bandwidth allocation for a tactical data network. However, this line of investigation is not part 

of the workbench, primarily due to limited resources. 

This report is organized as follows: Section 2 of the report is the introduction and covers the 
background motivation behind the research in supporting SoS architectural evolution from the 

perspective of a SoS SE practitioner. Section 3 details each analytic method, as listed above, to 
further support Wave model artifacts in evolving SoS architectures. Subsections of Section 3 
reflect progress made for each method individually and demonstration for various application 
scenarios. These scenarios include a previously developed Naval Warfare Scenario (NWS) and a 

pilot application to an initial the Army Always-On/On Demand concept problem. Section 4 
closes with summary notes and our plans for extending this work through subsequent efforts in 
RT-134. 
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2 INTRODUCTION 

2.1 PROBLEM CONTEXT 

The Department of Defense (DoD) has recognized the need for new principles in managing the 
development of system of systems (SoS) architectures. This need has prompted the release of 
the SoS SE guidebook1, which presents SoS-SE as seven core elements that are mapped to the 

original 16 technical management processes within the Defense Acquisition Guidebook (DAG) 2. 
The guidebook is the result of a concerted effort in understanding how SoS architectures work 
and addresses a holistic view of which frameworks may be necessary in tackling SoS-SE 

challenges. To enable effective SoS SE management and support, the guidance provided in the 
document must be complemented by more comprehensive guidelines and complementary 
technical tools. More recent developments proposed by Dahmann et al. (2010) unwind the 

Trapeze Model process to a more intuitive, time sequenced ‘Wave’ Model4 representation. 
Figure 1 shows an adaptation of the Wave model representation of SoS decision-making 
artifacts. 

 

Figure 1: Adaptation of ‘Wave’ model 

The Wave model is adapted in Figure 1 (left) to reflect hierarchy and time scale across the steps 
in the evolution of the wave model. The hierarchy also ranges from the broad, overarching 

strategic objectives (γ-level) to the tactical aspects of individual system and subsystem 
acquisition (α-level). This hierarchy, as shown in Figure 1 (right), translates the desired SoS level 
capability (overarching performance) to key SoS requirements. These requirements are in turn 
fulfilled through the acquisition and end operations of interoperating systems. Our work 

addresses complexities associated with interconnections across physical, functional and 
developmental SoS hierarchies. The idea is to support the ‘top down integration, bottoms up 
implementation’ paradigm that is part of the Wave model implementation, within a 

quantitative support framework. In addition to supporting Wave model artifacts, we envision 
our approach to leverage informational elements, such as from the Department of Defense 
Architectural Framework (DoDAF), as inputs for SoS level tradespace analysis. The defined 

operational relationships and architectural paradigm of DoDAF supports the establishment of 
architectural definition, but does not provide a means of objective analysis or decision-making. 
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Our research seeks to establish a workbench environment where analytical tools  complement 
frameworks such as the DoDAF and the Wave model in making decisions on the evolution of 

SoS. 

2.2 PROBLEM STATEMENT 

In this work we seek to further develop and mature an analytic workbench (AWB) for SoS 
development and evolution that addresses issues of cost, performance, schedule and risk. The 
AWB must account for the complex and highly interconnected nature of constituent systems 

that make up the overall SoS, and allow for the ability to (1) quantify performance (here, ability 
to provide a capability) and risk for SoS architecture examined (2) assess the impact that 
changes to SoS architecture will have (add/remove links and/or nodes); and (3) quantitatively 

identify optimal sets of architectural solutions given constraints on cost, performance and risk.  

The challenge in supporting decision-making in SoS environment is the fact that such tools must 
address the aforementioned technical and programmatic complexities, and yet remain domain 

agnostic. The domain agnosticism of the workbench is analogous to the domain independent 
strategy of DoDAF implementations for architectural description and serves to be applicable 
across a large range of problem statements faced by practitioners when performing relevant 

analysis at the intersection of potentially many different types of domains. 

Our research leverages currently available analytical/computational methods and tailors them 
to address the unique aspects that practitioners may face in performing SoS evolutionary 
actions. These aspects span both the operational domain—where systems interact to provide 

key SoS level capabilities, and the development domain—where schedules of developing yet-to-
be-introduced systems become a critical factor that relates to cost and capability.  

Our work has identified a set of methods that can be best adapted to support archetypal SoS 

decision-making, based on initial assessments and observations of  SoS scenarios. These 
methods are: Functional Dependency Network Analysis/Development Dependency Network 
Analysis (FDNA/DDNA), Bayesian Networks (BN), Stand-in Redundancy, Robust Mean-Variance 

Optimization (RMVO) and Approximate Dynamic Programming (ADP).  The philosophy of our 
approach is guided by similar ‘workbench’ type paradigms, such as Lean Six Sigma, where a 
collection of methods are employed to deal with quantitative aspects of lean manufacturing. 

However, the features of a SoS prompt the need for a different collection of tools/methods that 
are able to translate various technical complexities of the SoS tradespace into meaningful and 
actionable information for subsequent decision-making. Figure 2 illustrates the envisioned 
workbench and its primary phases of analysis in SoS level analysis and decision-making. 
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The iterative process of the workbench application in Figure  2 (within dotted box) starts with 

an SoS practitioner’s desire to explore a SoS tradespace for subsequent evolution; the evolution 
can involve the addition, removal or reconfiguration of the SoS architecture, based on desired 
objectives on achieving target performance (capabilities). The practitioner possesses data (e.g. 

from the DoDAF 2.0 architecture description, or a set of SysML models for the in-place 
architecture) that describes the state of the current architecture and also of potential, yet-to-be 
introduced systems. Phase 1 identifies and elaborates on ‘archetypal questions’ that typically 
arise from SoS practitioners’ technically motivated queries on assessing the connection 

between objective metrics (SoS performance) against constraints such as cost and schedule. 
The questions that typically arise include: 

 How to assess direct consequences due to changes in architecture? 

 Where, what and how much do risks change with operational changes?  

 How to mitigate risks? and Which systems and connections should be added/removed?   

These typical questions also reflect the desire to examine the coupled behaviours that SoS 
exhibit, and their consequence on SoS level metrics of performance. 

Phase 2 involves the mapping of these archetypal questions, with datasets that are available to 

the SoS practitioner, to the relevant tool(s) in the workbench. The mapping may involve using 
multiple tools in the workbench to satisfy overlapping analysis and decision-making 
requirements. Further, the mapping requires a clear understanding of the inputs required by a 

particular tool. Clarity on input specification in each method was a focus activity in  FY14 RT-108 
effort. Phase 3 executes analysis in concert with available ‘truth models’ (e.g. computational 
simulations, field testing) to provide preliminary verification of the next SoS evolution solution. 

The solution in this case refers to suggested architectural changes (e.g. addition/removal of 
systems and/or links) that fulfil target SoS capabilities, while preserving acceptable levels of risk 
(operational or developmental) and cost. The data generating capabilities of simulation (or field 
data) are paired with the higher level architectural capabilities of the individual methods (as 

appropriate) to provide candidate solutions for subsequent implementation in the real world 
SoS environment.   

A demonstration problem used throughout our work is a notional Naval Warfare Scenario 

where an SoS architect has an existing collection of legacy systems and candidate set of yet-to-
be introduced systems (e.g. ships, satellite, or communication systems). Information such as 
data on cost, capabilities (performance of the system in providing some service), programmatic 

information on their development, and perhaps even a simulation model of the interacting 
systems is presumed to be available.  

The large number of systems, potential connections being made between them, rules of 

compatibility, and dependencies across various metrics of performance and risk makes the 
process of objectively selecting candidate architectures a truly difficult endeavour. The 
workbench tools are aimed at facilitating some of the questions associated with the analysis 
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required to objectively select systems in a manner that minimizes risks and maximizes 
capabilities across various metrics of performance. Questions associated with generating 

solutions that best balance SoS level performance against developmental risks may be best 
suited for the portfolio based tools, whereas questions related to analysing ‘what -if’ scenarios 
on the ripple effect that system changes may have on the greater architecture, may be brought 

to bear within the FDNA, SIM, or Bayesian segments of the toolset.  
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3 ANALYTIC METHODS 

3.1 FUNCTIONAL DEPENDENCY NETWORK ANALYSIS (FDNA) AND DEVELOPMENT DEPENDENCY 

NETWORK ANALYSIS (DDNA) 

When complex systems and Systems-of-Systems (SoS) are involved, the behavior of the whole 

entity is not only due to that of the individual systems, but also to the interactions and 
interdependencies between the systems. The classical systems engineering approach is not 
always suitable to manage such features. We need new tools and methods that can identify, 
analyze and quantify properties of the system-of-systems as a whole. This research addresses 

the need to deal with complex dependencies between systems, in both developmental and 
functional relationships.  

In RT-44, we proposed a combination of two methods to analyze functional and developmental 

dependencies between systems in a System-of-Systems, and to assess the impact of such 
dependencies on metrics that characterize global  properties of a SoS over its lifespan. In this 
RT-108 research, we update the FDNA and DDNA methods, as well as applications to cyber-

security, and to SoS architecture design. 

Interaction with the Statistics Department in Purdue University led to the analysis of regression 
methods to evaluate the parameters of FDNA from results of Agent Based Model simulations. 

We also explored concepts related to the interpretation and use of FDNA and DDNA results.  We 
show here extended results of the application of the methods, and how the parameters can be 
evaluated for synthetic problems. 

3.1.1 INTRODUCTION 

The efforts in architecting a conglomeration of systems or an SoS have met many difficulties 
due to the size and complexity of the underlying problem involved. In an SoS, the constituent 
systems have, at least in part, operational and managerial independence (Maier, 1998 ; Sage, 

and Cuppan, 2001). Further, the behavior of the whole entity is not only due to that of the 
individual systems, but also to the interactions and interdependencies between the systems 
(Mane et al., 2011; Hsu, 2009; Nai, et al., 2006). The classical systems engineering approach 

needs to be supported by innovative perspectives and methods capable of handling the 
features that characterize an SoS (Keating et al., 2006), and to analyze and quantify properties 
of the system as a whole, and during its development (Dahmann and Smith, 2012).  

In SoS engineering, the first step required to perform any desired analysis involves determining 
and quantifying metrics that describe the features of the SoS. Metrics at the individual systems 
level do not directly translate to the system-of-systems level. Many authors recognize the 
importance of these system-of-systems-level metrics, or ilities (Rhodes et al., 2009. De Weck et 

al., 2012), and acknowledge the need to include these metrics in the process of designing, 
architecting, and planning updates of systems-of-systems. There is however a lack of methods 
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that can effectively identify good designs with respect to preferred metrics, and drive decisions 
based on the trade-offs between these qualities (Beesemyer et al., 2012). 

To address these limitations, in RT-44 we began development of a combination of two methods 
(Guariniello and DeLaurentis, 2013), to analyze functional and developmental dependencies 
between systems in SoS, and to assess the impact of such dependencies on the global SoS 

metrics. Application of the methods, and comparison with results from Agent Based Model 
simulations, suggested some modifications to these methods as described in Section 3.1.2. 

The basic ideas about the use and application of the two methods have  not been altered. The 
combined use of FDNA and DDNA allows the user to evaluate the partial operability and the 

partial capabilities achieved by the SoS over time. This accounts for development schedule, 
stakeholder decisions, and partial or total failure of one or more systems. The representation of 
an SoS as a network allows for a higher level of abstraction, thus supporting application across 

various classes of problems. The current research is focused on expanding these results to 
further application, but also on clarifying the conceptual use of FDNA and DDNA as tools to 
compare architectures based on features, like flexibi lity and robustness, resulting from the 

topology and the systems dependencies. Comparison of development and functional 
architectures through these methods can be used to guide decision both in architecting the 
system-of-systems and in planning updates and modifications. In sections 3.1.2 and 2.1.3 we 

explain the meaning and the usefulness of the parametric representation in FDNA and DDNA, 
and we suggest how these parameters can be evaluated. The applications here described, and 
the Graphic User Interface that is under development, give examples of how the user can apply 

FDNA and DDNA analysis to extract information about the overall behavior of SoS, to address 
specific problems in various fields, and to support decisions in SoS architecture design. Future 
research will expand on how to use the direct results of FDNA and DDNA (operability, critical 
nodes and edges, schedule and delays) to plan possible improvements of a given architecture. 

The metrics against which to evaluate these architectures, for example robustness and 
resilience, are indirectly assessed based on the results of FDNA and DDNA analysis, or through 
evaluation of the topology and the model parameters. 

3.1.2 UPDATES IN FDNA AND DDNA 

Results from ABM simulation on different synthetic SoS proble ms (small Naval Warfare 
Scenario, vehicle swarms GPS guidance, and cyber security in information network) suggested a 

few modifications to the formulation of FDNA. Considerations about applications of DDNA 
suggested some modification to this method too. In this section, we report the current 
formulation of FDNA. The FDNA model for the behavior of SoS, and effect of dependencies is 
based on three parameters, that also have an intuitive meaning, to help the user defining them 

for specific problems. For DDNA, we report considerations for current and future development.  

3.1.2.1 Functional Dependency Network 

In FDNA, we model the architecture of SoS as a directed network. The nodes represent either 
the component systems or global capabilities to be acquired. Accordingly, the links represent 
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the operational dependencies between the systems or between systems and capabilities. The 
FDNA network is defined by the user for the specific problem under analysis.  

Each node is characterized by its internal health status, or Self-Effectiveness (SE), ranging 
between 0 (system experiencing total failure) and 100 (system having maximum performance). 
Each link is characterized by three parameters: Strength of Dependency (SOD), Criticality of 

Dependency (COD), and Impact of Dependency (IOD). These parameters, described in detail in 
the next section, have an intuitive meaning, so that they can come from expert judgment and 
evaluation, and they yield a direct insight into the cause of  the observed behavior. 
Alternatively, the parameters of the model can be computed based on historical data, or 

through a limited number of simulation and experiments. 

As in the previous formulations (Garvey and Pinto, 2012. Guariniello and DeLaurentis, 2013) , 
this method is used to evaluate the effect of topology, and of possible degraded functioning of 

one or more systems on the operability of each system in the network.  The operability of a 
node, ranging between 0 and 100, is defined as the level at which the system is currently 
operating, or the level at which the desired capability is being currently achieved. Operability is 

a normalized measure of the performance of a system. The performance of interest is defined 
by the user, based on the specific on the problem under analysis, and the operability is related 
to performance by means of  a user-defined function (that can be a simple linear relation), as 

shown in Figure 3. The operability of nodes of interest is used to analyze and evaluate 
properties of the overall SoS. The analysis can be a deterministic evaluation of a specific 
instance of the SoS, modeling the overall SoS behavior in a specific case, or a stochastic 

quantification of the overall SoS behavior, encompassing a whole distribution of instances. In 
the deterministic analysis, given the SE of each system, and the properties of each link, FDNA 
quantifies the operability Oi of each node, based on its SE, and on the parameters modeling the 
dependencies. In the stochastic version of FDNA, the SE of each system follows a probability 

distribution. Consequently, also the operability of each node is also probabilistic. The stochastic 
analysis gives a deeper insight into the overall behavior of the SoS, since it is not focused on a 
single instance of the SE of the systems. 
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Figure 3: Performance and operability. The minimum or worst possible performance 
corresponds to 0 operability. The maximum or best possible performance corresponds to 100 

operability. 

FDNA can thus be used to identify the most critical nodes and dependencies in the network, in 
terms of impact on the operability, under different disrupted conditions. Designers can 

compare different architectures, and metrics based on operability can be used to quantif y 
reliability and resilience of an SoS, and the risk, in terms of cascading impact of failures, of each 
architectural design. 

 

3.1.2.2 Model Parameters 

Dependency between two systems is represented with three parameters. The low number of 

parameters, and their intuitive meaning, make them both suitable to be assessed by 
knowledgeable designers, and to be used to drive decision in System-of-Systems architectural 
design. 

Strength of Dependency 

Strength of dependency accounts for how much the behavior of a system depends on the 
behavior of a feeder system (system that provides a capability/service to a connected node). 

SOD is the predominant factor when the feeder has a high level of operability ( SOD zone in 
Figure 3). The parameter for SOD, α ij, ranges between 0 and 1, and is defined as the fraction of 
operability of node j that is depending on the operability of node i. The remainder of the 

operability of node j depends on its SE. αij is the slope of the blue line with triangles in Error! 
Reference source not found.. 
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Figure 4: Operability due to single dependency of system j from system i. SE j=100. Blue line with 
triangles: term due to SOD (here, 0.4). Red line with squares: term due to COD (here, 80). Black 

stars: Oj as a function of Oi. Criticality is prevalent for Oi < 25. 

Criticality of Dependency 

Criticality of dependency is one of the two parameters that quantify how the functionality of a 

system degrades when a feeder system is experiencing a failure. COD is the predominant factor 
when the feeder has a low level of operability (COD zone in Figure 4). The parameter for COD, 
βij, ranges between 0 and 100, and is defined as the maximum loss in operability of node j, that 

is the difference between 100 and the operability level of node j when node i has operability 
equal to 0. In Error! Reference source not found., βij is the difference between 100 and the 
intercept of the red line with squares on the y-axis. Note that this definition is different from 

the one given in Garvey (2012). With the new definition, high βij corresponds to high criticality – 
a more intuitive relationship between parameter and measured quantity. 

Impact of Dependency 

In the previous definition of FDNA (Garvey, 2012; Guariniello and DeLaurentis, 2012), the slope 
of the function relating the operability of nodes i and j in the COD zone was equal to 1. This 
means that, starting from the baseline βij, for low levels of operability of node i, the operability 

of node j depended only on the operability of node i, without any contributions by node j’s SE. 
Results from our Agent Based Model (ABM) simulation showed that, starting from the baseline 
corresponding to operability of node i equal to 0, the operability of node j can increase faster 

than the increase in operability of node i. The critical dependency can thus have a lower impact, 
and be restricted to a smaller zone (say, fewer nodes). We therefore introduce a parameter for 
the Impact of Dependency (IOD), γij. It ranges between 1 and 100, and is defined as the value of 

Oi in correspondence to which the value of the COD-dependent function (red line with squares 
in Error! Reference source not found.) is Oj = 100. Therefore, γij corresponds to 100 divided by 
the slope of the COD-dependent function.  
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The model: dependency from multiple systems 

Following the formulation by Garvey and Pinto (2012), if a node i has multiple dependencies 
from other nodes, we first compute an operability value based on the SOD for each single 
dependency. Then, we take the average of these values as the overall operability of node i 
based on the SOD. For the term based on criticality, instead, we first compute an operability 

value based on the COD for each single dependency, but we take the minimum of these values 
as the overall operability of node i based on the COD. This  reflects the intuitive idea of the 
overall impact of a critical dependency. 

 

Figure 5: Double dependency of node 3 from nodes 1 and 2. Left: without corrective weight, the 
zone where both feeders are critical is dominated by the most critical node (node 2). Right: with 

corrective weight, the zone where both feeders are critical results in increasingly disrupted 

operability of node 3. 

However, using this formulation results in a possible non-zero operability of a node even when 
all the feeders have 0 operability (Figure 5, left). Our ABM simulations showed that there are 

cases of dependency from multiple nodes when operability of a node can decrease to 0 when 
all the feeders have 0 operability. We modeled this effect by applying a multiplicative weight W 
to the parameter that models the COD. For each feeder of the node under consideration, the 

weight is a function of the operability of the other feeders, and has an exponent λ ranging 
between 0 and 1 (to avoid adding a further parameter, simulations showed that a value of 0.1 
for the exponent, in case of multiple dependencies, results in a quite accurate model). Multiple 
dependencies are then modeled as follows. 

The operability of root nodes, i.e. nodes that are not dependent by any other node, is equal to 
their SE: 

               (1.1) 

The operability of node j, depending on multiple feeders,  is computed as the minimum of two 
terms, one depending on the SODs, one depending on the CODs: 
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           (1.2) 

The term depending on the SODs is the average of SOD-based terms, computed based on the 
operability of each of the n feeder, and the SE of node j: 
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            (1.3) 

   
                           (1.4) 

The term in the critical zone is the minimum of terms based on COD, IOD, and the operability of 
each of the n feeders: 

  
     (   

     
       

 )         (1.5) 

   
  

   

   
                 (1.6) 

If the network has cycles, the same equations can be used. Since they constitute a system of 
non-linear equations, a solution can be found iteratively. The initial operability for each node is 
its SE. Then, at each iteration, the operability is updated according to the current value of 
operability of the feeder nodes, and to the parameters of the dependencies. Stopping criteria 

include the number of iterations, or change in operability with respect to the previous iteration. 

3.1.2.3 Development dependency network 

In the formulation of DDNA, the operability of a system is related to its capability to be 
developed in the expected time. Partial dependencies allow for early development of certain 
systems before one of their predecessor systems are fully developed.  
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Figure 6: Development dependency between node N i and node Nj. If SEi is critical, the beginning 
time of Nj coincides with the completion time of N i. Otherwise, the development of Nj can begin 

earlier, according to the parabolic curves that represent different values of SOD.  

As shown in Figure 6 COD represents the minimum value of SE of a node that allows for early 
beginning of development of its successors. Therefore , COD indicates whether early 
development (ahead of schedule development) can be achieved. SOD, instead, quantifies how 

much the successor system can begin to be developed ahead of time. In Error! Reference 
source not found., we show parabolas that, based on different values of SOD, quantify this time. 
However, other curves have been tested, for example straight lines, where the maximum 
anticipation of development occurs when the SE of the predecessor is equal to 100.  

Another update of DDNA that will be implemented in a future formulation considers 
uncertainty about the expected development time. This uncertainty will affect the expected 
schedule, and will decrease over time, when knowledge about the current development of each 

system increases. This formulation will support decisions about development and updates of 
complex systems, considering the uncertainty on expected development at the current time.  

3.1.3 CONCEPTUAL USE OF FDNA AND DDNA 

As previously stated, FDNA and DDNA result in metrics that describe the overall behavior of an 
SoS. The combined use of the two methods gives information on the evolution of this behavior 
over time, allowing the user to assess lifecycle metrics. Outputs from the development 
dependency analysis result in a schedule for the development of the SoS. The partial 

architecture portion of the DDNA output, is fed into the functional dependency analysis tool, to 
evaluate the partial operability and the partial capabilities achieved by the SoS over time. These 
results lead to the evaluation of other metrics, such as robustness and reliability of the whole 

SoS, which provide an indication of its capability to maintain an adequate level of operability 
during development, following degradation and partial failures. We can also use these methods 
to compare different architectures based on their flexibility, which is the capability to adapt to 

delays, failures, and decisions by other stakeholders. Hence, the combined application of the 
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methods can be used to guide decision both in architecting the SoS and in planning updates and 
modifications.  

Figure 7 shows the steps of  FDNA/DDNA analysis. Based on the specific problem to be 
addressed, the user defines the dependency networks, and the meaning of operability and Self-
effectiveness. Then, various kinds of analysis can be performed: FDNA only, to identify critical 

nodes and dependencies, and to evaluate robustness and resilience of complex architectures. 
DDNA only, to evaluate development schedule, and possible delay absorption, accounting for 
partial dependencies. FDNA and DDNA combined, to analyze global lifecycle features, quantify 
the expected partial capabilities achieved during development, and following updates, and 

perform trade-off between desired metrics. 

 

Figure 7: Steps to perform FDNA/DDNA analysis 

3.1.4 MEANING AND EFFECT OF FDNA PARAMETERS 

To better explain the meaning of the three parameters for FDNA, Error! Reference source not 

found., Error! Reference source not found., and Error! Reference source not found. show the 
effect of variations in the SOD, COD, IOD parameters on the operability of a node i, having a 
single functional dependency from a node j. 
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Figure 8: Deterministic operability Oj as function of operability Oi, for different parameters SOD, 
COD, and SEj. IOD=10. 

The plots in Figure 8 moving from top to bottom, show that an increase in SOD has two effects: 
first, the slope of the curves increases, meaning that the operability of node j is more sensitive 
to the inputs from node i. Second, the distance between the lines corresponding to different 

value of SE of node j  (that is, its internal status) get closer to each other: since a bigger fraction 
of the operability of j depends on external inputs, the internal status plays a minor role. In th e 
same figure, moving from left to right, we can see that an increase in COD causes a bigger drop 
in operability of node j, when the operability of node i is very low. 



 

26 

 

Figure 9: Deterministic operability Oj as function of operability Oi, for different parameters SOD, 
COD, and SEj. IOD=100. 

The critical zone, i.e. the range of operability of node i where node j is critically affected, can 

grow wider, and this effect is captured by the IOD parameter. Figure 9 has the same parameters 
as Figure 8, but the IOD is now equal to 100, while it was equal to 10 in the previous figure. The 
effect captured by IOD is evident especially for high values of COD, and low values of SOD.  

 

Figure 10: Probability density function of operability O j as function of uniform density of 
operability Oi, for different parameters SOD, COD, and SEj. IOD=33.3 

Further insight into the effect of the modeling parameters is given by analysis of Error! 
Reference source not found.. In this figure, the operability of node i has a uniform probability 

density function between 0 and 100. We can notice, especially for high values of COD, a tail in 



 

27 

the resulting density function of the operability of node j. This skewed density function is due to 
the effect of COD, and represents the transition from the SOD zone to the COD zone. Further, 

this figure shows that some model parameters, that is, some properties of a dependency, 
cannot be considered positive or negative in an absolute way. For example, if node j is weak, 
i.e. it has high probability of having low to medium SE, a high SOD from node i  is preferable, 

because the density function of the operability of node j will be spread over a large range, thus 
increasing the expected value of the operability of node j (plots at the bottom of Error! 
Reference source not found.. On the other hand, if node j is strong, with a high expected SE, a 
dependency from node i with low SOD (and possibly low COD) is desirable, so that the impact of 

inputs, or lack of them, from node i is reduced. 

 

Figure 11: Identification of criticalities 

The advantage of a parametric model of the behavior of SoS is shown in Figure 11. Analysis of 

the behavior shows that node k has a medium-low expected operability. This could be caused 
by any of the nodes preceding node k. One alternative is to test every possible alternative 
architecture, including redundancy of nodes i and j. Improving node j had a much stronger 

impact than improving node i. Nevertheless, this procedure becomes computationally 
expensive when a high number of nodes, and complex dependencies, are involved. The use of 
FDNA, instead, allows analysts to quickly simulate multiple instances, and to identify that a 

criticality is somewhere between nodes i and j. At this point, the parameters show that the 
dependency between the weak nodes i and j is weak, therefore improving node i will not have a 
big impact on the overall behavior. Instead, the dependency of node k from node j is strong. 

This confirms that node j is the most critical one for this simple case. 

3.1.5 APPLICATION TO A SMALL NAVAL WARFARE SCENARIO: REGRESSION FROM ABM DATA 

As previously stated, parameters for the FDNA model may be evaluated by expert opinion, but 
can also be retrieved through regression from available data or results of simulations. We used 

an ABM to perform simulations of a simple scenario, where a ship and a helicopter perform 
reconnaissance, identify and engage an enemy boat. Since we are interested in reconnaissance 
and engaging capabilities, and two of the systems can perform reconnaissance, while one 

system also has weapons, the functional dependency network has five nodes, as shown in 
Error! Reference source not found..  The self-effectiveness of the detection systems is related 
to the probability of positively identifying the enemy when it is within the detection range. The 

self-effectiveness of the weapon system is related to the probability of engaging the enemy 
when it is within the weapon range. The operability of the detection capability is related to the 

i j k 

SOD=0.2,	COD=30,	IOD=66.7 SOD=0.8,	COD=85,	IOD=66.7 
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node 
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node 
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node 

Weak	dependency Strong	dependency 
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time required to detect the enemy. The operability of the engaging capability is related to the 
time required to engage the enemy.  

 

Figure 12: The Small Naval Warfare Functional Dependency Network. Nodes are systems and 
capabilities of interest. N1: helicopter’s detection system. N2: ship’s detection system. N3: 

detection of the enemy. N4: ship’s weapon system. N5: engagement of the enemy.  

We used a full-factorial design of experiment, with 11 different levels of SE for each of  the 
systems. Since the ABM has some uncertainty on the motion of the enemy and of the ship and 
helicopter, 200 samples have been simulated for each design point. This simulation resulted in 
266200 lines of data, relating the SE of systems 1, 2, and 4 to the operability of all 5 nodes.  We 

then performed a parametric regression to the mean of the operability of  the systems in each 
design point. The regression is parametric because we impose an FDNA model for the behavior 
of the system, and identify the parameters for SOD, COD, and IOD that minimize the square 

error with respect to the results from the ABM. The resulting parameters are: 
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Figure 13 shows the resulting best-fitting FDNA model for the dependency of detection from 

the operability of the ship and the helicopter. 
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Figure 13. Regression from ABM results. The dots are the results from the ABM per each design 
point. The surface is the best-fitting FDNA model for a double dependency. 

These values show that the helicopter is critical in performing the function of detecting the 
enemy, and therefore it impacts the capabilities of detecting and engaging the enemy. Basic 
FDNA analysis confirm this criticality, with major failure of the helicopter heavily impacting the 

SoS capability. The network is however robust to minor failures, and radar malfunctioning. 

3.1.6 APPLICATION TO CYBER SECURITY 

 

Figure 14: Synthetic FDNA network. (a) Correct working: the predecessor system has 100% 

operability, dependent systems “see” 100%, and this value, combined with their self-
effectiveness, constitutes an input to FDNA, to compute the operability of the dependent 

systems. (b) Internal cyberattack on a system: the internal operability decreases, externally 
affecting all the dependent systems. (c) Cyberattack on a communication link: the operability of 

the predecessor is not degraded, but one of the dependent systems receives a disrupted input.  

We also developed a variant of FDNA to address problems of cyber security. In this variant, a 
weight (Availability of Dependency, AOD) multiplies the operability of the nodes, before this is 

input in the successor nodes. Therefore, while standard FDNA can evaluate the impact of an 
internal attack to a system, affecting both the operability of this system, and of its successors, 
this version of FDNA can evaluate the impact of attacks to the dependencies (for example, to 
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communication links), that do not affect the operability of a node, but impact the availability of 
inputs from this node to its successors. This concept is illustrated in Figure 15. 

 

Figure 15: (a) Five-node aerospace system-of-systems. (b) FDNA representation of the five-node 
aerospace system-of-systems. 

Preliminary results have been obtained from the analysis of an aerospace SoS (Error! Reference 

source not found.), comprised of five systems: a ground station, two satellites, a UAV, and a 
carrier. The edges in the network represent data communication.  

Previous results (Guariniello and DeLaurentis, 2013) identified the ground station N1, and the 
satellite N4 as the most critical systems for the overall operability, when disruptions or internal 

cyberattacks occur. In most SoS scenarios, however, the systems have better internal 
protection against attacks than the communication links. The modified version of FDNA 
performs analysis of cyberattacks on the communication links. Error! Reference source not 

found. reports the results of this analysis, where we assume that one communication link is 
disrupted by cyberattack so that the successor receives a reduced amount of data, 
corresponding to an operability of 25% (AOD=0.25) of  the predecessor. The links are numbered 

as in Error! Reference source not found..  

Table 1: Analysis of cyber attacks on the communication links of the five-node aerospace SoS. 

Disrupted link (successor 
receives 25% operability) 

Variation in the 
operability of the carrier 

1 -2.39% 
2 -19.13% 
3 -14.81% 
4 -17% 
5 -17% 
6 -45% 
7 -55% 

 

Given the criticality of node N1 and N4, we would expect links 1, 2, 3,  5,  and 7 to be the most 
critical. Instead, the results show that links 6 and 7 are the most critical with respect to the 
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cascading effect on the operability of the carrier, in the case of cyberattacks. While an internal 
disruption or attack on the ground station (N1) may diminish N1 significantly, the disruption 

itself does not cause significant diminishment to the overall network of nodes, due to the 
nature of the how the nodes are interconnected. Conversely, while an internal disruption on 
the UAV system is partially absorbed thanks to the interdependencies on other systems, the 

communication link between the UAV and the carrier is highly critical. Satellite N 4 is critical both 
in case of internal attack and in case of attack on the communication link to the carrier.  

The method presented here can also analyze multiple attacks, as well as the effects of 
cyberattacks on communication links that occur simultaneously with other disruptions or 

internal attacks. Table 2 shows the result of attacks on the links in a scenario where the ground 
station is working with reduced operability. The cascading effect of attacks on links 2 and 3 is 
more than doubled. 

Table 2: Analysis of cyberattacks on the communication links of the five-node aerospace SoS 
when the ground station is experiencing internal disruptions or attacks.  

Disrupted link (successor receives 
25% operability). Self-effectiveness 

of the ground facility is 25% 

Variation in the 
operability of the 

carrier 

2 -39.75% 
3 -34.95% 
6 -56.25% 
7 -63.44% 

 

3.1.7 FURTHER APPLICATIONS 

3.1.7.1 Satellite development schedule with DDNA 

In this application, we used DDNA to evaluate the development schedule of a satellite. Figure 
16 shows the DDNA network, modeling the development dependencies between the 

components of the satellite.  
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Figure 16: Development dependencies of satellite components 

In Figure 17, on the left side we show the schedule of development of the various components. 

Since DDNA accounts for partial dependencies, the development of some components can 
begin before their predecessor components are fully developed.  

We then analyzed the impact of delays on the development of each component. Due to the 

effect of partial dependency, and to the early development of some component, delays can be 
at least partially absorbed even if they are on the critical path (delays on the development of 
components 1, 4, and 8). 

 

Figure 17: Left: DDNA schedule compared to PERT. Right: delay absorption in DDNA and PERT. 

Partial dependencies allow for delay absorption even on the critical path 

3.1.7.2 Examples of parameters for various applications 

Table 3. Naval warfare scenario 

SoS Systems Self-effectiveness Operability SOD, COD, IOD Metrics 

Naval 
Warfare 
Scenario 

Ship's Recon 
Systems 

Probability of the 
radar to detect 
enemy within 
range 

Time to detect 
the enemy (or % 
of enemies 
detected within 
given time) 

SOD: quantifies the 
loss in operability 
when part of the 
required input is 
missing 

Performance, 
robustness, 
resilience 
(flexibility). 
Trade-off vs. 
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Helicopter's 
Recon 
Systems 

Probability of the 
radar to detect 
enemy within 
range 

Time to detect 
the enemy (or % 
of enemies 
detected within 
given time) 

 
COD: quantifies the 
effect of total or 
almost total loss of 
input 
 
IOD: quantifies the 
range of "almost 
total loss of input" 
that results in critical 
loss of operability 

cost 

Ship's 
Weapon 
Systems 

Probability to 
engage the 
enemy, when 
within range 

Time to engage 
the enemy (or % 
of enemies 
engaged within 
given time) 

 

Table 4. On-orbit satellite servicing SoS 

SoS Systems 
Self-
effectiveness 

Operability SOD, COD, IOD Metrics 

On-orbit 
satellite 
servicing 

Operational 
satellite 
component 

Internal 
operational 
status 

Overall status 
due to internal 
status and 
inputs 

SOD: quantifies the 
loss in operability 
when part of the 
required input is 
missing 
 
COD: quantifies the 
effect of total or 
almost total loss of 
input 
 
IOD: quantifies the 
range of "almost total 
loss of input" that 
results in critical loss 
of operability 

Dynamic 
performance 
over time, 
robustness to 
aging and 
failures, 
resilience due 
to servicing. 
Trade-off vs. 
cost 

Operational 
satellite 

Internal 
operational 
status due to 
component 
status and 
dependencies 

Overall status 
due to internal 
status and 
inputs 

Servicing 
satellite 

- 

(servicing 
satellites 
modify the self-
effectiveness of 
serviced 
components) 

 

 

 

 

 

 



 

34 

Table 5. IT SoS 

SoS Systems 
Self-
effectiveness 

Operability SOD, COD, IOD Metrics 

IT SoS 
IT 
Systems 

Internal status: 
generation and 
transmission of 
correct 
information 

Generation and 
transmission / 
retransmission of 
correct 
information, given 
the internal status, 
the input, and 
possible 
cyberattacks 

SOD: quantifies the loss 
in operability when part 
of the required input is 
missing 
 
COD: quantifies the 
effect of total or almost 
total loss of input 
 
IOD: quantifies the range 
of "almost total loss of 
input" that results in 
critical loss of operability 

Performance, 
robustness, 
resilience 
(flexibility). 
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3.1.9 CONCLUSIONS AND FUTURE WORK 

In this section, we have presented updates to FDNA and DDNA methods for the analysis of the 

impact of dependencies on the global behavior of SoS. The updates are oriented towards the 
goal of helping the users to correctly understand the meaning of the parameters, as well as 
possible applications of the two methods. The parametric nature of the models makes them 
intuitive, and domain-independent. We described the conceptual use of FDNA and DDNA, and 

some illustrative application of the methods to support architecture analysis and decisions in 
architecture design. Future work will include refinement of the methods, application to larger-
scale problems, with complete or limited availability of real data. For DDNA, different shapes 

for the function that quantifies the possible early development will be implemented and tested. 
For FDNA, larger complex application will be thoroughly designed and tested, including trade-
off between multiple global metrics. 

 

3.2 MULTI-STAKEHOLDER DYNAMIC PLANNING OF SYSTEM OF SYSTEMS EVOLUTION 

This method focuses on the master development planning problem in the context of SoS 
acquisition with resource constraints, uncertainty, and conflicting stakeholder interests.  In a 
SoS environment, a centralized set of master plans may not exist due to the lack of a centralized 

control authority. Different stakeholders might have conflicting master plans that require 
communication, negotiation and coordination. Our work develops a decentralized multi-
stakeholder decision making framework where local stakeholders conduct acquisition 

development planning for individual benefits while the SoS-level stakeholder designs a 
coordination mechanism to facilitate communication between stakeholders and achieve a 
harmonious outcome. Specifically, we employ approximate dynamic programming and a 

transfer contract coordination mechanism to address the problem. We demonstrate the 
applicability of the proposed approach through a simple example.  

3.2.1 INTRODUCTION 

SoS brings many challenges to the current acquisition practices. The “Wave” model developed 
by Dahmann (Dahmann, et al., 2010) provides a time-sequenced step-by-step guideline for 

practitioners to support SoS architecture development as an extension of Systems Engineering 
(SE) elements to SoS context. Among the artifacts in the “Wave” model, the SoS master plan is 
vital in that it gives a top-level view across multiple SoS upgrade cycles - it also describes the 
long-term SoS acquisition and evolution strategy for SoS capabilities.  

Unfortunately, challenges emerge during the SoS planning process, including: 1) how to address 
the risks from the significant future uncertainties; 2) how to communicate and coordinate 
effectively between multiple stakeholders with different interests; 3) how to mitigate the 

computational complexity from an increasing number of systems and interactions. Some 
methods are available to tackle these challenges. For example, risk in acquisition is frequently 
addressed through a standard risk management process from risk identification to mitigation 
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(DoD, 2013). The acquisition community also employs methods like real options analysis (Mun, 
2012) and portfolio analysis (Davendralingam, Mane & DeLaurentis, 2012) to cope with risks. 

Methods for coordination between different stakeholders are commonly negotiation -based 
(e.g., Memorandum of Agreement (OUSD(AT&L), 2008)) or standardization-based (e.g., 
Department of Defense Architecture Framework [DoDAF] (DoD, 2009)). However, these 

methods are not adequate to construct effective plans for SoS development. For instance, real 
options analysis suffers from computational intractability when uncertainties become more 
complex; the loss of communication efficiency from the back and forth negotiation leads to 
inappropriate plans.  

Formally, we view the master development planning problem in the context of SoS acquisition 
as a sequential decision making problem with resource constraints, uncertainty, and conflicting 
stakeholder interests.  

 Figure 18 shows the fundamental problem setup, illustrating a hierarchy of stakeholders 
where, at the lowest level, an individual stakeholder (e.g., ‘Army’ in Figure 18) controls a set of 
systems and acquisition decisions for long-term planning. The higher-level stakeholder (e.g., 

‘DoD’ in Figure 18) exercises control over these lower-level counterparts to accomplish required 
capabilities. Specifically, the higher-level stakeholder provides funding to the lower-level 
stakeholders with the understanding that the lower-level stakeholders are bound by funding 

interdependencies. Christensen (2011) defines four types of interdependency between 
acquisition programs: funding, technological, support, and systems interaction requirements 
interdependency. In this work, we focus on issues of funding interdependencies and 

technological interdependencies (upper right of Figure 18), and particularly funding 
interdependency. In this setting, local stakeholders share limited funding resources governed 
by a SoS-level stakeholder and interactions between systems may or may not exist. Each 
individual stakeholder observes the shared funding and uses it to develop an optimal portfolio 

of systems, one after another, under uncertainty for its own sake. Meanwhile the SoS-level 
stakeholder aims to optimize the aggregate capabilities. Our research objective is to formulate 
and solve SoS level capability development planning problem (under uncertainty) where local 

stakeholders seek to optimize individual capability by a sequence of decisions.  
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Figure 18. Fundamental problem setup 

 

3.2.2 RELATED WORK 

The need to deal with questions of architecture and acquisitions from a SoS perspective has 
resulted in a large body of research from multiple perspectives. The military acquisition 

community has focused significant efforts on developing conceptual and procedural guidance, 
such as the Defense Acquisition Guidebook (DoD, 2013), the Systems Engineering Guide for SoS 
(OUSD(AT&L), 2008), the Development Planning Guide (USAF, 2010), the “Wave” model 
(Dahmann, et al., 2010). Other researchers have developed analytical approaches to facilitate 

conceptual guidance. Available methods include Epoch Era Analysis (EEA)  (Ross & Rhodes, 2008; 
Schaffner, et al.; 2013; Chattopadhyay, et al., 2009), multi-stage robust portfolio analysis 
(Davendralingam, Mane & DeLaurentis, 2012; Davendralingam & DeLaurentis, 2013) , Real 

Options Analysis (ROA) (Mun, 2012; De Neufville, 2003; Buurman, Zhang & Babovic, 2009) , and 
methods combining agent-based modeling, genetic algorithms and fuzzy evaluation (Acheson, 
Pape, Dagli, et al., 2012; Ergin, Acheson, et al., 2011; Acheson, Dagli, et al., 2013) .  Each method 

distinguishes itself by several advantages; for example, multi-stage robust portfolio analysis is 
effective at generating the tradespace between capability and risks that depends on users’ 
choices, while ROA provides a clear flexibility evaluation by inserting different options under 

uncertainty. However, these methods all suffer from the issues of computational complexity 
when the target problem becomes complex (i.e., increase of systems, interactions, and 
uncertainties). Moreover, the decentralized nature of the stakeholders in an SoS (i.e., different 
stakeholders possess independent management and authority) has not been adequately 

addressed yet. These two issues are the primary identified gaps of our research.  

Many methods are suitable for long-term sequential decision making. Typical methods are 
multi-stage stochastic programming and stochastic dynamic programming (Defourny, Ernst & 
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Wehenkel, 2009; Dupacova & Sladky, 2001; Powell, 2012), which have been widely applied in 
operations research, energy management, finance management and so forth. However, both 

methods are confounded by the curses of dimensionality, that is, the explosion of state  space, 
decision space and sample space when the system becomes large. Several methods to reduce 
computational intractability are grouped under the term Approximate Dynamic Programming 

(ADP) (Bertsekas & Tsitsikilis, 1996; Powell, 2010). ADP is a flexible modeling and algorithmic 
framework with various techniques ranging from approximation strategies to stochastic search 
strategies. By using these techniques, ADP helps in converting intractable problems to tractable 
problems, as shown for example in applications of energy dispatch (Powell, George, et al., 

2011), climate policy determination (Webster, Santen & Parpas, 2011). Based on these 
advantages of ADP and the need to address potential computational complexity in the SoS 
development plan, we propose to use ADP to support long-term decision making.  

Coordination mechanisms among decentralized stakeholders have been studied in a variety of 
fields such as control theory, operations research, and revenue management. Some research 
focuses more on an algorithmic perspective while other research focuses more on a conceptual 

perspective, though often they are coupled together. Algorithmic approaches mainly include 
control-theoretic methods such as consensus control  (Olfati-Saber, 2007) and distributed 
optimization (L.Raffard, J.Tomlin & P.Boyd, 2004), game-theoretic methods (Drechsel, 2010), 

and auction-theoretic methods (Mour & DeLaurentis, 2014). Conceptual ideas such as transfer 
contract (price) (Hirshleifer, 1956) came forth in economics and finance to coordinate between 
different divisions or business units, along with the algorithmic development. Later, the idea of 

transfer contract was extended to the areas such as airline revenue management (Cai & Lim, 
2011) and software incremental development (Ceran, Dawande, et al., 2014). Our problem 
concerning the decentralized stakeholders in acquisition shares significant similarities with the 
scenarios in a multi-business unit firm; therefore we adopt the transfer contract mechanism to 

deal with the coordination. 

3.2.3 PROPOSED APPROACH 

To address the development planning problem in SoS acquisition concerning the conflicting 

stakeholders, uncertainties, and restricted resources, we develop a decentralized planning 
framework integrating approximate dynamic programming and the transfer contract approach. 
We introduce these two elements in this section and subsequently build the model formulation 

under the framework.  

3.2.3.1 Approximate Dynamic Programming 

The beauty of ADP lies in the ability of generating decisions based on an approximation of 

expected future capability (or reward) value and corresponding updating from resultant new 
information. ADP alleviates the pain of collecting complete information and building a perfect 
model for optimizing a complex system of systems. At its core, the power of ADP is derived 

from the Bellman equation, which is also the key driver for dynamic programming in general . 
Classical dynamic programming recursively computes the Bellman equation below in a 
backward manner.  
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(2.1) 

Where    represents state variables,    represents decision variables,           means 
contribution earned by taking action    while in state    at time  ,   is the discount factor and  
           means expected value function of being in state     .  

However, the exact future value is extremely difficult to obtain, thus the approximated value 
 ̅    is usually used to replace     . A variety of approaches are  available to approximate the 

value function, such as linear / piecewise linear approximation, Gaussian network, and so on. A 
generic structure for the value function approximation is given as follows (B.Powell, 2010):  

 ̅      ∑                                                                                                                                     

(2.2) 

Where              are features that describe the important characteristics capturing the 

total expected capability contribution in the future.     represents adjusting parameters that 

allow us to obtain different value function approximation.  

Another challenge of solving the Bellman equation is calculating the expectation. Powell  (2010)  
proposed an important concept of post-decision state variables to separate the effect of 
decisions and exogenous uncertain information. By using post-decision state variables, the 

Bellman equation can be written as:  

    
      

             
             ̅ 

    
       

                                                                    

(2.3) 

Where     
  represents post-decision state vector. In this equation, expectation can further be 

dropped by using a sample realization of the uncertainty      ; then the equation becomes:  

 ̃   
      

           
             ̅ 

          
                                                                          

(2.4) 

Given a particular realization of      , the above equation becomes a deterministic 
optimization problem. Therefore, approximate dynamic programming manifests the advantage 
by avoiding the explosion of state space, sample space and decision space . 

3.2.3.2 Transfer Contract Coordination Mechanism 

Transfer Contract (Price) was developed as a tool for economics. Many corporations have 
divisional organizations, in which some or all of the separate divisions are virtually autonomous 

profit centers to achieve the benefits of decentralization in decision-making (Hirshleifer, 1956). 
The transfer contract mechanism is concerned with the problem of pricing the products and 
services that are  exchanged between such divisions within a firm and with the way these prices 

should be set in order to cause each division to act in such as way that firm profits are 
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maximized as a whole. As illustrated in Figure 19, the transfer price essentially represents the 
price for the internal market when business unit B needs a product from business unit A. To 

incentivize the business units to achieve the firm-level best profit, the firm has to determine 
appropriate transfer price for the internal exchange. A wide variety of transfer pricing methods 
exist in practice under different contexts today (Toktay & Wei, 2011).  

 

Figure 19. Original meaning of transfer contract (price) 

With respect to the acquisition field, Army, Navy, and Air Force all receive funding from the 
DoD to develop systems under individual consideration. We define the transfer contract as the 

compensation that each stakeholder (e.g., Army) needs to pay to other stakeholders (e.g., Air 
Force) for consuming the shared resources. That is to say, the transfer contract represents the 
prices of using the shared resources for each stakeholder. And the problem becomes how to 
choose appropriate transfer contracts to induce the individual stakeholders to make 

development plans that could benefit the global stakeholder. The value associated with these 
transfer contracts is not always monetary as in economics. Instead, the transfer contracts in 
acquisition might represent the information value, partial capability units or a special type of 

technology. 

3.2.3.3 Model Formulation 

Under the framework of ADP and transfer contract, we build the model formulation for both a 
centralized and a decentralized case, where the centralized case serves as a baseline for 
comparison. In the centralized mode, the global stakeholder (e.g., DoD) has access to the full 

information and has the authority to make decisions with the objective of maximizing the 
overall SoS capability over time. The SoS capability at one time step is assumed as a linear 
combination of individual system capabilities. In the decentralized mode, each local stakeholder 
(e.g., Army) needs to solve an optimization problem. The SoS-level stakeholders do not make 

decisions directly but they guide the SoS toward a SoS-level optimal capability by influencing 
local stakeholders’ decisions. The transfer contract coordination mechanism is incorporated in 
the optimization problem of each individual stakeholder. Table 6 shows the mathematical 

formulation. 

Firm

Business Unit A
(produce product w)

Business Unit B
(consume product w;
produce product p)

External Market

product w
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Table 6. Mathematical Formulation under Centralized and Decentralized Management 

 
Centralized 
(Baseline) 

Decentralized 
(stakeholder k) 

Objective Function Maximize the expected 
sum of SoS capability 

over time 

Maximize the expected sum of stakeholder 
k’s capability over time with incorporation of 

transfer contracts 

      ∑       
 
      

      ∑      
   

  
    

    
                         

Budget Limits                
   

      
                          

Integer Decisions              
      

     
Transition Function                 

    
    

   

               ̂           
      

     ̂   
   

 

The left column of Table 6 describes the centralized case and the right column describes the 
decentralized case.      denotes the vector of individual system capabilities,      denotes the 

system cost.    represents the state variable or vector of  the number of different systems,    
represents the decisions variables or vector of the number of systems that are added at each 
time step. We bound the objective function by budget constraint    at each time step. The 
transition function demonstrates the evolution of state variable     by acting the decisions, and 

the evolution of      by adding the uncertain change    ̂    from the environment. Note that in 
decentralized mode, each local stakeholder k needs to solve the optimization problem where 

    
  represents transfer contract mechanism and     

 
 delineates the estimated cost and 

decisions of other stakeholders. These equations are further translated to the ADP structure to 
be solved. 

3.2.4 PRELIMINARY RESULTS 

In this section, we solve a synthetic example to explain the proposed approach and 
demonstrate the feasibility of finding good solutions. We assume that (1) a SoS-level 
stakeholder requires a type of  capability (e.g. conduct terrestrial and marit ime surface 
surveillance) to be accomplished over ten years; and (2) each of the three individual 

stakeholders A, B, and C (e.g., Army, Navy, Air Force) has two systems in the option pool. We 
recap our ultimate goal: individual stakeholder makes its own optimal development decisions 
(e.g., Army targets at maximizing the terrestrial surface surveillance) while these decisions can 

reach the aggregate optimal capability for the SoS-level stakeholder (e.g., maximizing the 
overall terrestrial and maritime surface surveillance) by choosing an appropriate set of transfer 
contracts (e.g., exchange of information value, converted monetary value of capabilities, etc). 

We demonstrate the applicability of approximate dynamic programming and transfer contract 
coordination mechanism by using notional data in this research.  
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3.2.4.1 Centralized Case – The Applicability of Approximate Dynamic Programming 

We demonstrate the ability of ADP by comparing with other methods in a centralized mode 
where a virtual global stakeholder (without the individual stakeholders, A, B, and C) possesses 
all the information. We start with the deterministic capability and cost of single systems, based 
on which we solve the equations on the left column of Table 6. In this case, the SoS-level 

stakeholder optimizes the capability over ten years with decisions of whether developing 
systems {S1a, S2a, S1b, S2b, S1c, S2c} at each year. The individual system capability, cost and 
annual budget limit are given as notional numbers. We list the numbers in Table 7 and Table 8. 

Table 7. Input of capability and cost of individual systems 

Stakeholder Stakeholder A Stakeholder B Stakeholder C 

Systems S1a S2a S1b S2b S1c S2c 
Capability 50 40 30 20 20 20 
Cost 80 70 60 50 40 20 

Table 8. Input of budget at each time step 

Time 
Step 

t = 0 t = 1 t = 2 t = 3 t = 4 t = 5 t = 6 t = 7 t = 8 t = 9 

Budget 220 250 180 200 230 170 200 280 120 240 

 

This is a simple multi-stage problem that is solvable through a set of single-stage optimizations, 
by which we obtain the exact solution as a benchmark. Since we set the decision variables as 
binary variables (acquire or not acquire), we employ linear value function approximation to 

maintain simplicity while not losing much accuracy. We express our value function 
approximation as the linear combination of basis functions with the coefficients named 
adjusting parameters. The basis functions usually refer to the key features characterizing the 
future capabilities and are typically chosen from the state variables. It is important to identify 

the appropriate basis functions, because they determine the accuracy of the results. The 
primary state variables in this case are the number of different systems at each stage, 
capability, and cost of individual systems. We use all of them as our basis functions for a start. 

With the basis functions available, we employ a recursive least squares method to update the 
adjusting parameters in the value function approximation. The results are demonstrated in 
Figure 20. 
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Figure 20. (a) Comparison of exact and approximate capability; (b) Comparison of exact and 
approximate capability with reduced basis function 

As shown in Figure 20(a), the objective capability obtained from ADP is very close to the exact 

objective capability; through calculation the approximate value is only 0.28% lower than the 
exact objective value and converges within 20 iterations. Often times, to reduce the 
computational complexity, only key state variables are selected to represent the basis 

functions, though this may reduce the accuracy of the approximate result. For example, if we 
choose the basis functions as a vector that contains the number of systems (for each system 
type) and a constant term, the accuracy of the ADP objective becomes 10% lower than the 
exact optimal objective (at the first stage), as illustrated in Figure 20(b). We can also observe 

that as time progresses, the approximate value converges to the exact value. This is because 
the basis functions are less adequate to capture the future capabilities over ten stages than 
over one stage.  

Next, we add uncertainty into the problem to validate the ADP implementation in a stochastic 
environment. We begin with the uncertainty of individual system capability (as shown in Table 
6). It is reasonable to hypothesize that the variations of individual system capability occur at 

each stage due to exogenous information fluctuation such as the technology development or 
national priority change. In order to make the problem solvable by other methods, we give a 
fixed set of the individual system capability and the variation appears at each stage 

independently. We assume the variation as a uniform distribution with bounds [ -2, 2] according 
to subjective judgment.  

We use the basis functions including all the state variables to implement the ADP algorithm. 

Through running 200 iterations we obtain an acceptable value function approximation, which 
we use to calculate the capability and decisions at each stage given a certain sample realization. 
We employ a posterior bound solution as a benchmark to compare with the results from ADP. 
Given a specific sample realization of the system capability variations, the posterior bound 

solution “cheats” by being able to use information only known in the future and solves the 
problem with the same techniques in the deterministic case. Since the uncertainty is quite 
simple, we also use classical backward recursive dynamic programming to conduct the analysis, 

which solves the problem through backward induction and expectation calculation. We observe 
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some limitations of backward dynamic programming when doing the computation. For 
example, regardless of the large number of loops over the state variables to compute the future 

value expectation, it is almost impossible to calculate the expectation of the decision-
dependent stochastic variables.   

The results when given a specific sample realization are shown in Figure 21. Figure 21(a) shows 

a comparison between the capability values from ADP, dynamic programming, and posterior 
bound solutions at each stage. It is apparent that the ADP solutions are quite acceptable. 
Specifically, Figure 21(b) points out the iteration process of the objective value from ADP (value 
at first stage). We see that the curve does fluctuate but is stable, since fluctuation range is 

within 10% of the posterior optimum.  

Returning to the real world acquisition decision making process, data from the uncertainties 
tends to be exposed gradually, thus the actual ADP implementation for decision makers is 1) 

estimating the probability distribution of future uncertainties or building simulation models, 2) 
constructing the approximation of future value function based on characteristics of state 
variables, 3) using the approximate value function to compute the current decisions, 4) 

implementing the decisions in simulation model or real world with new data coming out to 
update the uncertainty and value function approximation, 5)  going back to step 3). Therefore, 
the implementation of ADP requires training data to obtain reasonable value function 

approximation.   

  

Figure 21. (a) Validation of ADP results under uncertainty; (b) Percent of approximate objective 

over posterior optimal objective 

This simple example only demonstrates us the ability of ADP to generate reasonable results 
compared to exact solutions. In fact, the advantages of ADP reveal more when the problems 

become more complex. For example, it avoids the explosion of state space, decision space and 
sample space, and it can explicitly describe the decision-dependent uncertainties, and it can 
apply to scenarios where uncertainties cannot be expressed as probability distributions. We will 

explore more of these in the future work and next section we will investigate the effect of 
transfer contract coordination mechanism.  
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3.2.4.2 Decentralized Case – The Effect of Transfer Contracts 

This section explores the effect of transfer contracts in multi-stakeholder planning under 
decentralization. We begin by re-stating the process in the decentralized scenario. The SoS-
level stakeholder firstly announces the budget limits of each year as well as the transfer 
contract coordination scheme to the individual stakeholders. Then, under the budget limits, 

each component stakeholder proposes the potential systems to the SoS-level stakeholder and 
other peer stakeholders. Notwithstanding, the individual stakeholders tend to keep information 
of their own system capability and cost to themselves or only partially reveal the information to 

other stakeholders in order to, for example, attempt to gain the more funding or not lose 
funding. Therefore, when each component stakeholder aims to solve the optimal long -term 
development planning problem, it needs to estimate some values (e.g., system cost) of other 

stakeholders based on the information it already possesses. It is possible that the optimal 
decisions from each individual stakeholder may conflict with each other and conflict with the 
optimal decisions at the SoS-level. Thus we employ the transfer contract mechanism to 

coordinate between the individual stakeholders to generate global optimal solutions while 
incentivizing the local stakeholders.  

According to the assumption that stakeholder A knows potential systems under stakeholder B 

and C but does not know the exact system cost and associated decisions, stakeholder A 
estimates the value of cost and decisions of other stakeholders. We denote the estimated costs 
as    ̃ 

  ,    ̃ 
  ,    ̃ 

  ,    ̃ 
  ,    ̃ 

   ,    ̃ 
   and the decision variables as   ̃ 

  ,  ̃ 
  ,  ̃ 

  ,  ̃ 
  , 

 ̃ 
  ,  ̃ 

  , where the first letter in the superscript represents the stakeholder who makes the 

estimation and the latter letter represents the stakeholder being estimated. We add the set of 
transfer contracts in the objective function of each stakeholder. Again the transfer contract 
represents the compensation (transferrable utility) that one stakeholder needs to pay to other 

stakeholders. The impact of transfer contract is to modify the objective function and influence 
the decisions of each component stakeholders. We denote the transfer contracts as     

  , 

    
  ,     

  ,     
  ,     

  ,     
   where the superscript ‘AB’ means transferring from A to B. We 

formulate the equation in Table 9.  

 

Table 9. Formulation with transfer contract coordination 
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We start with the decentralized decision making without any coordination (i.e., remove the 
transfer contract terms in the objective functions), and the results are illustrated in  Figure 22. 

Figure 22(a) shows the capability of the global stakeholder and individual stakeholders in the 
decentralized case without any coordination. Figure 22(b) illustrates the budget constraint 
violations due to the inaccuracy of model estimates and lack of coordination. In general, 

without coordination the stakeholders tend to have budget requests that diverge greatly from 
the budget constraints. In this case, when individual stakeholders submit their development 
plans, conflict occurs due to the limited available funding. The stakeholders need to negotiate 
to arrive at a balanced solution. Unfortunately, as stated previously, back and forth negotiation 

largely decreases the communication efficiency and probably reduces the quality of the 
solution. Therefore, we seek for mechanism that could guide the individual stakeholders to 
coordinate between themselves in a more automatic manner.  

We next examine the effect of transfer contracts on the capability and budget violation by 
giving a set of transfer contracts with arbitrary numbers. Figure 23 displays the capability value 
and budget violation at each stage. This set of transfer contracts still cannot lead to SoS-level 

optimality within constraints, but through the coordination, we can find the capability change 
at each stage of  different stakeholders and corresponding budget violation change.  By 
comparing the left plots of Figure 22 and Figure 23, we find the capability reduction for SoS-

level stakeholder when transfer contracts are incorporated.  However, the right plot in Figure 
23 demonstrates that the budget violation becomes much less with the inclusion of transfer 
contracts. Although we have only employed an arbitrary set of transfer contracts so far, we find 

the large chance to achieve valuable results.  

  

Figure 22. (a) Capability in decentralized setting without coordination; (b) Budget violation 

without coordination 
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Figure 23. (a) Capability in decentralized setting with given transfer contracts; (b) Budget 

violation with given transfer contracts 

3.2.5 CONCLUSION AND FUTURE WORK 

We proposed a decentralized planning framework for SoS architecture analysis in acquisition 
context and demonstrated its applicability through a simplified example. The framework 
contributes to the current acquisition practices by addressing the decentralized natures of 

stakeholders and the potentials of solving complex problems. Near term work is focusing on 
characterizing the transfer contracts that lead to SoS-level optimality when individual 
stakeholders are making sequential decisions. Currently we conjecture that the transfer 
contract received by an individual stakeholder equals the approximated future value for this 

stakeholder losing the resources consumed by another stakeholder.  

3.3.4 PUBLICATIONS AND EXTERNAL CITATIONS 

3.3.4.1 Publications 

Fang, Z., DeLaurentis, D., "Dynamic Planning of System of Systems Architecture Evolution", Conference On Systems 
Engineering Research (CSER) , Redondo Beach, California, 21-22 Mar 2014. 
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3.3 SYSTEM IMPORTANCE MEASURES 

This research investigates one crucial aspect of SoSs: their ability to recover from disruptions, or 
their resilience. A set of system importance measures (SIMs) that rank the constituent systems 
based on their impact on the overall SoS performance is developed in this research. Specifically, 

these SIMs guide design and operational decisions by providing specific information on where 
an SoS is lacking resilience (or has excess resilience) and hence on where improvements are 
needed (or where downgrades are possible). 

3.3.1 INTRODUCTION 

Resilience is usually represented as a combination of survivability and recoverability, as shown 
in Figure 24. This notional representation is widely used in the literature to depict the 

fundamental ideas behind resilience (e.g., Tierney and Bruneau, 2007; Castet and Saleh, 2012; 
Ayyub, 2014). Resilience, in other words, is not only concerned with reducing the likelihood of 
failure. It also stresses the need to recover from unexpected disturbances in the operating 
environment. Essentially, resilience implies the ability of a system to “bounce back” and hence, 

is a function of several system properties, including component reliability, re -configurability of 
the architecture, and diversity of sub-systems and components. Resilience can be divided into 
two categories (Rose, 2007; Whitson and Ramirez-Marquez, 2009): (1) “static resilience” is 

related to the “ability of an entity or a system to maintain function”, or to survive, when 
disrupted; while (2) “dynamic resilience” deals with recovery of the system after a shock.  

Resilience is highly context dependent – it depends on the structure (architecture) of the 

system (which could be an SoS, an organization, a network, etc.), its operational environment, 
and the disruptive event. For example: 

 Different systems are resilient to different disruptions. For instance, O ’Hare 
International Airport (Chicago) is reasonably well equipped to handle snowstorms, 

but 3 inches of snow in southern US caused Hartsfield-Jackson International Airport 
(Atlanta) to shut down in early 2014 (CBS, 2014). 

 A system could be resilient to one type of disruption but not to another type. For 
example, an airport can be resilient to thunderstorms but may be vulnerable to 

cyber-attacks on its security systems 
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Figure 24. Notional depiction of resilience following a disruption (“resilience curve”) 

Figure 25 highlights a couple of extreme cases of variation in the resilience curve. In the 
aftermath of a disruption, the performance drop may not necessarily happen steeply and 
suddenly. During the time between a disruptive event and the full impact, performance usually 

starts to deteriorate and a more gradual decline may be observed. For example, when access to 
critical automotive components was blocked during the 2002 West Coast port lockout, instead 
of halting production immediately, logistical constraints meant that it took New United Motor 

Manufacturing Inc. (NUMMI) four days to stop all assembly activities (Sheffi and Rice, 2005). 
Similarly, there are several different ways an SoS can recover from disruptions. Recovery 
measures can include an increase in performance for some time after a recovery to make up for 

lost capability. For instance, NUMMI used airfreight to get parts to the plants during the port 
lockout and then made up for closures by running at higher-than-normal utilization to make up 
for lost production. Conversely, in other cases, despite adequate recovery, disruptions can have 

long-term impacts on SoSs. For example, the network of small-scale shoe factories in Kobe, 
Japan, lost 90% of its business in the wake of that city’s 1995 earthquake as buyers shifted to 
other Asian factories, and most buyers never came back (Sheffi and Rice, 2005). Another 

example of long-term impact is the increased costs of  computer hard drives, through 2013, 
after the 2011 floods in Thailand (second largest computer hard drive supplier in the world) 
(WEC, 2013). 

Trade-space analyses are standard practice in systems engineering,  but conducting trades on a 

system-of-systems (SoS) in the context of resilience is difficult because, to date, no reliable and 
consistent metrics have been developed for SoS resilience. Several metrics have been proposed, 
but these measures assume homogenous networks, ignoring one of the key features of SoS: the 

combination of heterogeneous systems (e.g., airports and aircraft) to achieve a common goal 
(e.g., transport). Rather than attempting to create a single metric that glosses over the 
complexities of an SoS, here a family of System Importance Measures (SIMs) that capture 

different aspects of SoS resilience is presented. Analogous to component importance measures 
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in reliability theory, the SIMs provide a way to rank or prioritize the constituent systems of an 
SoS based on different threats. Specifically, these SIMs provide analysts and designers with 

informative guidance on where an SoS is lacking resilience (or has excess resilience) and hence 
on where improvements are needed (or where downgrades are possible). 

 

Figure 25. Variability in the resilience curve: (a) recovery measures can include a temporary 
increase in performance and (b) disruptions can result in long-term impacts on performance 

3.3.2 DESIGNING SOS RESILIENCE 

Designing resilient SoSs involves two aspects: evaluation and creation. Evaluating resilience 
focuses on developing metrics, methods, and tools that support the measurement of SoS 
resilience. Creating resilience identifies ways, such as, design features, protocols, and 
procedures, to improve SoS resilience. In this work, we address both these aspects of resilience 

design (see Figure 26) as follows:  

a) System Importance Measures rank the constituent systems in an SoS based on the 
impact of their disruption on the SoS as well as their contribution to SoS recovery post-

disruption. 
 

b) Design principles provide a list of potential design choices that can be used to make the 

SoS more resilient once the key systems of concern have been identified by the SIMs.  
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Figure 26. Applying SIMs to design resilient SoSs 

3.3.2.1 System Importance Measures 

Measuring resilience is a critical first step in any framework that aims at addressing or 
improving resilience. However, establishing a single, all-encompassing resilience metric will be 
challenging, if not impossible. Since a two-dimensional representation of resilience (see Figure 

24) is necessary to capture the main aspects of this attribute, a single metric to measure 
resilience could be insufficient. Given the two dimensions (time and perf ormance), there will 
always exist cases where a single-dimensional metric will yield the same result for two different 
curves. For example, a metric based on area would not distinguish between a curve with a quick 

recovery to low performance gain and one with a slow recovery to a high performance gain. 
Further, while a single overall metric may enable overall comparisons between different SoS 
architectures, a single metric provides little, if any, information regarding specific areas within 

each SoS that need attention. To address this gap, this research develops a family of System 
Importance Measures (SIMs) that captures different aspects (time and performance) of and 
contributors to SoS resilience. Analogous to Component Importance Measures (CIMs) in 

reliability theory, SIMs provide a way to rank the constituent systems of an SoS based on their 
impact on the overall SoS performance during disruptions. 

Component importance measures (Rausand and Hoyland, 2004; Elsayed, 1996; Ramirez -

Marquez and Coit, 2007; Van der Borst and Schoonakker, 2001) combine system structure and 
component reliability to assess the importance of a particular component to the overall 
reliability. They indicate, for example, whether improving a particular component will improve 

the overall reliability, or, conversely, whether a component can be downgraded without 
significantly impacting the overall system reliability. CIMs include Birnbaum’s measure, risk 
achievement worth, risk reduction worth, and Fussell -Vesely’s measure.  
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There have been some attempts to modify the component importance measures to analyze the 
resilience of networks. Barker et al. (2013) developed two resilience -based CIMs for networks, 

but the analysis and subsequent metrics are only applicable to networks with homogenous 
nodes. In addition, emphasis is placed on network flow (that is, link resilience) rather than to 
nodes. While this approach may be beneficial in addressing network resilience, it appears to be 

useful only for networks where the flow between mostly similar nodes is of concern rather than 
the particular functions carried out at the nodes themselves.  

This research focuses on developing importance measures specifically for SoS that are 
characterized by diversity in nodes and functions. Similar to the CIMs described above, system 

importance measures help identify and rank the systems that have the most and least impact 
on the overall SoS resilience. Consider Figure 27. Once a constituent system, say System i, fails, 
the performance of the SoS drops from its nominal performance level (PNOMINAL) to some 

degraded level (PLOSS). In the absence of any recovery measure, the SoS performance stays at 
this lower level for the duration of the disruption, till the failed system is repaired or replaced  at 
Tf. However, if some recovery measure is employed, such as having another System j take over 

some of the lost functionality at Tr,  then the SoS performance is raised to a higher level of 
performance (between the nominal and degraded level)  and stays at this level till the original 
failure been addressed and overall performance is brought back to the nominal level. The two 

SIMs presented below, System Disruption Importance (SDI) and System Recoverability 
Importance (SRI) capture both the impact on the SoS of system failures, as well as the 
importance of using systems to recover SoS performance. 

 

Figure 27. SIM analysis indicating SDI measure (hatched region) and SRI measure (solid grey 
region) 

System Disruption Importance 

The first measure, System Disruption Importance (SDI) answers the question: What is the 
impact of a system failure on the overall SoS? Thus,        measures the impact of the 
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disruption of System i, given the ability of System j to provide recovery, on the overall SoS 
performance. Referring to Figure 27,        is given by: 

 
       

∫          
  

  

∫           
  

  

 (3.1) 

A high value of        indicates relatively high importance of System i since the recovery 

measure does not adequately reduce the impact of the disruption on the SoS . On the other 
hand, a small        shows that System i is less important than other systems in the SoS since its 

failure can be adequately mitigated by the recovery capability of System j.  

The maximum value of        is obtained when there is no recovery measure available or when 

System j cannot provide recovery (as shown in Figure 28). Using 3.1 we see that         . 

 

Figure 28. SIM analysis indicating worst-case SDI measure (hatched region) 

System Recoverability Importance 

The second measure, System Recoverability Importance (SRI) answers the question: How 

important is a system to SoS recovery when other systems are disrupted? Again, based on 
Figure 27, we define        as: 

 
       

∫           
  

  

∫           
  

  

 (3.2) 

The larger the value of       , the more important the System j is to mitigating any disruption 

impact on the SoS due to the failure of System i. Conversely, a low        indicates that System j 

does not significantly impact the recovery of the SoS. 
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Using the above two measures, SoS designers can identify critical systems in the SoS. An 

obvious question follows: how can an SoS design be changed to improve its resilience? In the 
next subsection, design principles are provided to guide the discussion and provide design 
alternatives.  

3.3.2.2 Resilience Design Principles 

A design principle, or heuristic, is an abstraction of experience that can be used to effectively 
guide engineering design (cf. Maier and Rechtin, 2000). For example, in systems engineering, 

one design principle is to minimize coupling, which can, for example, be accomplished by 
increasing the modularity of the design. Here, we present a set of nine design principles to 
guide the design of SoS-level resilience. Although this list is not intended to be exhaustive, we 

believe many resilience improvement strategies derive from these principles. While several of 
the principles outlined below are rooted in systems engineering (see Jackson and Ferris (2013)  
for a recent compilation), the relevant heuristics have been adopted here for SoS design 

guidance.  

1. Physical redundancy. Employ redundant hardware (backups) to provide functionality when 
primary systems in the SoS fail (Jackson and Ferris, 2013). For example, in the case of a public 

transportation network, one way to create physical redundancy is by maintaining extra buses at 
city depots. In the event of a disruption (e.g.: traffic jam or an accident) these spare buses could 
be used on the original routes in place of the failed primary buses, or depending on the 
situation, they could even be used to augment service by running different routes.  

2. Stand-in/Functional redundancy. Leverage heterogeneity in the SoS to provide redundancy 
without adding additional systems (Zhang and Lin, 2010; Jackson and Ferris, 2013; Uday and 
Marais, 2013). For example, the failure of a Littoral Combat Ship (in, for instance, a naval 

warfare SoS) can be compensated for by using better-equipped helicopters (carrying more 
weapons and larger fuel tanks) and improved unmanned surface vehicles (sophisticated surface 
imaging and radar capabilities). The enhanced features on the helicopters and surface vehicles 

allow these systems to be re-tasked to perform new functions in the event of an LCS 
incapacitation. 

3. Inter-node Interaction. Every node should be capable of communicating, collaborating, and 

coordinating with every other node (Jackson and Ferris, 2013). For example, consider again the 
naval warfare scenario. In the event of a hostile attack that results in the loss of an LCS, other 
systems in the SoS, especially those that draw from or provide information to the ship, must be 
immediately aware of its incapacitation. This can be achieved by improving the communication 

capabilities between the systems in the SoS. 

4. Localized capacity. If a single node is damaged or destroyed, the remaining nodes should 
continue to function (Jackson and Ferris, 2013). For example, if an airport closes, having 



 

55 

alternative airports with adequate capacity nearby will allow flights to be diverted, while 
minimizing the domino effect through the rest of the airspace.  

5. Drift correction. Pre-emptively begin resilience measures before the occurrence of the 
disruption (Jackson and Ferris, 2013). For instance, in the aftermath of the Icelandic volcano in 
2010 that had widespread impact on global aviation services, sensors are being developed to 

provide warning of volcanic ash and to provide pilots with real-time information to alter their 
flight paths (BBC, 2010). 

6. Repairability. Decrease total time to recovery, that is, ensure availability of adequate 
resources and personnel to limit disruption impact on the primary failed system (Jackson and 

Ferris, 2013). For example, if a blizzard occurs at an airport, while closure of the facility is 
inevitable, having appropriate snow removal equipment, trained personnel, and 
instrumentation capabilities, can provide expedited recovery as the storm’s impact weakens. 

The repairability principle can also be applied at the system level in order to have SoS level 
benefits. For instance, if the primary radar at an airport fails, timely repair of this system will 
ensure speedy return to full service of both terminal and en-route operations. 

7. Human-in-the-loop. Humans should be in the loop when there is a need for “rapid cognition” 
and creative option generation (Madni and Jackson, 2009). For example, the blackout across 
the northeast in 2003 happened in part due to cascading automatic failures: preset relays were 

programmed to protect individual equipment, and as each one acted, isolating a power line or a 
transformer, the cascading disturbance caused a massive blackout impacting hospitals, ai rports, 
and subways (Wald, 2013).  

8. System-level Properties. Improve system-level properties, such as flexibility, robustness, and 
adaptability, of the constituent systems to achieve SoS-level resilience. For example, flood 
protection (robust design) at entrances to subway stations in large cities can prevent flooding 
during extreme disruptions such as hurricanes, thereby preventing catastrophic repercussions 

to the rest of the transportation infrastructure (Higgins, 2012). Another way to improve 
resilience at the regional transportation level is by enabling flexibility at the lowest service level 
(this could be through the use of larger buses).  

9. Improved communication at organizational level. Facilitate real-time information sharing 
and command and control activities between stakeholders and operators (Chang et al., 2013). 
Improved communication at the organizational level can minimize confusion and 

mismanagement in the aftermath of a disruption. For example, in the event of a terror attack at 
an airport, timely and effective sharing of information regarding recovery procedures between 
regulatory authorities, airports, and airlines, can help minimize performance impacts on the 

larger network: passengers can be evacuated safely and re-directed to other modes of 
transport efficiently.  

10. Layered defence: Use a combination of the above design principles to balance protection 
(disruption prevention) and resilience (surviving and recovering from a disruption) in SoSs 

(Haimes et al., 2008). 



 

56 

 

3.3.3 ILLUSTRATIVE EXAMPLE 

Consider a simple 4-node SoS to carry out a Littoral Combat Mission (Figure 29). The mission 
comprises: a Littoral Combat Ship (LCS), an Unmanned Surface Vehicle (USV), an Unmanned 
Aerial Vehicle (UAV), and a helicopter (MH-60). These systems work together to detect and 
neutralize enemy agents, such as ships, submarines, and mines. Each system performs one or 

more functions; collaborations between systems enable higher-level capabilities. Assume we 
have calculated the SIMs using Eqns. 3.1 and 3.2. Expected importance values (SRI and SDI 
rankings) are shown in Table 10. These results are calculated by considering the probabilities of 

disruptions and the system availabilities. 

 

Figure 29. Notional naval warfare SoS 

 

Table 10. SRI and SDI rankings with key systems of concern highlighted 

SDI (What is the expected impact on the 
mission when the system is disrupted?)  

SRI (How important is the system to mission 
recovery?) 

System E(SDI) Disruption Impact System E(SRI) Recovery Importance 

LCS 0.80 High LCS 0.75 High 

MH-60 0.75 High MH-60 0.20 Low 

UAV 0.40 Medium UAV 0.10 Low 

USV 0.30 Medium USV 0.10 Low 

 

In this notional example, we see that the LCS is important to provide mission recovery if other 

systems are disrupted. And, when either the LCS or the MH-60 is disrupted, a high adverse 
impact on the mission is observed. We now evaluate two resilience strategies: physical (or 
stand-by) redundancy and stand-in redundancy. Since it is not practical to provide a backup LCS, 

we consider improving the mission resilience by adding a backup MH-60 (stand-by redundancy). 
Another way to way to improve resilience is to enhance the radar and strike capabilities on 
both the UAV and USV. These improved features on the UAV and USV enable stand-in 

Helicopter	

LCS	

USV	

UAV	
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redundancy, which is a way to compensate for a loss of performance in one constituent system 
by re-tasking the remaining systems. The new system importance rankings are shown in Table 

11 and Table 12 (shaded systems are those with changed SRI and SDI values). 

The stand-by helicopter reduces the impact of a primary MH-60 disruption from High (SDI=0.75)  
to Low (SDI=0.15). This is also reflected on the recovery side where the back-up helicopter now 

has a medium recovery importance (SRI=0.4). For the stand-by case, the improved UAV and 
USV reduce the impact of an LCS disruption from High (SDI = 0.8) to Low (SDI = 0.2) as well as an 
MH-60 disruption from High (SDI = 0.75) to Low (SDI = 0.15). On the recovery side, for the same 
reasons of improved capabilities, the recovery importance of the UAV and USV has changed 

from Low to High/Medium. While the two resilience strategies result in different system 
rankings, we can use these SIM results to conduct trade space studies that optimize resilience 
and performance keeping in mind associated costs and needs of the mission. Thus, coupled 

with cost estimates, the SIMs allow planners to identify the best ways to increase resilience.  

Table 11. SRI and SDI rankings for physical redundancy (shaded systems indicate changed 
importance) 

SDI (What is the expected impact on the 

mission when the system is disrupted?)  

SRI (How important is the system to mission 

recovery?) 

System E(SDI) Disruption Impact System E(SRI) Recovery Importance 
LCS 0.80 High LCS 0.75 High 

UAV 0.40 Medium MH-60backup 0.40 Medium 

USV 0.30 Medium MH-60 0.20 Low 

MH-60 0.15 Low UAV 0.10 Low 

MH-60backup 0.10 Low USV 0.10 Low 

 

Table 12. SRI and SDI rankings for stand-in redundancy (shaded systems indicate changed 

importance) 

SDI (What is the expected impact on the 
mission when the system is disrupted?)  

SRI (How important is the system to mission 
recovery?) 

System E(SDI) Disruption Impact System E(SRI) Recovery Importance 

UAV 0.40 Medium LCS 0.75 High 

USV 0.30 Medium UAV 0.60 High 

LCS 0.20 Low USV 0.55 Medium 

MH-60 0.15 Low MH-60 0.20 Low 
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3.3.4 PUBLICATIONS AND EXTERNAL CITATIONS 

3.3.4.1 Publications 

Uday, P., and Marais, K., “Resilience-based System Importance Measures for System-of-
Systems”, Conference on Systems Engineering Research (CSER), 21-22 March 2014, Redondo 
Beach, CA. 

Uday, P., and Marais, K., “Exploiting Stand-In Redundancy to Improve Resilience in a System-of-
Systems (SoS)”, Conference on Systems Engineering Research (CSER), 19-22 March, 2013, 
Atlanta, GA. 

Uday, P., and Marais, K., “System Re-tasking to Achieve Resilience in a System-of-Systems 
(SoS)”, 15th Annual Systems Engineering Conference, National Defense Industrial Association 
(NDIA), 22-25 October, 2012, San Diego, CA. (presentation only)  

Navindran Davendralingam, et al., An Analytic Workbench Perspective to Evolution of  System of 
Systems Architectures, Conference on Systems Engineering Research (CSER) 2014. 

3.3.4.2 Citations 

Stand-on reliability and SIM papers are referenced in: 

Abdullah, N. A. S., Noor, N. L.  M., & Ibrahim, E. N. M. (2014). Information Technology Service 
Management (Itsm): Contributing Factors To It Service Disruptions–A Case Of Malaysia Public 

Service Agencies. Chengdu, China, June 24-28. 

Alam, S. Information Technology Service Management (ITSM): Contributing Factors To It Service 
Disruptions–A Case Of Malaysia Public Service Agencies. 18th Pacific Asia Conference on 

Information Systems (PACIS 2014). Chengdu, China, June 24-28. 

3.3.5 CONCLUSION AND FUTURE WORK 

The primary aim of this research is to provide a rigorous quantitative basis to make informed 
decisions about SoS resilience as opposed to the existing ad-hoc approaches. System 

Importance Measures (SIMs) are suggested as one way to analyze resilience with a focus on 
ranking resilience-critical systems. The mathematical formulation behind these SIMs was first 
presented, and then their use was demonstrated with two cases.  

In current work, a Graphical User Interface (GUI) has been developed for the SIMs. This tool 
allows SoS designers and analysts to input data regarding specific SoSs, disruptive events, and 
recovery choices, in order to provide graphical and numerical results highlighting important 

systems as determined by the SIMs. Also, application of the SIMs to suitable case studies is 
underway.  
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In future work, the SIM initial formulation presented here will be re fined and expanded to a 
framework that evaluates resilience-cost trade-offs and provides guidance on designing SoS 

resilience. Specifically, this research will help identify areas in the SoS where greater investment 
of resources will considerably improve the resilience of the overall SoS, or conversely, areas 
where additional capital need not be spent, as these systems do not significantly impact the 

overall SoS.  

The key contribution of this research is to provide decision-makers with improved information 
and tools to make SoS-level decisions. The use of system importance measures (SIMs), and their 
resulting upstream effects on development policies, costs and risks, can be used by decision -

makers to quantitatively assess the resilience of SoSs and by designers to better allocate risk 
resolution resources. 

 

3.4 ROBUST PORTFOLIO OPTIMIZATION (RPO) 

Our research in this section discusses work in the adaptation of robust portfolio optimization 
method(s) from the financial and operations research areas, to perform SoS relevant decision-
making. We demonstrate the method using a LCS inspired Naval Warfare Scenario (NWS) as an 

illustrative case study.  
 

3.4.1 INTRODUCTION 

 

 Systems that operate together within the context of a System of Systems (SoS) have a 
hierarchical structure, fall under independent operational and developmental jurisdictions, and 
have complex interactions due to the many interconnectivities that exist across technical and 

programmatic dimensions.  
 
The inherent difficulties in architecting SoS that typically span across multiple domains, 

especially when considering the ubiquity of uncertainties, presents the need for effective 
analytic tools in minimizing risks, mitigating unnecessary costs, and maximizing SoS level 
capabilities. These difficulties are exacerbated by the large number of decision variables 
involved in developing an SoS architecture; this makes meaningful analysis of an SoS a task that 

goes well beyond the immediate mental faculties of the SoS practitioner.  The impetus is thus to 
provide the practitioner with the means of reducing the high-dimensionality and complexities 
of the underlying architectural problem to a more manageable form. The decision-support tool 

should therefore relegate the computational complexities to the tool and delegate tradespace 
and decision-making aspects to the practitioner. We adopt tools, motivated by such similar 
goals from finance and operations research, to the case of SoS system architectures. 

 
This section focuses on one aspect of the workbench: a portfolio based approach that 

identifies optimal ‘portfolios of interconnected systems based on practitioner’s preferences of 
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SoS level capability, cost and acceptable risks. The portfolio formulation extends prior research 
that uses robust portfolio optimization techniques to develop SoS architectures. Our current 

work adopts additional innovations from financial engineering using a ‘Conditional Value-at-
Risk’ perspective as a means of protecting the portfolio from simulated/observable worst case 
losses in performance or cost. Our framework is aimed at leveraging performance outputs of 

simulation outcomes (e.g. Agent Based Simulation) of an SoS architecture as part of the 
portfolio formulation.  We discuss issues and extensions of the approach  towards using 
simulated data. 
 

3.4.2 BACKGROUND 

  
 Portfolio optimization techniques seek to maximize returns from investing in assets while 
mitigating the risks attributed to inherent volatility in the observed returns of the underlying 

financial asset. Seminal work by Markowitz in 1952 introduced a method of optimally allocating 
investments that maximizes expected profits given an investor’s tolerance of risk. However, 
more recent work has seen the impact that uncertainties in the estimated returns and risk can 

have on chosen allocation of assets, based on various methods of allocation.  The impact of 
uncertainty in data, as typically encountered in real world problems, has resulted in much 
theoretical work in developing robust counterparts various types of optimization problems, 

especially those related to allocation for investments [Fabozzi, Kolm, Pachamanova & Focardi 
(2007), Tutuncu & Cornuejols (2007)]. Our prior work for this research has adopted a range of 
portfolio optimization techniques to the case of performing informed changes on SoS 

architectures. The methods include a robust mean-variance optimization for quadratic 
dependencies and a Bertsimas-Sim method for linear constraint uncertainties. 
 
3.4.2.2 System-of-System Network Architecture and Optimization 

 
 In this research, we adopt a SoS hierarchical network description to guide the development 
of the portfolio optimization approach. While the interactions between constituent systems 

may exhibit complex dynamics due to various physical or operational effects, the archetypal 
system interactions are intuitively linear and combinatorial in nature. The interconnected nodes 
of the hierarchy are governed by connectivity rules of behavior, and, with each node having a 

discrete set of distinct capabilities and requirements. The nodes are subject to various 
behaviors of interaction that ultimately provide some SoS level capabilities. The individual 
nodes can be thought of as ‘investment instruments’ with associated costs (requirements) and 

potential payoffs (capabilities), having an overall SoS level performance (investment portfolio 
performance). This portfolio view allows tools from operations research and financial 
engineering to be used to tackle the combinatorial challenges of selecting an appropriate 
portfolio of systems, based on and SoS practitioner's preferences of tolerable operational risk, 

cost and desired SoS level performance. 
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 Figure 30 shows the generic behaviors that individual nodes (systems) exhibit on the SoS 
network. The idea is to model basic, aggregate systems level interactions as simple, nodal 
behaviors that are applicable to a wide variety of inter-system connections. The motivation is to 

capture the salient features within a framework that can be translated to an effective 
mathematical model. While not exhaustive, the combinations of these nodal behaviors as 
modeling rules can cover a large set of real world inter-system interactions. Figure 30 shows the 

five most intuitive nodal interactions where: 
 

 Capability: Nodes have finite supply of capabilities that are limited by quantity and 
number of connections. 

 Requirements: Nodes have requirements to enable inherent capabilities. 
Requirements are fulfilled by receiving connections from other nodes that possess a 
capability to fulfill said requirements.  

 Relay: Nodes can have the ability to relay capabilities between adjacent nodes. This 
can include excess input of capabilities that are used to fulfill node requirements.  

 Bandwidth: Total amount of capabilities or number of connections between nodes 
are bounded by connection bandwidth. 

 Compatibility: Nodes can only connect to other compatible nodes.  

 
 The performance of a SoS is related to the ability of the connected network of individual 
systems to fulfill SoS level objectives. It is assumed that these core objectives can be at least, 

approximated quantitatively – a notion that leads us into the idea of agent based modeling. 
Agent based models have been extensively used as a flexible means of simulating collective 
behavior of interacting entities of ‘agents’. In this case, the agents would correspond to the 

collections/clusters systems that are interconnected to give rise to some age nt behaviors. 
 

Figure 30: Generic SoS node behaviors 
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3.4.2.3 Risk Management using Conditional Value-at-RisK (CVaR) 
 

Value-at-risk (VaR) is a measure of financial risk that was invented by financial engineers at J.P. 
Morgan; it is related to the percentiles of loss distributions and represents the predicted 
maximum loss within a defined probability level over a prediction horizon. However, due to the 

lack of subadditivity - a property that relates to the maxim “diversification reduces risk “, and, 
the lack of consideration for magnitude of losses beyond the VaR value, further work resulted 
in the development of Conditional Value-At-Risk (CVaR). The CVaR measure for a portfolio is 
given as the following: 

 
where α is is the prescribed probability level, x is the investment decision vector and y is the 
collection of possible random events.  Seminal work by Rockafellar and Uryasev (Rockafellar 

2000, 2002) have developed a linear programming approach to generating portfolio frontiers 
based on the CVaR measure – a significant contribution in their work is the conversion of the 
CVaR based portfolio problem, through use of auxiliary variables and approximation functions, 

into a linear programming model – this means that very large portfolio problems can be solved 
using highly efficient computational tools. Additionally, their approach allows for simulated 
vectors of random events (captured in the vectors y) to be directly used in the resulting 

optimization problem. In the context of a system of systems, the CVaR approach can be a 
promising extension to current work done on the portfolio section of the SoS Analytic 
Workbench. We illustrate use of the CVaR approach  in the next section and follow up with 

potential extensions to its capabilities. 
 

3.4.2 CONDITIONAL VALUE-AT-RISK OPTIMIZATION FOR SOS ARCHITECTURES 

 

The SoS portfolio optimization problem is posed as a mathematical programming problem that 

seeks to minimize the SoS performance index Conditional Value at Risk (CVaR) exposure in SoS 
level performance. The optimization problem also is subject to satisfying a range of physical and 
operational constraints. The resulting equations are given as the following:  
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 Eq. (3.3)  is the objective function that seeks to minimize the CVaR of selecting a collection of 

SoS level assets that directly contributed to the SoS performance index calculations. Eq. (3.4) 
incorporates agent based simulated outcomes of potential SoS level performance losses 
through the vector(yis) which represent the simulated outcomes in performance for system (i) 

under scenario (s). Here, we define a scenario as being a situation where the system (i) is 
deployed alongside other systems in the agent model simulation and under different mission 
scenarios of operation. The number of scenarios is equal to the number of agent simulation 
runs required to reasonably approximate the outcomes of the SoS architectures. Eq. (3.4)  

ensures a minimum SoS level of performance as constrained by the constant ( SoScap) – the 
optimization problem is solved using a range of values to generate the Pareto frontier that 
trades off SoS level performance for SoS value at risk. Eq. (3.6) ensures that supply of a 

capability (c) does not exceed the maximum limit of each node. Eq. (3.7) ensures that the 
requirements of each node are satisfied by incoming capabilitie s from connecting nodes. Eqs. 
(3.8-3.10) enforce combinatorial rules between systems and ensure compatibility. Eqs. (3.9- 

3.10) adopt a ‘Big-M’ approach to keeping track of the number of connections that each system 
makes through the variable x ij. Eq. (2.11) enforces limits on the number of connections that 
each node can make, as dictated by the specification of the node. Eq. (3.11) enforces that the 
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total of some capability (q) that is supplied to a node, combined with its inherent capability (c) 
is not exceeded by demand for the capability from connected nodes. 

 
3.4.2.1 Application to Naval Warfare Scenario (NWS) 

 We demonstrate notional application of the presented method for the case of a Naval 

Warfare Scenario (NWS) that is based on the Littoral Combat Ship (LCS) concept of operations. 
The LCS is a naval platform that provides agile, cost effective solutions for naval operations in 
littoral waters.  The platform serves to fulfill mission objectives through use of interchangeable 
ship packages that include: Mine Warfare (MIW), Anti-Submarine Warfare (ASW), Surface 

Warfare (SUW) and Irregular Warfare.  

 

 In our concept NWS scenario, Table 18 presents candidate system information for the Naval 

Warfare Scenario operational network. Each candidate system has a collection of capabilities 
and requirements as listed. The individual system capabilities, as listed in columns 1-5, can be 
used to either directly fulfill an overarching SoS requirement (listed in columns 1-3), or to fulfill 

individual support system requirements (columns 4-9). Columns 6-7 are systems requirement 
metrics across the candidate systems. Zero value entries in there columns indicate that the 
respective listed system does not have that particular system requirement to be fulfilled. In this 

simplified scenario, it is assumed that a communications layer exists where all assets in Table 11 
have an ability to ‘communicate’ with one another in the transfer of information, subject to a 
path-wise cost. The objective here is to select a collection of assets (system) from the available 

list in Table 11 to that minimizes the SoS level conditional value at risk; this is subject to input 
agent based model data on the interactive performance of candidate systems and the 

Weapon Detection Anti Comm. Power Power Comm. Max

Range Range Mine Capability Capability Req. Req. Connect.

ASW Variable Depth 0 50 0 0 0 100 200 1

Multi Fcn Tow 0 40 0 0 0 90 120 1

Lightweight tow 0 30 0 0 0 75 100 1

MCM RAMCS II 0 0 10 0 0 70 120 1

ALMDS (MH-60) 0 0 20 0 0 90 150 1

SUW N-LOS Missiles 25 0 0 0 0 0 250 1

Griffin Missiles 3 0 0 0 0 0 100 5

Seaframe Package 1 0 0 0 0 300 0 0 5

Package 2 0 0 0 0 450 0 0 0

Package 3 0 0 0 0 500 0 0 4

Comm.  Package 1 0 40 0 180 0 100 0 5

Package 2 0 200 0 200 0 120 0 3

 Package 3 0 0 0 240 0 140 0 2

 Package 4 0 0 0 300 0 160 0 4

 Package 5 0 0 0 360 0 180 0 4

 Package 6 0 0 0 380 0 200 0 5

Table 13: NWS candidate systems 
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minimum expected performance of the SoS. Additional constraints include the fact that only 
one system can be selected for each package with the exception of the communications 

packages where a total of up to two may be deployed. We assume a simulated output of 
potential outcomes for interactions between feasible collections of candidate systems in the 
NWS; this collection of agent simulation outcomes represents the simulation vectors (yis) of 

systems that interact within a missions (or multiple mission) scenario and under different 
feasible architectural considerations.  

 Figure  31 (a) shows the efficiency frontier that results from solving the minimization 
problem of Eq. (3.3-3.15), using values ranging from 0.5 to 2.75 for minimum SoS performance 
required (SoScap). The problems were solved in the MATLAB [MATLAB 2011] environment using 
YALMIP [YALMIP 2004] interface with the Gurobi solver option. Each discrete point on the 

frontier of Fig 3(a) represents an optimal portfolio at a corresponding minimum SoScap value. As 
the required minimum SoS performance (SoScap) is increased, the value at risk increases as well; 
the frontier is similar in nature to the mean-variance frontier of Markowitz in that it trades of 

risk against performance. The difference here however is that the simulate d risks (loss in SoS 
level performance) can account for highly complicated dependencies between assets and are 
not constrained to restrictive assumptions as in the case with the mean variance approach. The 

corresponding portfolio compositions (collections of systems selected) for each prescribed 
value of SoScap is given in the table of Figure  44(b). As the minimum SoS level performance is 
increased, the composition of the portfolio changes, bearing the combinatorial rule in mind. 

The results shown in Fig 31(a) and (b) can provide the SoS practitioner with useful insights on 
the tradeoffs between SoS performance and potential loss due to complex cascading  risks 
through comparison of the candidate optimal architectures. The optimal collections in Fig 31(b) 

allow for the practitioner’s additional insights to be brought to bear in deciding a final 
architecture that best fulfills strategic objectives. 

 

 

Figure 31:. (a) CVaR efficiency frontier (b) Portfolio compositions for CVaR frontier 
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3.4.2.1 CVaR Simulation Data and Extension in Approach 

The CVaR approach to risk management, and its novel linear programming solution are 

dependent on 1) the quality of simulations provided to generate sample vector outcomes of the 
variable yI. and 2) the ability to translate the outputs of nodes on the network into a common 
metric of SoS level performance (here a normalized value of capabilities from each SoS level 

node). Output simulation data sampling should adequately reflect the  salient complex features 
of the overall SoS being addressed. Inadequate sampling or poor quality of a model can lead to 
a poor choice of portfolio selection in the absence of further robust strategies.   This leads to the 
question of availability of simulation data – in the case of a SoS, an agent based model may be 

available to provide simulation data for the CVaR.  

However, in the absence of a direct simulation (e.g. modeled ABM or physics based simulation 
of operations), an alternative would be the use of prior data to perform statistical simulations 

on potential random outcomes for each system. Statistical simulations are a large area of work 
that spans many disciplines including physics, biology and computational finance to name a few. 
The choice of model, characteristics of data and assumptions on the underlying simulation 

model are some of the many factors that need to be considered in ensuring the accuracy of  the 
simulation in generating plausible sample outcomes. Since the CVaR approach utilizes sampled 
outcomes as inputs to its approach, generated from some simulation based source, statistical 

sampling and simulation therefore becomes an important aspect of the method. While there 
are numerous methods for data based scenario generation (simulation of outcomes using prior 
data) – we identify a potential method that has gained popularity and contains features that 

are well applicable to SoS architecture issues - copulas. 

3.4.2.1 Copulas for Scenario Generation using Data   

Copulas have gained popularity over the years due to its ability to separate the dependence 
structure of multivariate distributions from its marginal distribution.  In the case of multivariate 

distribution between interacting variables (say data relating how different systems interact), 
calculated covariance information is based on the assumption of a linear relationship for special 
classes of distributions such as the normal distribution.  However, in reality, the relationship 

between underlying variables can exhibit changing characteristics that do not conform to the 
linear implication. For example, in the case of the stock market, movements in prices due to, 
market upswings and downswings can show very different correlation characteristics due to 

how financial entities interact. 

Copulas were first introduced in 1959 by Sklar (Sklar 1959). More formally, a copula represents 
a multivariate distribution function by a uniformly distributed marginal and a copula function 

that represents the dependency structure. An important result that links copulas to probability 
distributions stems from Sklar’s Theorem. The theorem states that let F be an r-dimensional 
distribution function with marginal distributions of F1….. Fn. Then, there exists an n-copula C 
such that for all X: 
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If F1,….,Fn  continuous, then C is unique.  For a further, more detailed treatment and associated 
proof of copula function properties, we direct the reader to (Sklar 1959). There are a range of 

copula types that are used to model dependency structures including: Elliptical, Normal, 
Clayton, Frank, Gumbel and Archimedian copulas.  Each type of copula has characteristics of 
modeling tail extremum properties of joint distributions, based on the copula model.  For an 

excellent explanation of each type, see reference (Pham 2006). 

Very recent work on Conditional Value-at-Risk based portfolio work by Kakouris & Rustem 
(Kakouris 2014) has adopted a robust CVaR approach that utilizes copula modeling to generate 
simulation data for subsequent use in the CVaR linear programming approach we utilize, and, 

as initially developed by Rockafellar and Uryasev. In the case of application to SoS architectures, 
the complexity of SoS architectures, and their underlying changing conditions of operation 
intuitively presents data that is well suited for analysis using copula based methods – this is due 

to the potentially changing correlative information that can be captured through copulas.   

 

Figure 32 - General copula based simulation process 

Figure 32 provides a generalized approach to using copulas for data simulation. The input data 
set is transformed using a kernel estimator to unit square scale for subsequent use in the fitting 
process. Then, given choice of a copula, the transformed data is fitted using maximum 

likelihood estimation techniques to yield the linear correlation parameters  (and degrees of 
freedom) of the copula. These parameters in turn serves as an input to simulate outcomes 
based on the structure of the copula (yi).  

The simulated values are now used directly in the scenario based CVaR portfolio framework. 
This simplistic example briefly shows the process of fitting data to a copula, followed by 
simulations that can generate a range of scenario vector outcomes that are subsequently used 

as inputs of scenario (yi) to the CVaR framework.  

While copulas have gained great popularity and application across a range of systems, there are 
several constraints related to their use and application to SoS architecture development. The 
following are restrictions on their use: 
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1. Copula construction requires voluminous high quality data – this may not be always 
available especially in SoS environments where data sets can exist across disparate 

repositories. Currently, the theory is well developed more so for continuous 
distributions than discrete distributions. 

2. Choice of copulas (t-student, Archimedean, Gaussian etc.) is dependent on the 

practitioner’s insights into the problem being investigated. This may not always be a 
clear notion, without some measure of training in actuarial theory.  Additionally, further 
work is needed to perhaps map archetypal SoS behaviors to various forms of observed 
copulas in this context.  

3. Use of a statistical simulation technique (copula or otherwise) must be appropriate to 
represent the underlying systems being simulated.  

4. Data must reflect observation for ALL systems/assets – this may be problematic for new 

to-be-designed systems that do not have associated data. 
 

3.4.2.1 Robust Portfolio Application and Tool Development  

Our current work has applied elements of the portfolio based method, as developed in this and 
over previous RTs, to a Always-On/On Demand pilot problem. (See following section for On-site 
Collaborator report for portfolio method application). We have also developed a preliminary 

graphical user interface (GUI) with a demonstrative problem based on the naval warfare 
scenario (NWS) using prior portfolio based mathematical framework.  Future work under RT-
134 will more deeply explore the use and application of copulas for risk management in SoS 

architectures, and, further development of the current SoS AWB suite of portfolio based 
methods based on interactions with collaborators.  

3.4.3 PUBLICATIONS AND EXTERNAL CITATIONS 

3.4.3.1 Publications 

Davendralingam, N., DeLaurentis, D., “An Analytic Portfolio Approach to System of Systems 
Evolutions”, Conference on Systems Engineering Research (CSER), 21-22 March 2014, Redondo 

Beach, CA. 

Navindran Davendralingam, et al., An Analytic Workbench Perspective to Evolution of  System of 
Systems Architectures, Conference on Systems Engineering Research (CSER) 2014. 
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4 ON SITE COLLABORATOR VISIT 

The following is a summary of the Purdue SERC RT-108 team’s visit to Always-On/On Demand 
and Army Research Labs collaborator facility in Orlando, FL.  Our purpose of the on-site visit 

was to accomplish the following primary objectives: 
 

 Reiterate our up-to-now understanding of Always On/On Demand primary decision 
problem in providing value for the Army, both "as-is and to-be"; our intent is to help 

improve the to-be. 

 Reiterate our understanding, and, learn more in detail, the Army’s Executable 
Architecture Systems Engineering (EASE) initiative that overlaps AO-OD objectives. 

 Translate a portion or abstracted version of this decision-problem into a SoS AWB 

compatible formulation followed by initial SoS AWB results generated on-site (using 
appropriate tools). 

 Establish forward steps towards a deeper understanding of AO-OD problem space and 
refinement of tools for real world support of AO-OD FY-15/16 event. 

Our discussion involved the development of a representative problem generation exercise with 
the purpose of establishing a common base for a real world use case. Starting from part of the 
sequence of event (mission thread) relevant to the ODENN14 use case, we built a relationship 
table, and a consequent operational network. Possible simulation tools have been listed for 

each system in the operational network. Also, available gateways for connection between 
systems have been listed.  

The representation problem is based on a missile interception scenario that involves multiple 

assets in play – this includes an F-16 fighter, incoming enemy missile, Patriot missile battery, 
ground based RADAR and a Marine Air Operations Command (MAOC) that serves to control 
airspace operations and awareness.  Our group collectively translated the concept scenario to 

an activity matrix as shown in Figure 1, where activity relationships between interacting assets 
are recorded. Figure 2 shows the translation of the activities of Figure 1 into a diagram format 
where the connecting arrows represent the message passing activities of information between 

the involved assets in the operational network. Each operational network system (F-16, Patriot, 
etc.) and message passed can be simulated using a combination of live and/or simulation 
(OneSAF, AME, AMS, ExCIS) and message gateways (e.g. TENA, HLA, DIS). 
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Figure 33 - Activity matrix for concept problem 

 

Figure 34 - Message sequence diagram 

Simplifying assumptions of this concept problem also included: 

A. An operational system is represented by one instantiation of a simulation (in reality, at 

times, a single simulation instantiation can simulate multiple entities). 

B. Message gateways between simulations or between simulation and a live event, (lines 

connecting nodes in Figure 34) can be represented in the technical network using one 

instantiation of a feasible message gateway. 

C. Assume costs of live, simulation and gateway options are available.  
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D. Assume informational value of simulation being available. 

E. Assume that feasibility of connections and available message gateway protocols are 

known. 

F. Message gateway protocols have an associated cost in terms of bandwidth for the 

concept problem. (In reality, there are other driver factors such as frequency of 

connection) 

G. Real world data is not currently available for the representative problem and so 

synthetic data is assumed for the purpose of illustrating the concept problem.  

The Purdue team presented a framework for the application of the FDNA method in addressing 

the previous day’s AO-OD representative problem structure. The data assumed to exist was 
shown and indicated in Tables 14 and 15. 

Table 14 - Representation cost 
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Table 15 -Connection stereotypes 

 
 

Table 14 shows the minimum and maxim quality that can be achieved by selecting a specific 
system (or a live experiment) in the technological network, to simulate a system in the 
operational network. Live experiments are expected to yield a better representation of real 

events. The quality of both live experiments and simulations can be improved, with a 
corresponding cost. A simple model for cost has been used, with a baseline cost resulting in the 
minimum quality for a system, and an additional cost, proportional to the desired increase in 

quality. 
 
Different simulation systems use gateways to communicate to each other. Table 15 shows the 

basic features of connection between gateways: bandwidth and communication delays are 
used as a measure of the quality of the connection (if bandwidth is lower than required by a  
given scenario, the quality of the overall simulation may be disrupted, even if the simulation 

systems have high quality. If bandwidth is higher than required, the overall architecture has 
higher robustness to possible failures). The cost model uses a baseline cost, resulting in the 
minimum bandwidth and maximum delay for a connection, and additional costs, proportional 
to the desired improvements. 

The Purdue team then provided a description of how the AO-OD representative problem 

statement can be converted to a FDNA context for subsequent analysis. Figure 35 highlights the 
conversion of the activity diagram for the problem to relevant FDNA contexts. The top-left part 
of the figure shows the operational network of the pilot study. As a simplifying assumptio n, 

each system in the operational network is modeled with exactly one system (simulation, or live 
experiment) in the technical network. The bottom diagram represents the effect of dependency 
between systems in the technical network, and the effect of the quality of gateways: in the 
example, the system chosen to simulate the missile yields a certain level of quality. The actual 

quality “received” by the radar will be partially dependent on the properties of the gateway. 
The dependency is modeled by means of three parameters: Strength of Dependency (SOD), 
Criticality of Dependency (COD), and Impact of Dependency (IOD). The quality of the radar 
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simulation is affected by the quality of the missile and the gateway, resulting in the overall 
quality of the network, comprised of the missile, the gateway, and the radar. The top-right part 

of the figure shows the impact of the quality of a system i on the quality of a system j, based on 
the three parameters of the FDNA representation. On the right side (high quality of  system i), 
the SOD term is dominating: it represents the fraction of quality of system j that depends on 

the quality of system i (slope of the blue line). On the left side (low quality of system i), the COD 
term is dominating: it represents the total loss in quality that system j experiences when the 
quality of system i is minimum (quality of j at the intercept of the red line with the y axis). The 
IOD term quantifies how wide is the COD zone, i.e. the region where the criticality of the 

dependency is predominant over the strength of the dependency (quality of i at the intercept of 
the red line with the axis Oj=100). 

 

Figure 35 - Required input mapping using FDNA 

Procedure for FDNA for AO-OD representative problem: 

 
Generate architectures 

 Select live or a simulation for each system 

 Apply rules (budget, constraints on simulations or live tests to be used, etc.) to 
determine feasible architectures 

 The selection of each pair yields required bandwidth (SOD, COD, IOD of system 
 gateway) 

 Based on the selection of each pair, select gateway (this gives the range of 
possible BW) 

 Evaluate how much the quality of a simulation/live test is affected by the quality 
of feeder simulations/live tests (SOD, COD, IOD of gateway  system) 
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 Perform analysis 

 Select feasible architecture 

 Decide how to use budget (which "quality" to put in the systems, and in the 
connections) 

 Deterministic analysis (what is the overall fidelity)  

 Architecture comparison 

 Flexibility, improvement vs. cost, etc. 

Feedback discussion with AO-OD and ARL attendees on FDNA application: The AO-OD and ARL 

attendees indicated several benefits and potential weaknesses of the FDNA framework for the 
representative problem: 

Pros 

 FDNA can address complex interdependencies that exist between different 

technical architecture elements 

 Can be used to provide a qualitative measure of the effect dependencies 
between systems, using expert judgment on values for SOD, IOD, COD  

 Can identify emergent behavior inherent to the operational archite cture, and 
distinguish them from emergent behavior occurring as an artifact of the 
implemented technical architecture 

 Can be used to trade-off cost vs. measures of merit of the overall architecture, 
such as quality, fidelity robustness, resilience 

Cons 

 Hard to determine what SOD, COD, IOD numbers are, especially under varying 
conditions of use of the technical architecture 

 Dynamic networks need to be implemented as a set of rules describing the 

changes 

 Quantitative formulation requires interpretation to yie ld useful information to 
support decision 

Portfolio Application to AO-OD problem 
 
The Purdue team also presented an initial concept portfolio representation of the AO-OD 

problem statement. We presented an explanation on translating the technical architecture to 
mathematical programming context of the portfolio based approach. 
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Figure 36 - Translation to mathematical program 

The problem was assumed to have the following objective function and constraints:  

Objective:  Maximize information gain from selection of combinations of feasible  

Constraints: Bandwidth and Cost implications of selecting different connections and 

simulation packages to represent and simulate the presented operational 

network. Connectivity requirements between operational network nodes 

(e.g. RADAR is connected to the MAOC) 

 

The mathematical programming problem seeks to determine the optimal allocation of 
simulation modules (e.g. OneSAF, ExCIS) that maximizes the total information gain that results 
from the allocated technical architecture’s simulation of the operational architecture. The 

constraints reflect the physical and connectivity constraints of the technical architecture.  

AO-OD Representative Problem Synthetic Dataset 

Table 16 – Costs and information value for simulation & live options  

 
costame costonesaf costfms costlive Vame Vonesaf Vfms Vlive 

Patriot 10 20 30 90 30 70 80 100 

F-16 10 20 30 90 25 70 75 100 

MAOC 10 20 30 90 35 70 70 100 

RADAR 10 20 30 90 30 70 65 100 

Missile 10 20 30 90 30 70 0 100 
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Table 17 – Operational network connectivity 

 

Missile Patriot F-16 MAOC RADAR 

Missile 0 0 1 0 1 

Patriot 1 0 0 1 1 

F-16 1 0 0 1 1 

MAOC 0 1 1 0 1 

RADAR 1 1 1 1 0 

 

Table 18 – Connector bandwidth requirement [MBps] 

Connection DIS HLA 

PAT-Missile 10 30 

Missile-RADAR 10 30 

RADAR-MAOC 20 30 

F-16-RADAR 10 30 

F-16 MAOC 20 30 

MAOC-F-16 20 30 

MAOC-PAT 20 30 

PAT-MAOC 20 30 

PAT-RADAR 10 30 

 

 

Figure 37- Translation of concept problem to nodal representation 
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Figure 38 - Preliminary results 

 

Attendees from ARL and AO-OD were receptive to the framework results presented on the 

portfolio approach, towards determining features of candidate architectures. They have 
identified the following pros and cons: 

Pros  

 Tradespace generation useful for rapidly generating optimal/robust technical 
architectures in maximizing information gain. 

Cons 

 Some interdependencies may be complex and require revision of the 

connectivity rule sets in the constraints 

 Information gain may be difficult to assess at the moment; if MoE, MoP of 
operational network is provided, then doable. In other cases, not sure if numbers 
can be extracted from data (due to absence of relevant data at moment) 
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5 SUMMARY AND FUTURE RESEARCH 

This report has detailed the activities in FY14 under SERC RT-108 to a develop and mature an 
SoS analytic workbench that supports decision-making in evolving SoS architectures. The 

workbench provides the practitioner with a collection of decision support tools that aid in 
reducing the complexities understanding interdependencies and their effects in SoS and 
relegating the decision-support aspects to the practitioner. The status of each of 5 methods in 

the current workbench was described in this report. 

These methods simultaneously enable the identification of impacts of interdependencies (SoS 
level capabilities and resilience) and/or the addition/removal of systems while mitigating 
negative impacts (e.g. developmental delay or SoS capability related risks). The methods are 

demonstrated for extended test cases for a Naval Warfare Scenario (NWS) and have shown 
promise in allowing SoS SE practitioners to perform measurable actions that translate to risk 
mitigation and SoS level capability development. A pilot application of a subset of the tools to 

the Army Always-On/On Demand initiative case study has served as an important first step 
towards development and deployment of the tools in more realistic environments. 

In summary, our research in RT-108 has accomplished the following objectives: 

 Refined MPTs within the Analytic Workbench by extending theory for application on 
pertinent archetypal SoS practitioner questions that relate to cost, performance, 
schedule, and, on various ‘illities’ that drive SoS level performance.  

 Demonstrated concept application of each method for a Naval Warfare Scenario (NWS) 

synthetic example problem. 

 Applied parts of the SoS AWB to a concept application problem based on an on-site visit 
inspired problem for the Army’s Always-On/On Demand initiative. Pilot application 
problem to serve as conduit for future expansion into more in details AWB applications 

in support of Always-On to-be capabilities. 

 Delivered the software for the initial workbench (under separate cover), including initial 
documentation (manual guide) and GUI tools. This demonstrative version of the 
workbench is written in MATLAB and has continued development under our new 

research task of RT-134. We provide initial demo data for each method within the 
workbench and illustrate use through guidance of the manual.  
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5.1 FUTURE RESEARCH EFFORTS  

Research during our RT-108 phase has extended the theoretical and practical underpinnings of 
each method of the proposed SoS Analytic Workbench. Additionally, the initial applications of 
our suite of methods on the demonstrative model of the NWS scenario, have highlighted some 

promising analytical capabilities of the methods in dealing with a range of SoS archite ctural 
challenges. Additionally, we have also initiated a pilot study, using MPTs of the workbench,  for 
the case of the Army’s Always-On/On Demand initiative, during an on-site collaborator visit. 

Our future work, under a SERC-funded RT-134 effort, will seek to specifically extend our 
workbench towards a more general implementation through pursuit of the following: 

• Determination and test of input data specification for the workbench 

Our methods are amenable to inputs in the form of a graph and the level of detail starting at 
the DoDAF specification level. However, we are discovering that the variety of input variable 

types may be larger than we anticipated. Thus, we will continue to research inputs for the AWB, 
seeking to minimize ambiguity, and generate a commonly understood input lexicon that 
includes specifically leveraging model-based methods. 

• Continued test and verification of methods in isolation  

We will continue to establish the methodological soundness and utility advantage of AWB 
methods. In addition, we will continue to advance our implementation of an agent-based Naval 

Warfare Scenario (NWS) as a ‘locally available’ test bed for the AWB. We need to continue to 
enhance this simulation and its use for testing and communicating AWB functioning.  

•  Execution and evaluation of pilot experiments with DoD collaborators 

We intend to continue our active engagements with both ARL and NSWCDD collaborators in 
understanding their respective use cases, and, subsequently refining our methods for 
application in their respective domains. Our emphasis under this RT will be on the NSWCDD 

relationship, obtaining ratification of a CRADA agreement that will enable statutory authority 
for their formal engagement with our research group and agreeing on a timeline of ratification 
and collaborative efforts favors this proposed RT’s timeline.  

• Identification of other methods and tools which could be included in the workbench  

We will continue to identify good candidates to propose for inclusion in the workbench, 
including our practice of having discussions on potential candidate methods at venues like CSER 
and SERC SSRR. One example is the Monterey Phoenix (MP) behavioral architecture description 

framework developed at the Naval Postgraduate School (NPS) by Kristen Giammarco and 
colleagues.  
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