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EXECUTIVBUMMARY

This report addresses the DoD/Army/SEdRGnsored, UVAed 9 monthresearch effort to
develop a methodology for establishing cyber security requirements at the preliminary design
phase of new physical systems programs. The requirements addressed include the integration of
cyber attack defense and resilience solutionsywedl as securityelated software engineering
solutions. Referred to as Cyber Security Requirements Methodology (CSRM), the developed
process includes six sequential steps conducted by three teams (an operationally focused team,
a cybersecurity focused &n and a systems engineering team). Meldated engineering tools

were utilized to support each of the steps. A trial weapon system use case was conducted to gain
an initial evaluation of the methodology. The use case system, referred to as Silverfish, was
hypothetical, but deemed as a reasonable representation of a possible weapon system. Results
of the trial were promising and point to a number of possible paths for felowesearch
including implementing the methodology on a real system and buildiegncessary tools to

scale up the methodology to a real system.
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1.INTRODUCTION

Historically, both the cyber security and system engineering (SE) communities have pointed to
the desirability for addressing cyber security requirements early in the overall design process for
new systems. Prior University of Virginia (UVA) researchteffoeferred to as System Aware
Cyber Security, have addressed cyber attack resilience requirements as a subject associated with
the design of cyber physical systems. Correspondingly, one would expect to address cyber attack
resiliency earlyoninanorganl  GA2y Qa8 LINRPOSaasSa F2N) aeadisSy RS
paper, the UVA research team has recognized that cyber attack resilience requirements need to
be considered in the context of other aspects of cyber security (e.g., cyber securityselefen
requirements, software quality management as related to cyber security) because the different
mechanisms for addressing system cyber security can sepf@d@ntly complemeneach other

in achieving an overall desired level of protection. The gedtmn of the desirability to consider

the multiple aspects of cyber security concurrently in order to properly address resiliency
requirements served to motivate the UVA research team to develop an integrated cyber security
requirements methodology. A nftirorganization research team was formed for defining the
methodology, consisting of UVA (team lead), the Software Engineering Institute (SEI), the Virginia
I 2YY2y6SIHEGK | YyAGSNERAGE ox/!'0 FyYyR GKS ' { I NXY
Engineering Cert (ARDEC). Each of these organizations brought a particular focus required by
the research activity; UVA/SE, SEl/cyber attack threat analysis, VCU/cyber attack analysis tool
development, ARDEC/ weapon system design. The team definaadoat project to evelop a

cyber security requirements methodology (referred to as CSRM) that could be embedded within
the preliminary design timelines used for DoD development projects and a first trial application
to serve as a basis for evaluation and refinements torttethodology. Section 2 outlines the
resulting methodology. Section 3 describes the hypothetical weapon system used as the initial
trial use case. Section 4 highlights a set of analysis and prototyping/simulation tools developed
to support the CSRM. Sectibrpresents results from the trials. Section 6 provides an assessment

of results derived from the project and areas where future research can contribute to advancing
the opportunity for addressing cyber security requirements for cyber physical systems.

In order to suitably address the cyber attack resilience aspect of cyber security, the UVA SE team
developed the following definition related to cyber physical systems as a derivative of a broader
resilience definition presented by the Idaho National Labamain 2009:

Cyber AttackResilience the capacity of asystan to maintain state awarenessplies a
monitoring proces®f physical and softwareelated states) as a means for detecting cyber
attacks,andto proactively maintain a satevel of operatimal normalcythrough rapid system
reconfigurations in response todetected cyber attacks that would impact system
performance. Maintaining operational normalcy includesortaining the immediate
consequences of the detected attaakd st-attack forensic gpport based upon the data
collected fordetecting attacks
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F'a LI NI 2F !'+!1 Qa {@adagSy !reguirbdSanticigaor$ MdcdsOfdeNA G &
monitoring and reconfiguration is conducted by a subsystem referred to &snéinel which
should befar more secure than the system being addressed for resiligéibyle the cyber attack
detection process is expected to be automated, the level of reconfiguration automation may vary
across system functions:
A Totally AutomatedSentinel determines what tdo and informs appropriately trained
system operators regarding automated execution)
A Semiautomated(System operators receive automated recommendation(s) from
Sentinel and, accounting for both battle context and a broader set of information
available to tem, decide on what to do)
A Manual(Operators, or higher levels in the command hierarchy, determine what to do)

2. CYBERSECURITIREQUIREMENTMETHODOLOQC SRMIDESCRIPTION

This section presents the sixep cyber security requirements (CSRM) methodotbgy would

be carried out by three collaborating teams, derived as a result of the research efforts discussed
in this paper. In addition, it introduces how analysis and rapid prototyping/simulation tools can
be used to support decisiemaking regarding cydy security requirements. Section 4 discusses
the use of the SysML and analysis tools in detail.

The CSRM for cyber physical systems introduced in this research activityhasesk Risk is
determined by the consequences that would occur should a particular cyber attack scenario
occur and the likelihood of that scenario actually occurring. Consergse can range, for
example, from human injury or loss of life, to loss of control, to corruption or delays of situation
awareness information, to denial of a system operation. The CSRM recognizes that the owners,
operators and users of a system are thepegpriate community of people to consider and
prioritize the potential consequences that need to be avoided. The CSRM also recognizes that
the cyber attackers (adversaries) are the community of people that prioritize and ultimately
determine the likelihooaf specific cyber attacks occurring. Cyber security solutions are intended
to influence the likelihood of attacks and, in particular, cyber attack resiliency solutions are
intended to address the consequences of detected attacks. ThaetepxCSRM is dded in a
manner that addresses this division of risk and the three teams that execute the CSRM provide
the knowledge required to address the six steps.

The objective of CSRM is to augment current preliminary design efforts for new cyber physical
systems wth a timely and efficient process that addresses the cyber security requirements for
the system. As discussed in Section 1, the individual elements for achieving cyber security (e.g.,
cyber attack defense, cyber attack resilience) are complementary, adbvibest be done in a
collective effort when the new system is being designed. During this phase of system design,
important initial decisions can be made regarding system architecture, including for example:

1 Separation and isolation of hardware and sadte supporting different system

functions,
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1 Use and selection of ethe-shelf products, accounting for historical cyber
attacks,

1 Dependence on defense capabilities, with specific solutions to be selected when
design is sufficiently mature,

 Wherewithinthey S¢g aeaidSyYyQa RS@St2LIYSyid LINROSaa
emphasis and corresponding resources regarding SW development processes
(quality assurance tools, testing, developer skills, life cycle support, etc.),

1 Design and performance requirements for resiliemetated capabilities both for
immediate implementation and to facilitate simpler addition in preparation for
higher likelihood requirements over the lifgycle,

1 Addressing the operator related aspects of resiliency through rapid prototyping
experiments anckxerciserelated support tools.

The sixstep CSRM emerged from this research effort as an efficient and potentiallkyauiggn
mechanism to conduct a risk assessment that would lead to the desired architectural design
decisions. The individual steps aistdd below:

A Step 1¢ High level, toobased, system description produced by SE, including system
architecture and functional descriptiapa  3A O5 N} 6 Q& {&&da[ AYLX SYS)
chosen system description support tool that was used across all 6 steps

A Sep 2¢ Blue Team consequence analysis, resulting in a prioritized list of system
functional problems to be avoided

A Step 3¢ SE team derivation of resilience solutions (described via use of SysML) that
respond to Blue Team results

A Step 4¢c Red Team, basagbon experience with cyber attack threats, COTS and GOTS
cyber defense solutions and defense and use of a VCU analytical tools for confirmation
of attackrelated assumptions (discussed in Section 4), prioritizes software engineering
solutions, cyber defergssolutions and resilience solutions

A Step 5¢ SE team adjusts SysML system description to account for Red Team
recommendations and rapid prototyping/simulation results for presentation to Blue
Team; Initiates cost analysis effort

A Step 6¢ Blue Team respats to Red Team recommendations and simulation results with
their revised consequence prioritization of solutions, thereby enabling SE team to
provide an integrated system design discussion for requiremezitded decision
makers that would include considsions of cost, as well as risk reduction.

The CSRM requires three teams to carry out the steps; a systems engineering team (SE Team), a
Blue Team and a Red Team. The roles of each of the three teams are presented below.

The SE Team (UVA for the trial use case) would consist of a group of people with a broad range

of skills, including technical and operationally related experience. They would be required to have
strong analytical skills and the ability to use system dpsorn and assessment tools. The team

g2dZ R 0S NBIdZANBR (2 RS@OSt2L) 602NJ LINPYGARS FNR)
team) an initial high level System Design, without cyber attatked resilience features, to start
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to work with. Based upoi KS . £ dzS ¢ SIYQa LINA2NAGAT SR 02y asSi
SE Team would derive potential resilience features and the architecture for their implementation

(e.g., 3 or 4 possible resilience system augmentations for consideration). After rechyiRgd
¢SFYQa LINA2NRGAT SR azftfdziazy FaasSaavySydazr GKSE
alternatives that account for the full risk analysis (sensitive to both Blue and Red Team analyses).

The SE Team would also be responsible for the coherent management of the methodology
process, updating the system descriptions to account for the new solutions as they emerge from
the CSRM process.

The Blue Team (ARDEC for the trial use case) woulddgzeaationallyoriented group, including
members experienced in addressing use of systems under duress (not necessarily cyber attacks,
but perhaps electronic warfare attacks or weapime attacks). It would be desirable for the Blue
Team to have knowledgegarding operational practices, and their purposes, for legacy systems
that were related to the system to be developed. The team would focus on the Consequence
component of risk, providing a prioritized view for the various system functions of consezgienc

to be avoided (e.g., denial of service, corruption of information to operators, delays in execution,
etc.). As required, the Blue Team would be supported by the SE Team regarding interpretation of
the tool-based representation of the system under comsation. An important CSRM attribute

is that Consequence analysis need not include inputs from cyber security experts.

The Red Team (SEI, VCU for the trial use case) would be focused on the identification of
likelihoods of potential cyber attacks, bothtivend without the application of potential solutions

to the overall system design. The team would provide a view on the relative efficacy of different
cyber security solutions, prioritizing the relative importance of SW quality solutions, defense
solutions and resiliency solutions, including considerations of past cyber attacks and SW
vulnerabilities to attack. The members of the team would be expected to pose alternative
solutions and assessments of the corresponding impact of potential solutions regaeded

cyber attack likelihoods. An important attribute of the CSRM is that the Red Team consists of a
mixture of cyber attack expertise and cyber security expertise, working together to iteratively
develop an assessment that relates solution selectith likelihoods for influencing attack
likelihoods.

The following section of the paper describes the trial use case for the initial evaluation of the
CSRM.

3. USECASEDESCRIPTIOMBLVERFISH

As part of preparing for an initial trial of the CSRMrateil weapon system (to be referred to as
Silverfishjuse casevas developed to serve as an initial application. Silverfish is a hypothetical
system, but was deemed by the ARDEC team as sufficient for the purposes of CSRM development.
In addition to suppding the development of the CSRM, the Silverfish use case is also intended
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to support research related to both decision support tool development and rapid
prototyping/simulation efforts to help identify potential system resilience solutions. Section 3.1
provides a functional description of Silverfish and Section 3.2 provides a corresponding SysML
based description.

3.1SLVERFISHUNCTIONASYSTEMDESCRIPTION

The Silverfish system is a rapidly deployable set of fifty (50) individual giasedti weapon
platforms (referred to as obstacles) controlled by a single operator. The purpose of the system is
to deter and preventadversaries from trespassing into designated geographic area that is
located near atrategically sensitive location. The system includesriety of sensors to locate

and classify potential trespassers as either personnel or vehicles. An internal wireless
communication system is used to support communication between the sensors and the operator,
and also supports fire control communicat® between the operator and the obstacles. The
sensors include obstacleased seismic and acoustic sensors, infrared sensors and an unmanned
aerial vehiclebased surveillance system to provide warning of potential adversaries approaching
the protected areaThe operator is located in a vehicle, and operates within visual range of the
protected area. The operator is in communication with a higlegel command and control (C2)
system for exchange of doctrinedlated and situation awareness information. A raaletailed
functional description of the system is presented below. Section 3.2 provides the corresponding
SysML representation for Silverfish.

A PurposeDeter and pevent, when and where necessary, via the use of rapidly
deployable obstaclesdversariatracked vehiclesaGsumed marmum speed- 10mph)
or individuals from trespassing into geographic areas that are close to strategically
sensitive locations.

A Prohibited Area~100 acres of open field space (100 acagproximately0.16 square
miles= 0.4mile x 0.4 mile area). At mamum speed a vehicle would take abdut
minutes to cross the prohibited area.

A Obstacle Deployment: About 50 obstactes available to be distributed over the 100
acre protected area (eaabbstacleis designed to protect a 8300 footarea) Two
types of obstacles can be deployed. One type of obstacle addressqseesiinnel
requirements. It contains six (6) shaegngesub-munitions each covering a 6@egree
portion of a circular area to be protected. The second type statie contains a single
munition capable of impacting a tracked vehicle.

A Operation:The gerator, located in asehicle that is operated close to the prohibited
area (150 meters away), remotgcontrolsindividual obstacles and thesub-
munitions, basedipon sensotbased and operator visual surveillance of the prohibited
area.

A Prohibited Area Surveidlhce: The operatas supportel by obstaclebased acoustic and
seismic sensors (geophones awtelerometers) that can detect and distinguish
between vehiats and peoplgredundant infrared sensors that can detect and track the
movement of people and vehiclesndreaktime Video/IRderived early warning
information regardingpeople andvehicles approaching the prohibited arpeovided by

Report No. SERC-2018-TR110 Date July 26, 2018



a UAV managed by the operator. The UAV is used to provide wanfamgation. The
operator can relocate his or h&ehicle for improved visual observation.

A Obstate design features: The obstaddased sensar provide regulaoperator situation
awarenesseports (seconds apartyhen they detect a trespasserhey provide, at a
lower data rate (e.g., a minute apart), general health related information, including
reports on their location (GP&ased), their oroff status,and their remaining battery
life. Should a weapon be fired, the obstacle confirms the acceptance of commands and
the actual firing events. To address potential tampering risks, obskeded software
can only be modified by electrically disconnectihgir platform-basedcomputer from
the dbstacle, and removal results selfdestruction ofthat computer.

A Infrared sensor configuration: A single polmunted IR sensor is assumed to be capable
of providing surveillance of the entire protected area. A second sensor is provided for
redundancyand can be used to provide surveillance of areas that the single sensor is
not able to observe. The IR sensors provide the same type of operator situation
awareness data at the same rates as the obsthelsed sensors, but in addition provide
tracking infemation to enable the operator to project future locations of moving
vehicles or people.

A Requirements foAvoiding Errors: Concerns exist regardiegonating submunitions in
cases where noadversarial vehiclesr people by chance, enter the prohibitearea
Concerns also exist about failing to fimeinitions whenan adversary is approaching a
strategically sensitive location via the prohibited ar€he operator, when possible, can
use visual observations to increase confidence regarding fire control.

A Operator Functions: The operator cagt $he obstacles into either on @ff modesand
can cause individual or designated groups of obstacles/subitions to detonate when
in on mode. Obstacles can be commandedeat-destroy designated critical
information in order to prevent adversaries from collecting such information for their
own purposes. The operator also can launch a geaater drone (UAV) to prade
video/IR based early warning information regarding potential trespassdteof
protected area(~ 5 minute warning for vehicles approaching at a 10 mph speed)

A Communications Systemishe Operator, the higher level C2 System, BAd/operate
on a shared radio system that is integrated to a relay rigdthat couples into the
Silverfista & & (i Sefatdd wirgle§s communication networkhe communication
system includesligitalinterfacesthat support formatted data transfersdiween the
2 LISNI (2 NDa a @ sysiefn)yiie indiwdSal dodtatleth dREubsystem, and
the C2 CenterThe commun@tion system alssupports short message text and voice
communications between operator ar€system

A Operator Control Statiorifhe operator is provided with a vehiateounted computer(s)
subsystem thaprovidessituation awareness information includimgdividualobstacle
status,and sensoibased situation awareness information. The subsystem also provides
computerbased entry and corresponding weapon system feedback for fire centrol
related inputs from the operator. The control statiafso supports regired digital
situation awarenesselated reporting to theC2center, as well as support for UAV
control.
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A Command Center Controls: TB&center digitally provides weapon control information
for the operator (determines weaporystem on/off periods, prodes warning of
periods of higher likelihood of attack, provides forecasts of possible approach direction
to the prohibited area, enables operation with/without UAV support, etds
determined by dher the operator or the C2enter, out of norm situatios can be
supported through rapid message communications betwtenC2center and the
operator.

A Forensics: All subsystems collect and store forensic information for required post
mission analysis purposes.

A Rapid Deployment Support: All subsystems enadghéd depbyment testing to confirm
readiness for operational use.

3.2 9LVERFIS8YML-BASELDYSTEMDESCRIPTION

Initial SysML representations were created prior to the Blue Team meeting associated with step
2 of the CSRM. These initial SysML descriptaafine the basic composition, architecture, and
concept of standard operation for the Silverfish system. The major components of the baseline
system are defined in a SysML block definition diagram along with basic functional descriptions
of the informaton exchanged between each component, seen in the Figure 3.1 below.

bdd [Model] Resilience Designs[ Base System u
«block» «block»
C2Interface UAV Interface
Early Detection Alerts & Commands
Relayed Commands & Feedback «block»
1 IRCamera
solucky Commands to Obstacles & Relayed Feedback
Operator Control Station
Doctrine, Orders, Status Reports, etc
/ «blocky
4 | Relay
use» / |
/
/
/
/ «blocks
A Obstacle
Relayed Commands & Feedback Fire Upon
s «blocks P
Operator Anti-Tank Obstacle Enomy

Figure 31 - SysML Block Definition Diagram for Baseline Silverfish System Architecture
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The block definition diagram (BDD) provides a simplplgecal summary of the Silverfish system

as described in Section 3.1. More specific details, such as the parameters for field size, sensor
range, etc. are embedded in the SysML objects as descriptive information, thus this information
is not visible in thestandard SysML diagrams.

The SysML internal block diagram (IBD) for the baseline Silverfish system, presented in Figure 3.2,
shows a more detailed representation of the parts that make up the larger components
presented in the BDD above, as well as defjrthe hardware type of each main computer (e.g.

the operator control station is a computer). Furthermore, the specific functions and traits of each

fF NHSNJ O2YLRYSyild NS RSTAYSR a W tFaairfTAaisSN
baseline Yverfish system below, the Operator Control Station provides the fire control function

and utilizes encryption, and the AP Obstacle also utilizes encryption and is composed of an AP
munition, hardwaresoftware interface for controlling its munitions, and acoustic sensor.

ibd [Block] Resilience Designs [ Base System Composinan]/J

AP Obstacle : Obstacle

Operator Control Station : Computer «classifisrBehaviors
Encryption
ifierBehavior ifierBehavior

Fire Control Testing Acoustic : Sensor

Behavior ior

Sensor Control

Behay
Encryption

‘ «classifierBehaviors ‘

UAV Interface : HW-SW Interface

«classifierBehaviors
Encryption

C2 Interface : HW-SW Interface

«classifisrBehavior

wclassifierBehavior Network/Radio Relay : Relay
fRnrer ot «classifierBehavion
Encryption

AP munition : HW-SW Interface ‘

AT Obstacle : Obstacle

«classifierBehaviors
Encryption

Seismic Sensor : Sensor

Acoustic Sensor : Sensor

i

AT : Munition

AT Munition : HW-SW Interface ‘

Encryption

IR Camera : Sensor
«classifierBehaviors
Encryption
IR Sensor : HW-SW Interface

Figure 32 - SysML Internal Block Diagram for Baseline Silverfish System Architecture

Finally, the SE team developed a basic graphical representation of the standard operating
procedure for using Silverfish a combat scenario using the SysML activity diagram, presented
in Figure 3.3. This diagram outlines the basic functions performed by both the operator and the
Silverfish system to engage a target within the denied area.
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(‘act [Activity] Functional Actions[ " Functional Actions u

Arm proper MCU armed
***** = Obstacle

4r
Select Proper Munitions Selected
Munitions

T
One action from |
the User's POV ¥

Launch Launch command sent,
munitions

Munitions Updated munitions remaining
launched

Need to fire again Launch command received

'V Target Neutralized| Disarm Obstacle —
O-TEES F)-——-- ~®

Fire again? End of operation cycle

Obstacle Disarmed

Figure 33 - SysML Internal Block Diagram for Baseline Silverfish System Architecture

In this diagram, the large action blocks indicate steps in firing a munition on an enemy, the
RSOAAA2Y Y2RS IffdzRSa (2 GigsSan®thd@dddsdreebd dctioR Y I 3
block represent software and hardware changes to the system to allow firing on an enemy target.

The conceptual view of operation presented in this diagram is later used by the SE team as a part

of its hazard analysis.

These initial Silverfish SysML representations create a foundation from which the model is

updated throughout the CSRM process. Following Step 2 of the CSRM, the undesirable
consequences defined by Blue Team are converted into requirements within a SysML
requirements diagram. Alternative resilient system compositions are appended to the SysML

model in Step 3 prior to the Red Team meeting. Finally, the SysML model is further updated
following the Red Team inputs. These additional SysML representations cannokifi Section

5 of this report.
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4. DEVELOPMENT ANAPPLICATION ORAPID PROTOTYPING ANANALYTICAJOOLS FOR
ESTABLISHINSBYSTEMCYBERSECURIREQUIREMENTS

This section will describéhe results of research effort$or applying user focused rapid
prototyping and simulatiorand analysis tools to support development of system cyber security
requirements.Section 4.1 presentthe simulation and prototyping infrastructure developed for
this effort and the cyber securityelated valughat can be producethrough application. Section

4.2 presents the application and development of analysis tools to support prioritization of system
cyber security requirements.

4.1 RAPIDPROTOTYPE ANBMULATIONTOOLS

Rapid Prototyping and Simulation pide a mechanism to explore system resiliency design
alternatives and associated user experience impacts early in the development lifecycle before
committing to a specific design and implementation.

Details of the Silverfish prototype and simulation described below utilizing a variety of system
description methodologies.

4.1.1S9LVERFISAROTOTYPEONTEXDIAGRAM

The Unified Modeling Language (UML) is used to describe the scope of Silverfish prototype and
the external interfaces (Actors) to the systaising a Context Diagram (shown below).

As described in the previous section, the Silverfish System includes both Fire Control functions
(shaded orange) and Situational Aware functions (shaded blue). The Silverfish System supports
a single Operator witlUser Interfaces to track Physical Attackers via the Situational Aware
Application and, if needed, to fire upon Physical Attackers via the Fire Control Application. The
Sentinel System (shaded green) monitors the Silverfish System for Cyber Attackes #meas

able to reconfigure the Silverfish System in order to contain attacks and to provide System
Resiliency options for the Operator.

«simulated»

Cyber Attacker

wsimulateds»

o —
trac ire
Silverfish System

Operator

Physical Attacker
1\

/
/
\
\ ,‘monitor / re-configure
/
———
Sentinel System '

Figure4.14 - Silverfish Context Diagram
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4.1.1.2 SLVERFISRROTOTYPBATAMODEL

Thestructural requirements for the Silverfish Prototype are described via a UML Class Diagram
(shown below). The diagram describes the system objects, their attributes, operations (or
methods), and the relationships among objects. A table of descriptigm®vsded below the
diagram.

© Situational Aware Application

uavFlightContral : String
uavFlightStatus : String
uavldentifiedDirection[] : CompassDirectionType
uavldentifiedType[] : DetectedActivityType
uavldentifiedTime[]: Integer

< log() : LogRecord

ClearSensor()

monitors / re-configure
1.5

manages

@ Sentinel - Vehicle

enabled : Boolean
< log(] : LogRecard

SetState(enable | disable)

O irld : Integer
enabled : Boolean
irldentifiedCellld[] : String
iridentifiedStatus[] : DetectedActivityType
irldentifiedDirection(] : CompassDirectionType

: DetectedActivity Type

ClearSensor()

monitors [ re-configure

(C) sentinel - Field

enabled : Boolean
< log[] : LogRecord

SetStatelenable | disable)

Enumerations \

. CompassDirectionType
(E) DetectedActivityType Narth
MoActivity
HumanActivity

VehicleActivity

Figure4.15 - Silverfish Data Model

Table 41.1.2 Silverfish Data Model
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Object

Attribute / Operation / Relationship

Description

Fire Control Fire ControlApplication (FCA) with diverse redundancy in an Active / Star]
Application configuration
(A) status Active | Standby | SelfTest | CyberAttack
(A) cyberAttacklnactiveTime FCA system inactive timeifrom cyberattack detected until operator enable
resilientconfiguration
(A) log[] Log of Fire Control operations used for post mission forensic analysis
(O) SelfTest () Initiate Fire Control Application selst
(R) manages FCA manages up to 50 Obstacles (Fire Control Subsystem)
Obstacle Ruggedizedtamer-proof hardware component which houses Fire Cont
munitions and Situational Aware sensors.
(A) cellid ¢KS 3S23INILIKAO OStt t20FGA2Yy o! mX
(A) status Armed | Disarmed | SelfTest | SelfTestFailed | Zeroized
(A) batteryLevel 0to 100%
(A) accousticSeismicStatus NoActivity | HumanActivity | VehicleActivity
(A) log[] Log of Obstacle operations used for post mission forensic analysis.
(O) SelfTest() Initiate Obstacle selfest.
(O) Arm () Arm Obstacle (Enable Munitidiring)
(O) Zeroize () Destroy (brick) the Obstacle to prevent recovery by adversary
(O) ClearSensor () Reset current sensor values
(R) manages Obstacle manages up to 6 Munitions
Munition (A) munitionld adzy AGA2Yy LR O0mMXcoO
(A) compassDirection Firecompass directiog set at deployment time
(A) fired True | False
(O) Fire() Initiate munition fire
Situational Situational Aware Application (SAA)
Aware (A) uavFlightControl Simulated Unmanned Aerial Vehicle (UAV) flight corsettings
Application | (A) uavFlighStatus Simulated UAV flight status
(A) uavldentifiedDirection[] Compass directions of UAV identified Physical Attackers [Array]
(A) uavldentifiedType[] Type (Human | Vehicle) of UAV identified Physical Attackers [Array]
(A)uavldentifiedTime[] Time distance of UAV identified Physical Attackers [Array]
(A) log[] Log of SAA operations used for post mission forensic analysis
(O) ClearSensor() Reset current sensor values
(R) manages (IR) SAA manages 1 or 2 Infrared $Bhsors
(R) manages (Obstacle) SAA manages up to 50 Obstacles (Sensor Subsystem)
IR IR Sensor with 360 degree view of entire protected field with dive
redundancy in an Active / Active configuration.
(A) irld M X H
(A) enabled True | False
(A)irldentifiedCellld[] Geographic cell location (A1..G7) of IR identified Physical Attackers [Array
(A) irldentifiedStatus[] Type (Human | Vehicle) of IR identified Physical Attackers [Array]
(A) irldentifedDirection[] Approach direction of IR identifiePhysical Attackers [Array]
(O) ClearSensor() Reset current sensor values
Sentinel ¢ Sentinel deployed within the Vehicle wired network
Vehicle (A) enabled True | False
(A) log[] Log of Sentinel operations used for post mission forensic analysis

(O) SetState()

Enable or Disable the Sentinglallows demonstration of cybeattacks with

and without the Sentinel

Report No. SERC-2018-TR110
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Object

Attribute / Operation / Relationship

Description

(R) monitors / reconfigures

Vehicle Sentinel monitors / reconfigures the FCA (as determined by the
Team priorities)

Sentinel
Fidd

Sentinel deployed within the Field wireless networks

(A) enabled

True | False

(A) log[]

Log of Sentinel operations used for post mission forensic analysis

(O) SetState()

Enable or Disable the Sentinglallows demonstration of cybeattacks with
and without the Sentinel

(R) monitors / reconfigures

Field Sentinel monitors / reconfigures the IR Sensors (as determined b
Blue Team priorities)
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4.1.2SLVERFISHROTOTYPARCHITECTURIWERVIEW

4.1.21 HARDWARBRCHITECTURE

The Silverfish Prototype is built using a distributed networRadpberry Ri-omputers as shown
is the diagram below. A picture of the iTAR lab setup is shown on the folloageg p

The vehicle components are connected via a wired IP subnet. The field components are
connected via redundant wireless subnets implemented usi8& WFi dongles

Asshown in the iITAR lab picturg,9 5afeaised to visualize redundancy state, munition state,
and selftest status.

P N
)
Obstacle - A1
Fire Control App (PRI) —
Operatof Station - — i :
E d Radio Relay #1 (192.168.4.x) Obstacle - A2
: D

e N i Sensor

—L—  Radio Relay #2 (192.168.5.x)

Situational Aware App [%]
—
\~

. IR Sensor #2

e
e

Sentinel App (Vehicle)
Sentinel App (Field)

Figure4.16 - Silverfish Hardware Components
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F Sentinel - Field

‘ t

_ i i a : ;m, [ V
Obstacles i
IR Sensorsi® __ § .| iFire Control App(P/S)

Radio Relay (1/2)§ _ﬁ : 's

! Situational App

Sentinel - Vehicle

~—a

Figure7.1.4¢ SilverfishiTAR Lab Setup

4.1.2.2SLVERFISSOFTWARARCHITECTURE

As shown below, each Raspberry Pi runs the |d&&esipbiariinux distribution and &backend

components are implemented using Python. The Ustrfaces are single page web
applications implemented using HTML, CSS and JavaScript. Afirodess communication is
implemented with a publish / subscribe messaging pattern usingEitigogse Mosquitto MOQTT
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message broker. Theclipse Pahproject provides thePythonand JavaScript (via WebSockets)
clients.

The publish / subscribe messaging pattern enables both request / response messaging and
asynchronous notifications by simple topic tree design. The flexibility and simplicity of tlee topi
tree is well suited for rapid prototyping.

I
IS
Raspbian
m_L @ python

AN
DG  IMaTE [

B
SIT App "

Figure4.1.8 - Silverfish Safware Architecture

,

SITLI

:

4.1.2.39LVERFISHSERNTERFACBVERVIEW

To simplify the User Interfagerototype a single User Interface is developed with a-thefibhd

navigation to launch the Silverfish Application views (Situational Aware, Fire Control, &
Simulation Control). The following pages show each view with a brief explanation of key
functionality. Each application view shares the griew display concept with varied grid
O2yiGSyide® ¢KS 3INRAR adzZlll2NI A& AYyRAgked®RdzZZ f OStf as$s

The Fire Control Application User Interface is shown below. Each grid c8l7jAdisplays the
state of the Obstacle Munitions (greerready to fire, redfired). The information panel below
the grid provides controls for the selected cell(s) including #bility to fire one or more

Report No. SERC-2018-TR110 Date July 26, 2018
17


https://www.eclipse.org/paho/
https://www.eclipse.org/paho/clients/python/
https://www.eclipse.org/paho/clients/js/

munitions, arm / disarm the obstacle, initiate a set of obstacletesifs, and the ability to zeroize

an obstacle.

The dropdown panel at the top of the grid displays the redundancy status (active / standby) of
fire contrd application with controls for switching.

(: ] Fire Control Application 26-Jun-2018 10:39:29
Situational
Fire Control Application Status «
Fire Control
. . NW N NE
Simulation
B Cc D E
-] -] -] -] L-]
1@ o0 oie oie oie oio oio of 4
-] o 0 o0 o0 o0 o0 o0 o
-] -] o o o L] L]
o] -] -] -] -] L-] L]
2 -] BN -] 0:0 0:0 0:0 0:0 0:0 L] 2
-] o0 00 0.0 o0 o0 o0 o
L] -] -] -] -] L-] L]
° ° ° ° ° ° °
3 -] BN -] 0:0 0:0 0:0 0:0 0:0 L] 3
° oo oie oie oieo oio oio °
L] -] -] -] -] L-] L]
° ° ° ° ° ° °
-] o0 0:0 0:0 0:0 0:0 0:0 o
w 4 -] 00 0,0 0,0 0,0 0,0 0,0 -] 4 E
o -] -] -] -] L-] L]
L] -] -] -] -] L-] L]
5 -] o0 0:0 0:0 0:0 0:0 0:0 o 5
-] 00 00 00 00 00 00 L]
o -] -] -] -] L] L]
6 6
7 7
A B Cc D E F G
SW 2 SE
Obstacle: A1 (Up) State: Armed Battery: 100%

Last Status Update: 28-Jun-2018 10:00:00

Figure4.19 - Fire Control User Interface

The Situational Aware Applicatidoser Interface is shown below. Each grid cell displays the
sensor reporting status. For example, celldbbws vehicle activity, moving in from the north,
confirmed by both IR and Seismic / Acoustic sensors.

The boundary of the grid shows the compass directions while the icon at the bottom indicates
that the operator is observing the protected field from tbeuth looking north. The UAV provides
early warning activity reports with icons on the grid boundary showing type, direction and
estimated time distance of a physical attacker.
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(i ] Situational Aware Application 28-Jun-2018 10:38:25

Situational
Situational Aware Application Status =

Fire Control

NW N MNE
Simulation
A B C D B F G
O ¢
1 = = = &= = = - 1
2 = 3 3 = 3 3 3 2
3 = = = = = = = 3
w| 4 = 3 3 = 3 3 3 4| E
5 = = = - = = = 5
6 6
7 7
A B C D B F G
SwW 3 SE

Figure4.1.10- Situational Aware User Interface

The Simulation Control User Interface is shown below. Each Grid cell represents a deployed
Raspberry Pi obstacle. The information panel above the grid provides controls for the selected
cell(s) including resetting (after firing / zeroizing), changing bwaterel, controlling selfest pass

/ fail, as well as acoustgeismic and IR sensor activity type.

The dropdown panels at the top of the grid provide controls for initiating cyagacks and
controlling UAV sensor reporting.

To provide an endo-endsensor scenario of physical attackers approaching, entering and moving
though the protected area, a Chased scripting interface is also provided.

Report No. SERC-2018-TR110 Date July 26, 2018
19



Situational
Fire Control

Simulation

Activity Direction:

Simulation Control

Activity Type:

28-Jun-2018 10:51:46

Cyber Attack Simulation =

UAV Simulation =

North

.
-

[ice 4]

‘ Reset H Battery + H Battery - ‘

‘ Fail SelfTest ‘

Munition Status

100%

Accoustic / Seismic Activity

[ vehicle

NW NE
A B @ E F G
1 [ [ [ = [ = [ 1
2 [ [ ] - ] [ - 2
3 [ ] ] = ] ] - 3

Figure4.1.11 - Simulation Control User Interface

4.1.39LVERFISEBYBERATTACH SYSTEMRESILIENOYSECASES

The following Cyber Attack and System Resiliency uses cases where driven by the Blue Team

LINA2NRAGAT SR
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defined such that a varied set of @&ybAttack design patterns and system resiliency solutions

were demonstrated.

4.1.3.1UseCASESUMMARY

Table 42.3.1 Use Case Summary

Attack Target Fire Control
Application

Attack Method: Insider¢ SW
Developer

Title Description Detection Method / Corrective Action
1.1 Inappropriate Firing vig During design and manufacture, a S| Design Pattern: Changing Control Input
Manipulated Operator | Developer introduces software to the Fir

Commands Control Application that redirects Operator firf Detection Method

commands when deployed at apecific
geographic location. With this Cybattack
knowledge, a Physical attacker could g4
access to a protected area.

The Fire Control Application includes Primg
and Secondary instances which are based
independent design and manufacture so as
minimize the likelihood of the same Cyb
Attack affecting both.

The Sentinel Application within the Vehicle monitors t|

Fire Control Application for consistency betwe:

Operator requested actiaand the actions that will bg
delivered to the Obstacles via the Radio Relay Interfg

Corrective Action
The Sentinel detects the attack and takes the follow

actions:

A The misfire is aborted.

A The Primary Fire Control Application is taks
out of servce and put into a "CyberAttack”
state.

A The Secondary Fire Control Application is f
into a "SelfTest" state.

To gain confidence with the reconfigured system, f{

Operator takes the following actions:

A Individually test one or munitions.

A Multi-Select a grop of munitions for test.

A If and when confidence is restored, Activat
0KS wSairtASyoOe azRS
of the Secondary Fire Control Application)
and continue operation.

2.2
transmission

Prevent or corrupt

of situational

awareness data

Attack Target Radio Relay

Attack Method: External

During operation of the Silverfish network,
Cyber Attacker gains access to the Radio R
network and injects false IR sensor repq
messages.

The Silverfish network includes Primary a
Secondary Radio Rg instances which arg
design
manufacture so as to minimize the likelihog

based on independent arn

of the same Cyber Attack affecting both.

Design Pattern: Introspection

Detection Method

The Sentinel Application within the Field monito
FYR YFAYyQGlFAya |
traffic loads based on current field state.

network traffiO

Corrective Action
The Sentinel detects a higher than normal level of]
sensor reporting activity.

The Sentinel disables the Primary Radio Relay nety
changingitsa i 1S G2 a5Aralof SR
Operator of the potential Cyber Attack.

The Sentinel attempts to isolate the Cyber Attack
activating the Secondary Radio Relay network wh

continuing to monitor the IR sensor reporting activi
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Title Description Detection Method / Corrective Action
level. If he level returns to normal, the Sentinel mar
0KS tNAYINE wlkRAZ wStl 3
thereby notifying the Operator of the confirmed attag
and Corrective Action taken.

2.1 Delays in situationa During design and manufacture, a S| Design Pattern: Data Consistency

awareness Developer introduces software to the IR Seng

Attack Target IR Sensor

Attack Method: Insider

that delays sensor reports when deployed al
specific geographic location. With this Cybg
attack knowledge, a Physical attacker col
gain access to a protectedea.

The
instances which operate in an Active / Acti

IR Sensor subsystem includes
configuration and are based on independe
design and manufacture so as to minimize t
likelihood of the same Cyber Attack affecti
both. Each Sensor is capabfenmonitoring the

complete field.

Detection Method

The Sentinel Application within the Field monito
Sensor Activity for consistency (Seistaustic, IR1 /|
IR2 & UAV).

Corrective Action
The Sentinel Applicatiofietects ongoing inconsistencie
between IR1 and IR2 / Seisrficoustic Sensors.

¢tKS {SylGAaySt
FyR Al
Operator of the Cyber Attack.

ag2iSaé Lww
asia a4+t adsS G2 afq

The Situational Aware Appéitton continues to operate
AY b GNBRAZOSRE
reports. The Situational Aware application recomme

aGtiEs ol

that an additional Corrective action would be for th
Operator to relocate the vehicle and / or the UAV tg

better vantagepoint for manual observation.
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4.1.3.2REALIZATION ABSECASEL.1 ¢ MANIPULATEDPERATOROMMANDS

¢tKS F2ff26Ay3d YSaal3dS &aSldzSyO0S RAFINI YA 6 LI NI
hLISNF G2NJ / 2YYlyRaé¢ dzaS Ol asS o0& (GKS {Af OSNFAAK

TheVehicle Sentinel provides the single function of detecting inconsistencies between operator
fire control requests and obstacle received fire control requests. The Sentinel automatically
contains the cybeattack and then instructs the operator on optiofts system reconfiguration.

% Fire Control - Primary Fire Control - Secondary
Operlator Fire Coqtrol ul MQTT FC P‘\pp MQTT FC App |Sentinel - Vehicle Obstaclle -Al
] ] I | !

:Primarv:Active Secondary: Standby :.

|
I
|
| i i
! Fire Al - North ! |
(e A - Morh .
1 I
|

! Fire Al - #1

Set State Secondary : SelfTest

-
<

I
|
i |
| ]
I I 1
| i | |
I 1 I 1
| I | ]
— | | | |
I I 1 I 1
:F'feAl-#l _________________ > : : :
| Fire Al - #1 S R X ; |
| | I I ]
! | Valiglate Command ! | ! !
I — 1 I I 1
| K—] | i | |
I | 1 I I 1
| I I | ]
I 1 I I 1
| | I I I ]
1 Fire - #6 0 : 1 ! !
-—— | '
| | I I I ]
 Fire - #6 R DR ' ; oo .
| | I I I ]
| Fire - #6 ! | i i |
‘ R | e > !
j ! ! ] I 1 Prepare Fire #6
| | I |
I I 1 I I !
! ! ! ! | Validate Command |
| | i | < :
: : = | omemonces’
| | I I ]
I I 1 I T 1
Abor : : : ‘ !
i | | | |
| Abort ! ! 1 \ !
‘ . | . >
! ! ! | ! Cancel Fire #6
| | i | i
I L I
L ; . : Primary: CyberAttack Secondary: SelfTest :, . T
| T |
L Set State Primary: Cybe‘rAtta k :
[ T T
| |
I
|
I
I

T

I
' |
| Set State: CyberAtthck |
< i
I
I
I

1 Set State: SelfTest | | N N Jod

I
| i | | i
| | | | | |
Operator Fire Control Ul MQTT FC App MQTT FC App |Sentinel - Vehicle  Obstacle - A1

FQ QO Q Q Q FQ

Figure 4.112 - Manipulated Operator CommandsPart 1
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% Fire Control - Primary | Fire Control - Secondary

KO | O O Q0 O O K

Operlator Fire Coqtrol Ul MQ"IT FC ﬁlipp MQ"I'T FC ﬁlﬁpp Sentinel - Vehicle Ohstac!e -Al
[l ] I I ] ]

:Primar',r: CyberAttack Secondary: SelfTest :_

loop ./ [SelfTest subset of Obstaclps]

| SelfTest Al

L
F o
| | | | | |

L
=

| SelfTest Al
L. SelfTest Al > !

| | | | i | Verify Command | !

| SelfTest Al |

B

| | | i | SelfTest Al i i |

[T jroTm e )I
| | | Verify Command
[ [ [ [ 1 SelfTestAl | (S >!
| | | | SelfTest
i i i i :, SelfTest - Result | i i
\ | SelfTest - Result >
! | g SelfTest — Result (S ! ! ! !
| | ; ; - ; | |
- - :Primar',r: CyberAttack Secondary: Active :', - -
] T T T !
| Set State Secondary : Active ‘_: | | i | | I
) C il I I I I
| Set Statq Secon:damr : Active ‘_: |
T T T ) I
I I I . I
Set State: Active
| . i | | |
. I Set State: Active ! ! ! . .
[l I ] | I I I ]
Operator Fire Control Ul ME!TT FC App ME!TT FC App Sentinel - Vehicle Obstacle - Al

Figure4.1.13 - Manipulated Operator CommandsPart 2

4.1.4SPECIFIAPPLICATION GRAPIDPROTOTYPINBOOLS

As CSRM results materialized, the SE Team was stimulated to perform specific assessments. Of
particular interest were the issues that resulted from cyber secuigtsted recommendations to
separate the hardware and software for the Silverfish situatiomr@ness and weapon control
functions. This recommendation results in the Silverfish operator needing to utilize two separate
displays to execute his or her roles. Rapid prototyping served to demonstrate human factors
related issues that could emerge fronhig potential requirement. In addition, the newly
developed resilience design pattern that permits operators to conduct tests to confirm the
reconstitution of the attacked system also raises issues regarding which display to utilize for
presentation of tes results. Use of the situation awareness display would better assure the
security of the control portion of the Silverfish system whereas use of the weapon control display
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these situations would require decisions that related to traufes between user performance
and cyber security.

4.2 ANALYSISOOLS

The CSRM makes use of a small set of support tools to facilitate interactions between team
members and to comple the tasks associated with each step of the process. These tools include

b2 al 3A0Qa al 3AO05NI ¢ az2Fdél NBE F2NJ ONBIGAy3 |
Modeling Language (SysML), a Systems Theoretic Accident Model and Process (STAMP) hazard
analysis methodology to help identify key requirements, critical functions, and organize modeling
efforts, and the Cyber Body of Knowledge (CYBOK) tool developed by VCU to support the
identification and quantification of the likelihood of attacks for the Redrie

4.2.1SvsMLANDMAGIDORAW

The Systems Modeling Languagj@ generapurpose, graphical modeling language standardized

by the Object Management Group (OMG) for medated systems engineerinBased on UML,
SysML is designed to be more abstract aediffile, which allows for its application to systems
beyond just their softwareSysML is based on a set of diagram types with an associated set of
diagram elements that follow a specific syntax with clear semantics. These diagrams represent
the structuralcomposition and interconnections between architectural structures, admissible
behaviors, requirements, and the relationships between these elements within a system.

The CSRM uses SysML to document the design of the Silverfish system and support thfe tasks
the Blue, Red, and SE teams. An initial, simple SysML description of the system is created in
concert with activities of the Blue Team during the Step 1 of the CSRM. This initial description is
then augmented and adjusted throughout the entire CSRM gsscas design decisions are
explored and evaluated. SysML is a powerful tool for facilitating the communication and
understanding of design elements within a system between different stakeholders. Graphical
representations of architectures, behaviors, arefjuirements combined with the ability to
define relationships between elements makes it much easier to both describe and understand
the effect of specific design choices on a system.

The MagicDraw software used to develop the SysML model of Silvenidiles quick model
construction and adjustment. This allowed the model to be updated in neattirealas design

choices were agreed upon by the stakeholders. Additionally, SysML software such as MagicDraw,
enables modelers to encode much more detail i@ & G SY VY 2 R-®é-520 SayoSSaKEA YIRK |
what is visible in the main graphical representations. For example, model elements in different
diagrams can be linked to one another via a trace relationship when defining the model element

in the software tool. Thiallows the modelers to keep track of and communicate the interactions
between various elements across the system more easily. An example of one such trace is present

in Figure 4.2.1.
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Figure 4.214 - An example of a crosdiagram trace within the SysML model of Silverfish
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