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EXECUTIVE SUMMARY 

Background and Challenges: Through cyberattacks, adversaries can potentially create a wide 
range of disruptive situations that seriously degrade system performance, compromise missions, 
and even hamper a pilot’s situational awareness via deception techniques (such as physical 
decoys or corrupted information). A difficulty with creating cyberattack-resilient solutions that 
can support systems in a certain mission context is that such adverse situations tend to be 
extremely diverse and sparse, and may further evolve within the context. They thus constitute 
an “ill-defined” problem space in which a problem and solution pairs are not clearly established. 
Such a vague linkage between a problem and its solution sets also complicates military 
cybersecurity training, which has conventionally pursued proficiency in well-defined procedures 
and rule-based skills. 

Rationale: The rationale for this project is that 1) cyberattack-resilient solutions frequently 
require adjustments to both the technical and operational (re)configurations of an attacked 
system, thereby necessitating the presence of operators who may possess situational knowledge 
that may not be available from the technical components of a system (e.g., the current context 
of a battlefield situation or the impact of an altered configuration on other activities); and 2) 
human-machine teamwork is crucial for effective responses to atypical cyberattacks having 
limited prior information, or for customized responses in pursuit of highly context-driven goals 
for mission success, where operators should learn to manage the “right” level of confidence on 
the advanced support of cyberattack detection and system reconfiguration. 

Goal and Objectives: The current project pursues robust human-machine teamwork in providing 
cyberattack-resilient solutions to support continued mission operation and success, despite 
deteriorating circumstances due to cyberattacks and even subsequent failures of machines or 
humans. Contrary to the traditional, functionally oriented paradigm of automation (i.e., the 
machine takes over from the human, or vice versa), a breakthrough is to keep the human-
machine team (HMT) as an elementary unit to handle cyberattacks while one party can learn to 
cover for the vulnerability of the other. Toward that vision, this project aims to examine post-
cyberattack HMT performance in the mission context of unmanned aerial vehicle (UAV) 
surveillance on a remote mission location, through human-in-the-loop simulation experiment. 
Specifically, the experiment has the following objectives:  

• Objective 1: Devise and validate an experimentally driven approach to examine human-
machine team (HMT)’s resilient performance under cyberattack and suboptimal system 
operations in various mission contexts.   

• Objective 2: Investigate how UAV pilots respond to the need for the technical and operational 
reconfigurations of disrupted system behaviors, by using a general framework of planning 
(i.e., setting goals, implementing solutions, and evaluating how the solutions satisfy the goals) 
in the context of the mission being sustained. 

• Objective 3: Propose new approaches to improve resilient HMT performance, including the 
development of intelligent Sentinel that is aware of risk attitudes and risk behaviors of the 
pilot.        



 

Report No. SERC-2020-TR-016                                          
2 

Overview of Experiment: Our experiment intended to examine resilient human-machine 
cooperation under suboptimal systems operation due to malicious cyberattacks on military 
assets. It focused on cyberattacks that corrupt the performance of an unmanned aerial systems 
(UAS). In particular, the experiment tested the pilot’s selection of recovery solutions as well as 
confirmatory actions under simulated cyberattacks, with the set of solutions representing the 
tradeoffs between the quality and time cost to the ongoing mission. The pilots were recruited at 
the AFIT and oriented on the concept of resilient HMT and cyberattacks (i.e., how cyberattack-
resilient solutions could impact system recovery), about basic UAS components (including 
Sentinel), and how to control interfaces. And when a simulation-in-the-loop test began, the 
participant was briefed about the mission. At the end of each mission scenario, the participant 
logged in an online survey to record their own reasoning and response options selected for the 
specific mission scenario being tested, including how tradeoff decisions were made and the 
confidence in making those decisions. 

Intellectual Merit: Today, emerging cybersecurity systems for countering cyberattacks are 
intended either to replace, or be replaced by, humans when disruptive threats emerge. That 
approach fails to take advantage of human-and-machine synergies that could have enabled more 
resilient systems. The key hypotheses examined in our project were: 1) that human-in-the-loop 
mission simulation is effective to test resilient HMT performance under disruptive system events, 
and 2) in those mission scenarios tested, HMT outperforms both operator without system 
support (i.e., Sentinel) and system reconfigurations without operator, in terms of the quality of 
the resilient solutions selected for the scenarios. For future research, the project will show that 
the superiority of the HMT performance will be guaranteed if the system is aware of operator’s 
risk attitude and risk behaviors (through AI driven approaches), for which the human-in-the-loop 
simulation will allow the system to learn operator characteristics under various mission context.  

Broader Impacts: The proposed human-in-the-loop approach to measure resilient HMT 
performance will allow military personnel to experience diverse symptoms/ signs of cyberattacks 
and the pros and cons of reconfiguration options without imposing risks to the mission. In 
addition, maintaining an appropriate level of suspicion about the system throughout the mission 
operation even when no alert has been issued (also, not blindly following system-generated 
recommendations when they interfere with the mission context) will be an important benefit of 
simulation learning. That learning paradigm can be extended to other performance-critical 
workforce training domains, in which the use of AI has been controversial because of either too 
much or too little confidence on human roles. Still, there may be an unavoidable gap if the post-
cyberattack responses would be carried out in real-world ground control missions. Controlling 
for the levels of immersion, interactivity, and complexity will be crucial to minimizing that gap, 
and we must succeed in doing so or risk invalidating the research findings.   

EXPERIMENTAL APPROACH TO UAV MISSION OPERATIONS  

This section describes human-in-the-loop simulation development, experimental design, 
treatment control methods, measurement methods, and subject inclusion/ exclusion criteria. 
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THE DEVELOPMENT OF HUMAN-IN-THE-LOOP (HITL) SIMULATION  

Experimenting HMT performance under cyberattacks and other disruptive system events 
requires to control and manipulate system functions and interfaces that are compatible with 
realistic mission operations. The development of Human-in-the-loop simulation for unmanned 
aerial system (UAS) includes system architecture design and functional implementation of 1) 
unmanned aerial vehicle (UAV) operation, 2) Sentinel, and 3) vehicle control and simulation. In 
addition, the experimental approach requires to develop 4) experimental scenarios and 5) 
characterize HMT performance in the context of resilient systems. This section will describe the 
development of those five components.     

SIMULATING UAV OPERATION  

This part of simulation aims to reproduce mission operations and cyberattacks on an unmanned 
aerial-vehicle (UAV) control system. In practice, such systems are supervised by the team of 
operators at the ground control stations (GCSs). In the current simulation, the single pilot 
supervises semi-autonomous UAV control operations under a given mission goal and constraints, 
when malicious cyberattacks to the GCS occurs at a random point in time. Upon such unexpected 
cyberattacks, (even if some reconfigurations may be auto generated), selecting the most 
appropriate options for system recovery is well beyond the current machine intelligence. 

    Theoretical Background  

Time-Window Model and Situativity Theory: Time-window concepts are useful to represent 
dynamic interactions of multiple entities within complex systems [1]. Semantically, it derived 
from Situativity Theory, which held that cognitive processes are relations between a person 
and features in the environment, i.e., situations. In classic psychology, a situation was not 
considered an essential element of cognition as they are in Information-Processing theories 
[2]. With the Situativity Theory, the primary tokens of analysis became highlighted by 
situations and constraints, where constraints being pairs of situations being linked by actions, 
with one situation allowing an action that would result in the other situation of the pairs. 

It is interesting to note that Situativity Theory was founded on Gibson’s theory of Ecological 
Perception. Gibson, too, rejected symbolic processing as the core component of cognition, 
asserting instead a theory of direct perception where humans directly perceived a feature-
rich environment without any internal mediating process relying on symbols or otherwise [2]. 
To Gibson, the most famous of these environmental features were affordances, features in 
the environment that communicated the feasibility of some action to an organism. Situativity 
Theory was influenced by the concept of affordance, and we can recast constraints as pairs 
of situations where one situation affords the creation of the other. 

Time-Window Model applied to UAV operations and cyberattack scenarios: A time-window 
model intends to formalize situations and constraints along the dimension of time [1]. Time 
windows represents periods of time during which some constraint exist, and an active 
situation affords a transition to another window, possibly for more beneficial situations. 
Humans, systems and environment can be effectively represented in terms of their actions 
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and the available time windows at the time of the action. When the availability exits for an 
action which can lead to required situation, the time window is considered open. If there is a 

compatible time window for the action (time window is open), that action is considered to 
have taken effect and its effect in the environment can be duly simulated (time window is 
activated). In turn, this new environment may create additional situations in which there can 
be new time windows. For explicit representations, such time-window model can be depicted 
with the sequence diagram; see Fig. 1.  

Depicted in Fig. 1, there are three principal time windows that underlie the cyberattack-and-
recovery process. The first of these time windows opens when a UAS enters the mission area 
and closes when the UAS exits it. When the UAS is in the mission area, it is considered to be 
within the attacking range of the adversary and the adversary may launch a cyberattack on 
the UAS if it so chooses. Consequently, this particular time window is named 
PossibilityToInitiateAttack.   

Should the adversary decide to initiate an attack, exercising the PossibilityToInitiateAttack 
time window, the PossiblityForDisruption time window is opened. This time window is so 
named because while a cyberattack is in progress, the adversary will seek to leverage it to 
disrupt the accomplishment of the mission objectives by the HMT. Pausing here, it should be 
noted from the time window diagram that prior to the PossibilityForDisruption time window 
opening, the sentinel was continuously sweeping for cyberattacks (the detect() action). Since 
there was no cyberattack in progress and so no PossibilityForDisruption time window existed, 

Figure 1. An illustration of time-window model that represents timed interaction throughout cyberattack and 
recovery among UAV operator, Sentinel, UAS, and Adversary.  
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the detect() action was ineffectual and so was colored red. However, once the 
PossibilityForDisruption time window opens, the next iteration of the detect() action has the 
appropriate time window to go through and takes effect, resulting in a positive detection of 
a cyberattack. 

Once a cyberattack is detected, the sentinel will alert the operator, and a 
PossibilityForRecovery time window opens, indicating the potential ability of the HMT to 
counter the cyberattack. At this stage, there are a number of options available. It may choose 
to verify that the sentinel has correctly detected a cyberattack, verify the effectiveness of the 
recommended response, or to execute a response. In this particular timeline, the cyberattack 
detection was verified, a first (unsuccessful) response was attempted, and then the next 
response was verified before being applied, stopping the cyberattack and terminating the 
PossibilityForRecovery and the PossibilityForDisruption time windows.   

Our time window model is identical to the standard time window model in most respects, it 
explicitly introduces the concept of nested time windows, where the existence of certain time 
windows is conditional on the existence of some previous one. In this model, the 
PossibilityToInitiateAttack time window must exist for the PossibilityForDisruption time 
window to be instantiated, and the PossibilityForRecovery time window cannot be 
instantiated unless the PossibilityForDisruption time window is active.   

While nested time windows were not explicitly included in the original formation of time 
windows, they are a natural development.  Indeed, in the original example of time windows, 
the second time window, 𝑊𝑊2, is nested in 𝑊𝑊1 in that 𝑊𝑊1 is required for 𝑊𝑊2 to exist. The nesting 
of time windows follows directly from ecological psychology, where time windows can be 
considered analogous to affordances (formally, time windows express the existence of some 
relevant affordance). The idea that affordances can be nested is widely accepted, and it 
follows that if it is true for affordances, it should be true for time windows [3]. 
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Implementing UAV operation, system faults, 
and recovery 

Simulation system architecture: The DroneKit-
SITL (software-in-the-loop) architecture is 
constructed to simulate the aerial-vehicle 
dynamics without reliance on the actual 
hardware1. SITL simulator is a widely used open 
source software for drone control. The UAV 
operation is controlled under the Dronekit 
framework, one that enables vehicular 
operation by using simple python scripts. Under 
this architecture, several vehicle telemetry 
information such as altitude, battery level, and 
flight plans, can be accessed and manipulated 
by using python scripts for mimicking normal 
and abnormal system/ vehicle behaviors. This 
script-based manipulation was a main 
mechanism to simulate cyber-attacks. For 
implementation, Ardupilot2, an autopilot suite 
with various drone properties was used to 
construct the simulation system. 
 
Implementing UAV operation, cyberattacks, and system recovery: Once the script of UAV 
operation begins, the user cannot change it while running, so all vehicular waypoints must be 
pre-planned. In our simulation, they were stored under each experimental scenario number and 
the experimenter would simply enter a Linux command to run the python script having the 
parameters of scenario number and flight pattern. Then the UAV starts its mission and the 
experiment begins.  
 
Depending on experiment 
scenarios, some cyber-attacks 
may be triggered with certain 
probability after satisfying 
parameter requirements, such as 
location, battery level, flight 
time, or the percentage of 
missions completed. Once the 
attack is triggered, a new 
waypoint is added to the UAV’s 
mission plan, and the vehicle will 

 
1 http://dronekit.io/ 
2 http://ardupilot.org/ardupilot/ 

Figure 2. System Architecture 

Figure 3. System information exchange for UAV operation 
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fly to the added location the user has not assigned. The system keeps the log of vehicle 
parameters as well as user input during the experiment for future analysis. As depicted in Fig. 3, 
the UAV’s current status is shared with Sentinel’s user interface (UI) application to display vehicle 
status, as well as sentinel-generated details in current attack and suggested courses of actions, if 
any. Such information is shared by updating .txt file every 0.5 second, and the separate sentinel 
UI application will read the information and update its display at the same frequency. The 
simulation is also fully integrated with UGCS, a visual UAV control and visualization software. This 
allows a real time visualization of the current UAV is in the mission space. 
 

DESIGNING AND INTEGRATING SENTINEL USER INTERFACE (UI) 

In general, the pilots are only able to gain limited access to the status of UAV on disruptive events, 
because its control is mainly based on graphical user interface (GUI). The resultant low-level 
situation awareness (SA) can become a critical problem under cyberattacks, when the pilot may 
have trouble formulating effective recovery strategies. To accelerate man-machine collaboration 
for battlefield decision-making, the Sentinel UI needs to send security messages that reflect 
vehicle status and attack type, as well as to guide the pilots into possible response solutions. The 
primary purpose of the sentinel UI design is to increase the SA level for the pilot(s), in order to 
improve HMT performance under cyberattack scenarios. 

    Design Rationale   

Upon cyberattacks, the sentinel system would detect them and alert their immediate impact on 
the system as illustrated in Fig. 4. For the pilot, it takes time to be activated with this warning 
together with other possible signs of system anomalies. In order to better comprehend the 
current situation, the pilot may examine the system status and available resources. Then, a set 
of recovery or reconfiguration options will be considered both by human and machine. 
Throughout this short period of alert, observation, and response selection, the sentinel UI can 
help improve the pilots’ SA of immediate cyberattacks and better decision-responses.  

As is likely with deceptive 
manipulation of the control 
display at the GCS, the pilot may 
become sluggish in recognizing the 
attacked status. To prompt the 
pilot’s recognition, the sentinel 
system needs to execute an 
automated reconfiguration of the 
display. If available, presenting a 
history report of similar attacks on 
the sentinel can help project 
enemy doctrine. For fear that 
other telemetry information on the GCS interface might be also disrupted, presenting key status 
parameters (e.g., battery level, time of flight, or mission progress) on the sentinel UI can help 

Figure 4. The sentinel warning on a detection of cyberattack (Left 
Panel). The sentinel diagnosis of system damage, together with a 

history report of similar attacks (Right Panel). 
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avoid additional data verification processes and make a more confident decision for the pilot. As 
the pilots handle high-security intelligent information while operating time-critical missions, they 
are often faced with an urge to make out-of-the-box, highly uncertain strategic decisions, such 
as abandoning UAVs (if the mission completion level is low) or aborting the current mission. 
Furthermore, under multiple-drone swarm operations, the pilots can become quickly overloaded 
with the urge to simultaneously monitor and reconfigure multiple vehicles. 

    Integration of Sentinel UI  

During mission operation, the vehicle’s parameter changes will be monitored within 
QGroundControl 3(an open source software for ground control station simulation), which will 
exchange the Sentinel information (MAVlink4 message) customized for specific cyberattack 
types, see Fig. 5. The ground control station software serves the pilot as the main interface for 
controlling the drone by providing GPS location and other status parameters of the vehicle and 
supporting command inputs. In addition to those functionalities, the QGroundControl was 
modified to display specific messages (new window on bottom right of the image below in Fig. 5) 
to the pilot, based on the information sent from Sentinel. 

 
For actual implementation, key UAV parameters (such as speed, flight time, battery, and the 
percentage of mission completed), and sentinel messages were stored and updated into a 
separate Dronekit-based UAV operation. That way, the sentinel UI application simply read in the 
updated information and displayed it on to the panel. The reason for such separate design, 
instead of retrieving directly from the vehicle SITL simulation was that the SITL does not allow 
multiple access to its simulated vehicles. To avoid port conflict, status/suggestion information to 

 
3 http://qgroundcontrol.com/ 
4 https://mavlink.io/en/ 

Figure 5 An illustration of Sentinel Messages displayed on the QGroundControl (GCS) Interface  
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be displayed had to be generated in one part and read again for display in another part of the 
sentinel design. A cyberattack detected would activate various sentinel messages depending on 
certain operational context and scenarios, depicted in Figures 7-14. Generally, the image frames 
would follow the timeline defined in Fig. 6.  
 

 

 

 

  

 

 

Figure 6. Timeline for UI image frames to display upon cyberattacks detected by Sentinel 

Figure 7. Frame 1, before Sentinel detects 
cyberattacks.  

Figure 8. Frame 2, a pop-up message to show 
immediately after cyberattack detection. The pilot is 
required to close the window manually to ensure the 
message reception.  

 

Figure 10. An illustration of Frame 3 (when 
no previous history is available),  

Figure 9. An illustration of Frame 3 to display damage 
information and previous attack history, if any. The 
type of damage and history availability will follow 

experimental design.   
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SIMULATING UAV MANEUVER AND CONTROL 

Visualization of the flight and additional (pilot engaged, in real time) UAV control was completed 
through a commercial drone-control software named, UGCS5. 
 
UGCS is connected to the SITL using a UDP port and display the simulated drone’s trajectory as if 
the user is currently operating the UAV in real life. It is not directly connected to the Sentinel UI 
as mentioned in its implementation approach. Any flight information shared between the 
sentinel and UGCS are both coming from the simulator itself, and UGCS is simply visualizing.  
 
In addition to displaying current vehicle’s location on the map, UGCS allows manual control of 
the vehicle; the pilot can designate new waypoints, make the vehicle force-land or return to 

 
5 https://www.ugcs.com/ 

Figure 11. An illustration of image frame 4, an 
additional message to show after Frame 3 
and will last for 3 seconds for reception.  

Figure 12. Image frame 5 with recommended 
guidance for reconfiguration options  

Figure 13. An illustration of Frame 6, the 
previous frame will be updated to show 
predictive information about response 

options.  

Figure 14. Another illustration of Frame 6 
when the predictive information is not 

available.  
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home. Once the pilot makes changes in the UAV through UGCS, the vehicle is automatically 
switched to ‘manual mode’, and its pre-planned mission is overwritten.  
 
Another important feature UGCS provides is providing additional simulated vehicles within UGCS 
application. Though these UGCS-simulated vehicles are not part of SITL, so we cannot trigger 
cyber-attacks on them, they serve as additional mission UAVs for experiment settings in which a 
swarm UAVs are operated. 

    GENERATING MISSION AND CYBERATTACK RECOVERY SCENARIOS  

Prior UVA research efforts indicated that without special orientation operators of physical 
systems, it cannot be expected to either recover in a timely manner, or dependably choose 
resilience solutions in the face of cyberattacks that might deteriorate the system 
performance. However, the combination of non-familiarity with cyberattacks and their 
potential consequences, the lack of supporting technologies to aid in resilient solutions, and 
the possibilities for cyber-attacking adversaries to respond in near-real time to resilient 
solutions, altogether complicate optimal recovery.  

    Rationale and assumptions for experimental scenarios  

The experiment will be designed to introduce sufficient complications regarding the size of 
the solution set available to the operator and the potential for adversarial responses to offset 
the selected solution. The experimental scenario will be a UAV-based surveillance mission as 
part of an integrated search and rescue mission. A single UAV pilot will be managing a single 
or two UAV’s operating on trajectories selected to find wounded soldiers in need of medical 
attention. The mission is time critical in keeping with the potential time-sensitivities 
associated with medical treatment. 

While the mission is underway a cyberattack will be detected for one of the two aircrafts. For 
example, the Sentinel sub-system that makes the detection may declare that a waypoint has 
been moved so that the UAV has already started to fly a different path than the pilot assigned 
it. As part of the attack, the pilot’s display makes it appear as if the aircraft is flying on the 
intended route.  

While one of the two aircrafts has been discovered to be under attack, the other has not, it 
could raise a question to the pilot as to why not; it may be that the attacker was not able to 
execute the second attack, or purposely decided to either delay that attack. Furthermore, the 
pilot will not be certain if this will be the only attack intended or it will have been 
accompanied by a not-yet-revealed attack. A series of these questions may also raise concern 
about whether there will be a corresponding aspect to the attack that is non-cyber related 
(e.g., kinetic or EW). Finally, it is possible that the detection of an attack is in error. The 
sentinel-subsystem can potentially provide likelihood information (e.g., 90% chance of proper 
detection). It may be that the Sentinel on the second aircraft indicates that it is not under 
attacks, and special tests can be run on both Sentinels at pilot’s option at the expense of lost 
mission time. In addition, the pilot can devise his own tests (e.g., change a waypoint and see 
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what happens, or put aircraft in a loiter mode to confirm that aircraft control is properly 
working). 

For scenarios of possible Sentinel-operator interactions, a decision tree is created to 
encompass a variety of possibilities for the pilot and the sentinel to act independently of each 
other, including the operator overriding the sentinel, or the sentinel executing some action 
automatically. The construction of the tree assumes that there would be multiple options to 
detect and to respond to any given cyberattack, with each option varying in effectiveness. 
This introduces the tradeoff of using multiple detection or response options to increase the 
likelihood of detecting/combatting the cyberattack at the cost of increased time vs. faster 
responses with a lower chance of success.  

For concrete scenarios, six sample cyberattacks were selected to construct the sets of 
experiments around. Among them, three were “established” cyberattacks, i.e., cyberattacks 
that have occurred and reported in the defense community, and the other three were 
hypothetical cyberattacks, which do not follow known symptoms and patterns. For both 
attack types, the attacks were selected so that they were representative of the three 
categories of cyberattacks [4], with a priority for cyberattacks that were well documented in 
literature, to ease the experimental implementation. The selected attacks were: 

• Three known cyberattacks:  
– GPS Spoofing – false GPS signals are fed to the UAV, causing the UAV to redirect itself 

towards a different course 
– Corrupted Input – bad inputs are fed to sensors, causing software problems with the 

UAV.  This includes fuzzing attacks and buffer overflow attacks. 
– Signals Jamming – Communications signals to the UAV are jammed. 

• Three unknown cyberattacks: 
– ADS-B Spoofing – false ADS-B signals are directed to the UAV, causing the UAV to 

change course to avoid collision with a spoofed aircraft 
– Gain Scheduling Attack – the control system dynamics of the UAV are sabotaged, 

causing flight instability 
– Video Replay Attack – the video feed of the UAV is sabotaged, limiting navigation-by-

sight and   
Having selected those attacks, the current focus is to research and collect a set of detection     
and response options for each of the cyberattacks for implementation in later experiments. 

After the sentinel interaction with the pilot on initial attacks, a list of available response 
solutions may be presented to the pilots. The pilots could choose one or a combination of 
multiple responses, depending on the time constraints, mission context, system status, 
security concerns, or other factors of reasoning. From the cognitive standpoint, this choice 
involves the engagement of multiple SA information, reasoning and problem solving under 
the tradeoffs among mission criteria and other dilemmatic situations.  
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Table 1 lists possible response solutions against malicious disruption of waypoints and Table 
2 lists the corresponding Sentinel messages.   

 Table 1. A List of resilient solutions against waypoint attacks  
System damage Possible Resiliency Options 
Damage on 
navigation module 
 

- Replace the navigation module  
- As an added precaution, replace the internal UAV communications to a backup 
communication channel between the navigation and flight control sub-system 
- Reconfigure the control display to permit presentation of the updated trajectories 

Damage on 
guidance module 
 

- Recover waypoints (reset the navigation software and upload the original flight 
plan)  
- Use alternate waypoints (reset the navigation software and upload an alternate 
flight plan) 
- Switch to a manual guidance 
- Reconfigure the control display to permit presentation of the updated trajectories 
(An operator may want to check the actual waypoints that the suspicious vehicle has 
been following.) 

Others - Force land both UAV(s) 
- Recover the UAV that the Sentinel indicated as attacked 
- Apply the diverse redundancy solution for both UAV(s)  
- Call in a new UAV from home 
- Continue mission while ignoring Sentinel alert  
- Abort mission and go home with all UAVs 

 

Some response options require specific assumptions regarding associated Sentinel messages 
and reconfigurations. Those assumptions were later communicated to the participants prior 
to experiment. For example, 

• Reconfigure the control display to permit presentation of the updated trajectories: Sentinel 
will ask for confirmation in the case of damage on navigation module. Sentinel recognizes this 
damage, ask yes or no, if verification is necessary or not. 

• Call in a new UAV from home: Assume that by default, Sentinel monitors only one of the UAVs 
(in multiple UAV operation). Second Sentinel will not be automatically activated and the pilot 
may choose to control redundancy for either one or both of the Sentinel. Ideally, there will 
be two Sentinel for each one of the UAVs in the swam operation.  
 

Table 2. Sentinel messages to be displayed for each damage type and response option. 
Damage type Previous history Response options. 

Navigation 
module 

Annual frequency: 20 occurrences per year  
Rate of immediate re-attack: 95% Overall 
System Damage: 40%  

(1) Replace the navigation module 
(Quality:45%±10; Time: 4min±1) 
(2) Replace the internal UAV-GCS 
communications to a backup communication 
channel (Quality:65%±5; Time: 10min±2) 

Guidance module Annual frequency: 15 occurrences per year  
Rate of immediate re-attack: 75% Overall 
System Damage: 60%  

(1) Reset the navigation software and recover 
the original flight plan  
(Quality:45%±5; Time: 5min±1) 
(2) Upload an alternate flight plan 
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(Quality:75%±5; Time: 10min±2) 
(3) Switch to a manual guidance mode 
(Quality:85%±5; Time: 20min±2) 

Other Annual frequency: 10 occurrences per year  
Rate of immediate re-attack: 45% Overall 
System Damage: 80% Damage 
Breakdown: Navigation 50%, Guidance 
10% 

(1) Land UAVs (Quality:45%±5; Time: 5min±1)  
(2) Return home both (or one of the) UAV(s)  
(Quality:25%±10; Time: 10min±2) 
(3) Call in a new UAV from home 
(Quality:95%±5; Time: 20min±2) 
 

Guidance module 
+ Control System 
(global damage) 

Annual frequency: 5 occurrences per year  
Rate of immediate re-attack: 15% Overall 
System Damage: 80% Damage 
Breakdown: Navigation 50%, Control 10% 

(1) Reset the navigation software and recover 
the original flight plan  
(Quality:45%±5; Time: 5min±1) 
(2) Upload an alternate flight plan 
(Quality:75%±5; Time: 10min±2) 
(3) Switch to a manual guidance mode 
(Quality:85%±5; Time: 20min±2) 
(4) Check the control system 

 

CHARACTERIZING HMT PERFORMANCE IN THE CONTEXT OF CYBERATTACKS  

Prior UVA research efforts indicated that without special orientation operators of physical 
systems, it cannot be expected to either recover in a timely manner, or dependably choose 
resilience solutions in the face of cyberattacks that might deteriorate the system 
performance. However, the combination of non-familiarity with cyberattacks and their 
potential consequences, the lack of supporting technologies to aid in resilient solutions, and 
the possibilities for cyber-attacking adversaries to respond in near-real time to resilient 
solutions, altogether complicate optimal recovery.  

    Rationale  

The performance will be characterized based on the time-window model for a wide range of 
scenarios. It will further allow us to analyze the resilient performance of unmanned aerial 
systems (UAS) including human operators. In the time window model, see Figure 1, time is a 
primary factor among all metrics to evaluate if pilots select the right response at the right 
time. Additionally, the following definition will apply to the encoding of action responses 
under specific time window:  

• Opened time window (𝑂𝑂𝑡𝑡): availability exits for an action which can lead to required situation. 
Unopened time window (𝑈𝑈𝑡𝑡): the required situation hasn’t been available yet.                                 

• Closed time window (𝐶𝐶𝑡𝑡): the availability no longer exists.  
For now, the following metrics can be suggested to quantify performance (𝑏𝑏𝑗𝑗: j possible 
actions; 𝑤𝑤𝑖𝑖: i possible time windows).  

• Number of early actions. 𝑏𝑏𝑗𝑗 is an early action when 𝑏𝑏𝑗𝑗, 𝑤𝑤𝑖𝑖 are corresponded with each other 
and 𝑤𝑤𝑖𝑖 ∈ 𝑈𝑈𝑡𝑡. 
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• Number of on-time actions. 𝑏𝑏𝑗𝑗 is an on-time action when 𝑏𝑏𝑗𝑗, 𝑤𝑤𝑖𝑖 are corresponded with each 
other and 𝑤𝑤𝑖𝑖 ∈ 𝑂𝑂𝑡𝑡. 

• Number of late actions. 𝑏𝑏𝑗𝑗 is a late action when 𝑏𝑏𝑗𝑗, 𝑤𝑤𝑖𝑖 are corresponded with each other and 
𝑤𝑤𝑖𝑖 ∈ 𝐶𝐶𝑡𝑡 

• Number of errors. 
• Missed actions. For any 𝑏𝑏𝑗𝑗, 𝑤𝑤𝑖𝑖 is not relevant to it. 

In general, a resilient solution to disruptive events can be represented on a problem space, in 
terms of the two primary dimensions of time (how long it is expected to take for the solution 
to handle the problem) and performance (the expected quality of the system after recovery, 
compared to the one in normal operations). Often, the uncertainty associated with each one 
of the dimensions may warrant the secondary dimension of confidence (the assurance of the 
solution to recover from the problem). Presumably, this level of confidence will be correlated 
with the variances in estimation of time and performance and be subject to individual traits 
of the involved humans.  

The set of solutions will be crafted particularly 
from the shaded regions in the problem space; 
see Fig. 15. The solutions in the regions force 
one to choose quality over time, or vice versa. 
This tradeoff helps examine various aspects of 
response selection in a mission context under 
human-machine collaboration.  

A decision response is considered an outcome 
of interdependence among human, machine, 
and situational environment, rather than 
human alone. In settling down for a solution, 
the pilot and Sentinel should collaboratively 
handle the uncertainty associated with the 
solution. Under cyberattacks and subsequent 
system disruptions, machine-generated 
estimation of time and performance may fluctuate, and the pilot will be forced to choose an 
appropriate recovery solution given incomplete information about the system. It is important 
to note that delays on the pilot’s part regarding selection of a solution contribute to the 
response time required for reconfiguration. Pilot delays can result for a variety of reasons 
ranging from a desire to gather more information regarding the decision at hand to simply 
delaying to observe what will happen next. It is a known expert trait to exploit situation 
awareness (SA) in the specific mission context so as to fill the information gap in a flexible 
manner. The mission context and the system status are key determinants for predicting 
whether a chosen solution will be more or less effective. The experimental scenarios to be 
described in the next sections will incorporate the variations of mission- and system-factors 
to test how a human-machine team settles on specific solutions.  

Figure 15. A schematic representation of problem 
space 
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THE DEVELOPMENT OF EXPERIMENTAL PLAN  

This section describes experimental process, treatment control methods, measurement 
methods, and subject inclusion/ exclusion criteria. 

 EXPERIMENTAL PROCESS  

This experiment expects the participant’s interaction with a simulated ground control station 
(GCS) for a good length of time, long enough to familiarize themselves with control interface 
and mission operation, before the participant experiences a cyberattack and is called upon 
to select a recovery solution. Inevitably, this lengthy interaction may involve many factors 
associated with mission and system parameters. We define a scenario as a possible 
combination of values from each one of these factors.  

Together with the factors that comprise a scenario, an orientation method to learn about 
resilient options before running the simulation can be an important variable. With the long 
list of experimental variables presented later in this document, it is reasonable to adopt a 
two-phase experimental approach. For the first phase, the experiment aims to screen out 
statistically insignificant factors from within a broader set of scenarios by involving a smaller 
number of participants. For the second phase, the experiment will narrow the scenarios using 
a reduced set of variables and test them on a larger group of participants. Table 3 summarizes 
basic information for the first-phase experimental design. The second-phase experimental 
design may be determined based on the analysis of results derived from the initial phase of 
experiments.  

Table 3. A summary of experimental process 
• Number of participants: 4 out of 15 planned.   
• Possibly two-day experiment for each participant (orientation on day 1, and simulation experiment on day 2) 

Part I - Orientation  
• Method of orientation: default (non-interactive, video lecture) 
• Estimated time for orientation: approximately 1 hour  
• Procedure with the estimated time breakdown 

– Filling out the consent form and the paper-based pre-test survey (Appendix 1) - 10 min 
– Video lecture: “Introduction to resilient solutions to cyberattacks” by B. Horowitz (Attachment file 

B) - 15 min 
– Tutorial: self-learning for mission planning and basic functions of the control interface and the 

Sentinel (Attachment file C)– 25 min  
– Q&A: the experimenter’s role is to ensure that the participant becomes familiar with the control 

functions 
– Test: a short test of conducting functional operations on a sample mission (Attachment file D; this 

performance needs to be video-recorded for baseline assessment) – 10 min 
Part II - Simulation Experiment 

• Total number of experimental scenarios: 12 
• Estimated time:  approximately 3.5 hours 
• Procedure with each scenario run (repeat the same procedure over all scenarios, and the experimenter is 

responsible for guiding through the completion of each scenario, collecting all data, and launching the next 
scenario for the participant) 

– Download and installation of all executable files by the experimenter (Attachment file E) 
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– An introduction to the overall experimental procedure on iPad (Attachment file F)– 1 min 
– Review a mission debriefing for the current mission scenario on iPad (Appendix 2 & Attachment file 

F)– 1 min 
– Compose a mission plan for the current scenario on iPad (Attachment file F)– 5 min 
– Run a simulation (the experimenter will launch a simulation based on the participant’s choice of 

mission route, and start video-recording the screen) – 5 - 10 min, depending on the scenario 
– Post-mission review of cyberattacks and resilient responses on iPad (Attachment file F)– 5min  
– Move to the next scenario according to the design of experiment (the experimenter will check all 

data collection and help move on to the next scenario) 

Experimental scenario description  

“Waypoints are changed by adversary!” A single pilot conducts a post-battle damage 
assessment surveillance mission over a broad area of enemy land where ground troops likely 
suffered significant injuries. Rapid mission completion is critical to identifying the location of 
the casualties and call for medical support. Throughout the mission scenario, the pilot is 
responsible for planning, execution and modification of routes to inspect the region 
effectively and efficiently. The ground control system allows the pilot to choose between 
autonomous mode (automatically operating the UAVs with a preplanned route) and guided 
mode (the pilot manually commanding for the next routes). In response to enemy 
cyberattacks, the intelligent agent, Sentinel, detects the inconsistency of control data within 
the system, alerts reduced system performance (% function) after the attack, and provides a 
set of available resiliency options for the pilot to choose from while launching an initial 
automated response. Thanks to this automated initial response, the system might recover to 
some degree, but it remains for the pilot to decide on the more complete follow-on response, 
which can include options beyond those suggested by the Sentinel.                

Key scenario assumptions  

• The mission uses group-two, rotary-wing UAVs (typically 20-50 pounds), with each vehicle 
normally operational for up to 1-hour surveillance mission.  

• The adversary may have implanted Trojan horse into UAV control software, and the Trojan 
surreptitiously alters waypoints.  

• Simultaneous attacks may be launched on the GCS display to conceal the fact that the UAV is 
going off course.  

• Depending on the specific scenario, only one or both of the UAVs can be on the same mission 
for cooperative mission operation. 

• The activated Sentinel is just for one of the UAVs. Second Sentinel is not automatically 
activated.    

Experimental factors  

Identifying key variables is the first step to experimental design. Key variables to be tested or 
measured in the experiment are classified in terms of their relations to (1) human, (2) UAV 
system, (3) mission/ attack context, and (4) resiliency solution. All variables that are actively 
controlled in the experiment are marked as independent (I), while those that are not as 
dependent variable (D).   
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1. Human-related variables: These variables focus on individual differences in ability, 
awareness, and traits that are related to resilient behaviors. One independent factor of 
orientation method will be tested in a block, while other variables are dependent 
variables.   

a. Orientation method (I.0): In theory, an exposure to concrete cases with expert-
guided value judgment can help build a more sophisticated scheme tailored to a 
variety of mission contexts. In addition, interactive guidance helps modify a 
scheme to conform to that of the guiding expert. Both case-driven and interactive 
training are effective methods to building a scheme that is highly adaptive to new 
situations. At the first-phase experiment, the new training method will not be 
adopted. Instead, a rule-based, non-interactive lecture will be provided for a 
reference.  

b. (Mission/ Cyber) Situation awareness (D.1): a dependent variable to measure the 
degree to which the subject is aware of current system capabilities and constraints 
within the ongoing mission context and the disrupting cyberattacks.   

c. Resilient scheme (D.2): a dependent variable to measure the acquired ability to 
understand causal relations between a disruptive event, recovery options, and 
resiliency. Contrary to a simplified scheme (i.e., rule-based), a more sophisticated 
scheme (i.e., knowledge-based) enables the pilot to better respond to the 
disruptive event, and to rapidly appraise recovery options for the current 
situation. This scheme can be learned, but also subject to individual traits to be 
measured via pre-test survey items.  

d. Individual traits (D.3): demographic information, propensity to trust, and 
personality (see Appendix C).   

2. Mission- and cyberattack-related variables: The variables defined here form mission 
context for each one of the experimental scenarios. All independent variables will be 
factored into the scenarios for the first-phase experiment.      

 

 

 

 

 

 

 
Figure 16. Two different scenarios that vary by the factors of mission location (I.1) and 

home location (I.2). 
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a. Mission location (I.1): For a surveillance mission, the distribution of open versus 
complex geographic areas can impact the choice of flight route. This factor will 
compose an experimental block, together with the number of UAVs in mission 
(I.9).  [Low level- open area, High level- a complex geographic area with no-fly 
zones]   

b. Home location (I.2): Normally, rotary-wing drones perform missions within 1 – 10 
miles away from home due to limited battery capacity. A longer distance from 
home can limit mission time as well as slow the response option of calling-in a new 
vehicle. [Low level- home located within 1 mile, high level- home located within 
10 miles] 

c. Target density (I.3): The estimated number of injured target troops in a given 
search area. This information may help the pilot revise the flight route for more 
efficient search. [Low level- less than 10 potentially injured target troops, high 
level- more than 100 potentially injured target troops]   

d. Mission progress (I.4): The percentage of scanned area out of the entire mission 
location. This variable may impact the choice of response options. On initial attack, 
Sentinel will display current mission progress (%), and update it every 5 second, 
see Figure 17. [Low level- 20% scanned at the moment of initial attack, high level 
– 80% scanned at the moment of initial attack] 

e. Initial history report of cyberattack (I.5): On detection, Sentinel will report the 
number of historic cases of waypoint manipulating cyberattacks. Although 
incomplete, this report may help the pilot gauge risk and credibility of the report. 
In addition, the pilot may use this information to conjecture enemy doctrine. [Low 
level- no history report provided, high level- relevant history report provided (this 
report will correlate with post-attack assessment I.6)].  

 

Figure 17. Calculation of mission progress by the percentage of scanned area (in green) on initial 
cyberattack, and the display of mission progress on Sentinel interface (in red-dotted area) 
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The report may include the following statements in Table 4, and a sample Sentinel 
UI is illustrated in Fig. 17. 

 

 

 

 

 

 

 

 

3. System-related variables: The following variables also form mission context and 
serve as independent experimental factors to compose a scenario.  

a. Number of UAVs engaged in the mission (I.9): The surveillance mission can be 
conducted by a single UAV, or a two-UAVs in a swarm. For two-vehicle 
surveillance, the mission area can possibly be subdivided for each vehicle for 
cooperative operation. The pilot will then choose the most appropriate flight 
route from the list of preplanned ones, see Figure 18. In case one of them is 
damaged, the pilot can select an alternate waypoint file for the available vehicle 
to fast cover the area. Together with I.1, this factor forms an experimental block. 
[Low level – a single-UAV operation, High level- a two-UAV swarm operation] 

 

Frequency information  

- Number (2 vs. 20) of reported attacks of same type in the mission area over a 2 year period 
Information about immediate re-attacks 

- No re-attacks reported in waypoint-related attacks accompanied by initial attack 
- Higher likelihood (50%) of re-attacks reported for waypoint attacks, typically within a few minutes  
Information about severity 

- Navigation aids (including communication to flight control systems) have been the target of attack (over 50%) in 
most cyberattacks with waypoint disruption 

- Guidance subsystems (flight plan data and software) have been severely damaged in most cyberattacks with 
waypoint changes  

- Cyberattack may include a second component that manipulates pilot display to hide the modified trajectory 
 

Table 4. Sample text for the history report 

Figure 18. Illustration of some preplanned flight routes for a single (left panel) and two-UAV (right panel) 
operations on an open mission field. In case a mission operation involves a complex mission area with no-fly 

zone, the routes that are customized to the region will be also provided. 
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b. Battery power/ time-of-flight (I.10): For the pilots, mission planning and response 
selection is constrained by remaining battery level. Battery level will decline 
linearly over time-of-flight from 100% down to 20%, see the lower left corner of 
the Sentinel display in Figure 3. For warning, the battery level below 70% will be 
color-coded with orange text, below 50% with yellow, and below 20% with red.   
[Low level- 50 min mark for time-of-flight, and with low battery level, high level- 
10 min mark for time-of-flight, and with high battery level] 

4. Resilient solution-related variables: these variables are not experimental factors, but 
are useful to construct resiliency solutions.   

a. Scope of solution (D.4): The pilot may choose to reconfigure only the locally-
damaged sub-system(s), or to exploit diverse redundancy in a broader scope.    

b. Predicted quality and rate of recovery, together with prediction error (D.5): To 
some response options, the Sentinel can provide prediction of quality and time-
to-recovery; for quality, the percentage of system functions to be fully capable 
after recovery; for time, the predicted time to recover in minutes. In addition, 
prediction errors will follow the prediction value (±), to represent inherent 
uncertainty. This prediction error may impact the pilot’s confidence in selecting a 
response.  

c. End-to-end test and verification actions (D.6): Test and verification of the 
resiliency solution(s) is not mandatory, but helps dispel doubts in the solution, and 
thus, the pilot can become more confident (a thorough verification can assure that 
the solution of choice is more likely to result in expected outcomes at the expense 
of time to verify it).  

A range of response options will be informed in orientation, and can be executed on the 
ground control interface for test and verification of each solution. The following list illustrates 
possible verification options associated with each solution. The list is not exhaustive. A post-
test interview will confirm the basis for his or her selected verification approaches (see 
Appendix C).  

• For bringing in another UAV: Check if it has taken off, or check that new UAV is in functioning 
order.  

• For returning to base: Check the diverse redundant UAV components (GPS receiver, IMU, etc) 
for signs of cyberattacks impacting them as well as the components that they replace. 

• For taking direct control of UAV: Verify that there are no signs of latent attacks on UAV control 
signal. For example, put the damaged UAV in a loiter mode 

• For restoring original flight plan: Verify that original flight plan is uncorrupted, assuming that 
the Sentinel has a backup of the flight plan 

• For alternate flight plans: Check that alternate flight plans have not been modified 
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Experimental design  

Considering large number of candidate factors, screening them into more 
important ones is needed. The first-phase experiment aims to screen significant 
factors and validate measurement systems, and the second-phase aims to obtain 
reliable, representative responses from the larger pilot population. The 
experimental plan for the second phase will be subject to the outcome of the first 
phase.  

The Plackett-Burman design will comprise 12 different scenarios defined in Table 
4. In addition, the four experimental blocks are comprised of the combination of 
the two factors, the mission area (column 3) and the number of UAVs involved in 
operation (column 4), which primarily characterize overall mission environment. 
The run order shall be randomized for each participant within each one of the 
blocks. The run order for the blocks are by operation difficulties, from easy to hard, 
Block#1 (open area, single-UAV)  Block#3 (complex area, single-UAV)  Block#2 
(open area, swarm-UAV)  Block#4 (complex area, swarm-UAV).  

Table 5. Experimental design; each row corresponds to a scenario number; within each block (1-4), the order of 
the scenarios presentation will be randomized, except for the baseline* scenarios that will run at the beginning 

of the block.  
Scenario# Bloc# Mission  

Area  

UAVs Home  Target  

Density 

Mission  

Progress 

History 

Available 

Damage 

assessment 

Cyberattack Sentinel Battery 

power 

3 

(baseline)* 

1 open 1 near sparse low yes - No attack No alert low 

1 open 1 near dense high no local damage (on 

navigation) 

Attack Alert high 

2 open 1 distant sparse low yes global damage (on 

guidance data and 

control module) 

Attack Alert high 

3 open 1 near sparse low yes - No attack No alert low 

4 

(baseline)* 

2 open 2 distant dense low no - No attack No alert high 

4 open 2 distant dense low no - No attack No alert high 

5 open 2 distant dense high yes - Attack No alert low 

6 open 2 near sparse high no global damage (on 

guidance data and 

control module) 

No attack Alert low 

7 3 complex 1 near dense high yes - No attack No alert high 

8 complex 1 distant sparse high no - Attack No alert low 

9 complex 1 distant dense low no  global damage (on 

guidance data and 

control module) 

No attack Alert low 

10 4 complex 2 near dense low yes local damage (on a 

module 

unspecified) 

Attack Alert low 
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11 complex 2 distant sparse high yes local damage (on a 

module 

unspecified) 

No attack Alert high 

12 complex 2 near sparse low no - Attack No alert high 

 

Collecting data for scenario-wise resilient solutions  

At the end of each scenario run, a participant would be asked to formulate their 
own resilient plan for that mission scenario in terms of goals, possible responses, 
and their anticipated effects on the goals. An interactive visual tool was designed 
to help the participant to weigh a set of multiple mission goals, to formulate 
response options as a recovery plan, and to assess how the plan would achieve 
each one of the mission goals. The tool was developed in Java Script language and 
implemented through online.  

Figures 19-21 illustrate graphical interface designs to collect user inputs during a 
session. By default, four goals were set with equal weights and the user was 
permitted to add their own goal specific to mission scenarios. Each goal was color-
coded to visualize relative weights on the pie chart. The same color scheme was 
repeated in the Response Effects interface (Figure 21) to help self-assess the 
effects of the selected response options (Figure 20) on each one of the goals.  

 
For Fig. 20, the user would review a list of sample responses from the right panel 
and drag-and-drop each response to an appropriate place in the left bins. The list 
has to be cleared to complete response selection and optionally, the user could 
add their own responses.   

Figure 19. An interactive visual interface to collect individual weights on a set of mission goals.  
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For Fig. 21, the assessment was to be quantified in a discrete scale for each goal 
and the user was responsible for completing his or her own resilient plan to online 
server by pressing the Download button.    

In formulating a resilient plan, a participant was free to navigate between the 
interface pages (for weighing goal, recovery option formulation, and effect 
assessment) and make changes via an upper menu tap, until submitting their own 
responses.       

EXPERIMENTAL DATA ANALYSIS  

This section details experimental outcomes based on the data collected from the AFIT team. The 
AFIT team did not complete data collection as planned and the current data analysis is based on 
incomplete dataset only from 4 participants. Due to the insufficient size of the sample, the 

Figure 21. An interactive visual interface to collect a set of responses to best prefer, accept, and avoid for a 
mission scenario.  

 

Figure 20. An interactive visual interface to collect self-assessment of the mapping between specified goals (in 
Figure 19) and responses selected (in Figure 20).  
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statistic reliability of analytic findings and models is limited. For publication purpose, the UVA 
team will continue to work with the AFIT to complete the data collection and analysis.     

 SUMMARY OF INDIVIDUAL PARTICIPANT RESPONSES  

A graphical summary of response options selected over the experimental scenarios (1-12) and 
their blocks (1-4) for one participant is depicted in Figure 22. Each one of the 11 responses in 
the columns was visualized in terms of choice (1) or no choice (1); the “Best responses” and 
“Acceptable responses” categories in Figure 20 were merged into responses to accept for the 
upper panel and “Responses to avoid” in the lower panel. For brevity, the response options 
were labeled in the first row with three keywords.    

Figure 23 graphically summarizes an individual’s response options selected over the set of 
scenarios that involved cyberattack (or not) in the upper panel and that involved sentinel alert 

Figure 22. A graphical summary of response options selected over the experimental scenarios (1-12) and their 
blocks (1-4).  
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(or not) in the lower panel. For brevity, the response options were labeled in the first row by 
using three keywords.  

Figure 24. A graphical summary of response options selected over the set of scenarios that involved cyberattack 
(or not) in the upper panel and that involved sentinel alert (or not) in the lower panel.     

   

Figure 23. A graphical summary of response options selected over the scenarios that correspond to the 4 
categories of correct detections (cyberattack and alert), correct rejections (no attack and no alert), false 

positives (no attack and alert), and false negatives (attack and no alert).  
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Figure 24 provides a graphical summary of an individual’s response options selected over the 
scenarios that corresponded to the 4 categories of correct detections (cyberattack and alert), 
correct rejections (no attack and no alert), false positives (no attack and alert), and false 
negatives (attack and no alert). For brevity, the response options were labeled in the first row 
by using three keywords.    

Figure 25 provides a graphical summary of an individual’s response options selected over the 
scenarios that involved experimental factors nested with the sentinel alert. The experimental 
factors of damage assessment and attack history were presented only if the sentinel alert was 
activated in a scenario.   

STATISTICAL ANALYSIS AND MODELING 

The following subsections will detail out statistical analyses step by step, one leading to the 
next. Each analytic step has their own hypothesis to be tested.  

(1) Descriptive statistics of negative and positive responses   

Positive responses are measured by the number of response options that were 
selected by an individual to accept, and negative responses by those that were 
selected to avoid. Key experimental factors must be first checked for validation to 

Figure 25. A graphical summary of response options selected over the scenarios that involved experimental 
factors nested with sentinel alert.  
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see if at least one results in statistically significant differences in response options. 
Invalid factors may fail to generate significantly different responses from an 
experiment, and thus, disable testing of other hypotheses. For this check, an 
appropriate summary statistic (𝕊𝕊) of response options should be defined. The 
most important factor manipulated over experimental scenarios is the occurrence 
(or the lack) of cyberattacks. Therefore, the first hypothesis to check for a 
summary statistic is: 

 

For statistical summary, it is necessary to define metrics that quantitively 
represent the set of response options to be selected or to be avoided. We defined 
two metrics for negative and positive responses, respectively, which count the 
total number of response options selected to avoid and to accept.     

Table 6. Descriptive statistics and hypothesis testing results. 
 Metric 1: total number of response options 

to accept 
Metric 2: total number of response options 
to avoid 

Descriptive 
statistics 

Factor: 
Cyberattack N Mean StDev 

SE 
Mean 

no attack 8 4.50 2.98 1.1 
attack 7 7.86 1.35 0.51 

 

Factor: 
Cyberattack N Mean StDev 

SE 
Mean 

no attack 8 6.50 2.98 1.1 
attack 7 3.14 1.35 0.51 

 

Two sample 
t-test 

T-Value DF P-Value 
-2.87 10 0.017 

 

T-Value DF P-Value 
2.87 10 0.017 

 

Hypothesis 
H0 

Reject at a significance level 0.05 Reject at a significance level 0.05 

  

H0: 𝕊𝕊cyberattack =  𝕊𝕊No cyberattack 

Figure 26. Graphical summary of positive (number of response options to be accepted) and negative (number of 
response options to be avoided) responses, each over the factor of cyberattack.  
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The results from Table 6 and Figures 26-27 support our first objective (Objective 1: Devise 
and validate an experimentally driven approach to examine human-machine team 
(HMT)’s resilient performance under cyberattack in various mission contexts). 

(2) Linear statistical modeling of responses over experimental factors 

The linear model of negative responses takes on the number of response options that 
were selected to avoid as a dependent variable and experimental factors as independent 
variables. This model intends to check if the experimental factors were effective to induce 
statistically significant response behaviors. We modeled for the negative responses, 
anticipating that the positive ones would be similar in pattern (only the direction was 
different as shown in Figures 26-27). As a result, the model was statistically significant (p-
value <0.0001) with decent performance (the standard deviation of model errors: 0.354, 
and adjusted R-Square: 0.985). Six mission-related and contextual factors (home vicinity, 
mission progress, cyberattack, battery power, sentinel alert, and history available) were 
tested significant for negative responses.  

Table 7. Analysis of Variance for the linear statistical model of negative responses over experimental factors. 
Source DF Adj SS Adj MS F-Value P-Value 

Figure 27. Histogram of positive and negative responses over cyberattack and Sentinel alert.  
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Model 10 114.433 11.4433 91.55 0.000 
Linear 10 114.433 11.4433 91.55 0.000 

Mission_area 1 0.800 0.8000 6.40 0.065 
Home_vicinity 1 24.000 24.0000 192.00 0.000 
Target_density 1 0.056 0.0556 0.44 0.541 

Mission_progress 1 20.056 20.0556 160.44 0.000 
History_available 1 1.389 1.3889 11.11 0.029 

Damage_assessment 1 0.889 0.8889 7.11 0.056 
Cyber_attack 1 14.450 14.4500 115.60 0.000 
Sentinel_alert 1 4.050 4.0500 32.40 0.005 

UAVs 1 0.800 0.8000 6.40 0.065 
Battery_power 1 8.450 8.4500 67.60 0.001 

Error 4 0.500 0.1250   
Total 14 114.933    

Table 8. Estimated effects of experimental factors on negative responses. 
Term Effect Coef SE Coef T-Value P-Value VIF 
Constant   5.667 0.132 43.01 0.000   
Mission_area -0.667 -0.333 0.132 -2.53 0.065 2.07 
Home_vicinity -4.000 -2.000 0.144 -13.86 0.000 2.49 
Target_density 0.167 0.083 0.125 0.67 0.541 1.80 
Mission_progress 3.167 1.583 0.125 12.67 0.000 1.80 
History_available 0.833 0.417 0.125 3.33 0.029 1.87 
Damage_assessment 0.667 0.333 0.125 2.67 0.056 1.87 
Cyber_attack -2.833 -1.417 0.132 -10.75 0.000 2.07 
Sentinel_alert 1.500 0.750 0.132 5.69 0.005 1.85 
UAVs -0.667 -0.333 0.132 -2.53 0.065 2.07 
Battery_power 2.167 1.083 0.132 8.22 0.001 2.07 

 

 

 

 

 

 

 

 

(3) Linear statistical modeling of positive response over experimental factors  

 

Figure 28. Pareto chart of the standardized effects of experimental factors on 
negative responses at the 5-% significance level.    



 

Report No. SERC-2020-TR-016                                          
31 

The linear model of positive responses takes on the number of response options that 
were chosen to accept, as a dependent variable and experimental factors as independent 
variables. The model is statistically significant (p-value <0.0001) with decent performance 
(the standard deviation of model errors: 0.354, and adjusted R-Square: 0.985). As 
expected from (2), six mission-related and contextual factors (home vicinity, mission 
progress, cyberattack, battery power, sentinel alert, and history available) were tested 
significant for positive responses.    

Table 9 Analysis of Variance for the linear statistical model of positive responses over experimental factors. 
Source DF Adj SS Adj MS F-Value P-Value 
Model 10 114.433 11.4433 91.55 0.000 
  Linear 10 114.433 11.4433 91.55 0.000 
    Mission_area 1 0.800 0.8000 6.40 0.065 
    Home_vicinity 1 24.000 24.0000 192.00 0.000 
    Target_density 1 0.056 0.0556 0.44 0.541 
    Mission_progress 1 20.056 20.0556 160.44 0.000 
    History_available 1 1.389 1.3889 11.11 0.029 
    Damage_assessment 1 0.889 0.8889 7.11 0.056 
    Cyber_attack 1 14.450 14.4500 115.60 0.000 
    Sentinel_alert 1 4.050 4.0500 32.40 0.005 
    UAVs 1 0.800 0.8000 6.40 0.065 
    Battery_power 1 8.450 8.4500 67.60 0.001 
Error 4 0.500 0.1250     
Total 14 114.933       

Table 10. Estimated effects of experimental factors on positive responses. 
Term Effect Coef SE Coef T-Value P-Value VIF 
Constant   5.333 0.132 40.48 0.000   
Mission_area 0.667 0.333 0.132 2.53 0.065 2.07 
Home_vicinity 4.000 2.000 0.144 13.86 0.000 2.49 
Target_density -0.167 -0.083 0.125 -0.67 0.541 1.80 
Mission_progress -3.167 -1.583 0.125 -12.67 0.000 1.80 
History_available -0.833 -0.417 0.125 -3.33 0.029 1.87 
Damage_assessment -0.667 -0.333 0.125 -2.67 0.056 1.87 
Cyber_attack 2.833 1.417 0.132 10.75 0.000 2.07 
Sentinel_alert -1.500 -0.750 0.132 -5.69 0.005 1.85 
UAVs 0.667 0.333 0.132 2.53 0.065 2.07 
Battery_power -2.167 -1.083 0.132 -8.22 0.001 2.07 
       

(4) A model in (3) refined with mission blocks specified: 

The current experimental design defined four blocks that confound on the two factors 
of mission area and the number of UAVs involved. Blocking is a basic statistical 
technique to handle unexpected variabilities of nuisance factors (those factors that 
might significantly impact a model but not necessarily of interest to the purpose of 
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modeling). The refined model below linearly connects experimental factors-of-
interest, which is averaged over the four blocks.    

The model is statistically significant at 1% (p-value <0.0001) with decent performance 
(the standard deviation of model errors: 0.354, and adjusted R-Square: 0.985). 
Through this refinement, the experimental factor of history availability was excluded 
from the model.     

Table 11. Analysis of Variance (ANOVA) for the linear statistical model of positive responses over blocks and 
other experimental factors. 

Source DF Adj SS Adj MS F-Value P-Value 
Model 10 114.433 11.4433 91.55 0.000 
  Blocks 3 1.547 0.5157 4.13 0.102 
  Linear 7 113.667 16.2381 129.90 0.000 
    Home_vicinity 1 24.000 24.0000 192.00 0.000 
    Target_density 1 0.800 0.8000 6.40 0.065 
    Mission_progress 1 9.800 9.8000 78.40 0.001 
    Damage_assessment 1 0.889 0.8889 7.11 0.056 
    Cyber_attack 1 14.450 14.4500 115.60 0.000 
    Sentinel_alert 1 4.050 4.0500 32.40 0.005 
    Battery_power 1 8.450 8.4500 67.60 0.001 
Error 4 0.500 0.1250     
Total 14 114.933       

Table 12. Estimated effects of blocks and other experimental factors on positive responses. 
Term Effect Coef SE Coef T-Value P-Value VIF 
Constant   5.542 0.120 46.30 0.000   
Blocks             
  1   0.375 0.251 1.49 0.209 3.49 
  2   -0.625 0.229 -2.73 0.053 3.36 
  3   -0.625 0.229 -2.73 0.053 3.36 
Home_vicinity 4.000 2.000 0.144 13.86 0.000 2.49 
Target_density 0.667 0.333 0.132 2.53 0.065 2.00 
Mission_progress -2.333 -1.167 0.132 -8.85 0.001 2.00 
Damage_assessment -0.667 -0.333 0.125 -2.67 0.056 1.87 
Cyber_attack 2.833 1.417 0.132 10.75 0.000 2.07 
Sentinel_alert -1.500 -0.750 0.132 -5.69 0.005 1.85 
Battery_power -2.167 -1.083 0.132 -8.22 0.001 2.07 

 

 

 

 

YPositive_Response = 5.542 + 2.000 Home_vicinity + 0.333 Target_density + 1.417 Cyber_attack  
- 1.167 Mission_progress - 0.333 Damage_assessment - 0.750 Sentinel_alert  
- 1.083 Battery_power 
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(5) A model in (4) refined for mixed effects and statistically significant factors: 

For the five significant factors identified in (4), we considered the fact that some of those 
are random (such as battery power and mission progress), while others are fixed effects 
(such as cyberattack and sentinel alert). For an estimate of those effects, a mixed effect 
model is more appropriate. Fig. 30 depicts a reduced experimental data over those five 
factors.  

 

 

 

 

 

 

 

 

 

 

The resultant, mixed effect model has the following coefficients:   

YPositive_Responses = 5.468 - 1.872 Home_vicinity:near 
+ 1.872 Home_vicinity:distant 
+ 1.471 Mission_progress:low - 1.471 Mission_progress:high 
- 1.495 Cyber_attack:no + 1.495 Cyber_attack:yes 
+ 0.637 Sentinel_alert:no - 0.637 Sentinel_alert:yes 
+ 0.997 Battery_power:low - 0.997 Battery_power:high 

 

Figure 29. A pareto chart of the standardized effect sizes for all experimental factors including those 
confounded with blocks; the cut-off (red dotted) is set to 2.78 at significance level of 5%.   

Sentinel_alert 

* missing value 

Figure 30. A cube plot for the mean of positive response over 
significant factors-of-interest  
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Reviewing Tables 12- 15, the mixed effect model has large uncontrollable variabilities 
(indicated by the significant lack of fit having p-value =0.008 in Table 14) due to those of 
blocks, although the model has decent performance (the standard deviation of model 
errors: 0.779, and adjusted R-Square: 0.926).   

Table 13. Definition of factor types for mixed effect modeling 
Factor Type Levels Values 

Home_vicinity Random 2 near, distant 
Mission_progress Random 2 low, high 

Cyber_attack Fixed 2 no attack, attack 
Sentinel_alert Fixed 2 no alert, alert 
Battery_power Random 2 low, high 

Table 14. Analysis of variance (ANOVA) for the mixed effect model 
Source DF Adj SS Adj MS F-Value P-Value 
  Home_vicinity 1 48.152 48.1522 79.23 0.000 
  Mission_progress 1 27.882 27.8820 45.88 0.000 
  Cyber_attack 1 32.617 32.6171 53.67 0.000 
  Sentinel_alert 1 5.237 5.2369 8.62 0.017 
  Battery_power 1 13.661 13.6606 22.48 0.001 
Error 9 5.470 0.6077     
  Lack-of-Fit 4 4.970 1.2424 12.42 0.008 
  Pure Error 5 0.500 0.1000     
Total 14 114.933       
Table 15. Statistical analysis of coefficients for the mixed model 

Term Coef SE Coef T-Value P-Value VIF 
Constant 5.468 0.223 24.48 0.000   
Home_vicinity:            
  near -1.872 0.210 -8.90 0.000 * 
Mission_progress:           
  low 1.471 0.217 6.77 0.000 * 
Cyber_attack:           
  no attack -1.495 0.204 -7.33 0.000 1.02 
Sentinel_alert:           
  no alert 0.637 0.217 2.94 0.017 1.03 
Battery_power:           
  low 0.997 0.210 4.74 0.001 * 

 
Table 16. Analysis of variance components based on adjusted sum of square (SS) 

Source Variance % of Total StDev % of Total 
Home_vicinity 6.92168 50.67% 2.63091 71.18% 
Mission_progress 4.23175 30.98% 2.05712 55.66% 
Battery_power 1.90028 13.91% 1.37851 37.30% 
Error 0.607733 4.45% 0.77957 21.09% 
Total 13.6614   3.69614   
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Residual analysis does not point to inherent systemic biases, and thus, the current model 
best describes the relationship between the set of responses and the experimental 
factors. Next, we will move on to the analysis of the goal assessments that were collected 
at the end of each scenario along with the response options.     

(6) Descriptive statistics of mission goals expected to be achieved through the response options 

To recap, the following list of goals were provided as a default to the participants and 
they were asked to evaluate how well their own solution would satisfy each one of the 
goals: 

Figure 32 depicts the set of four mission goals by default, evaluated by the participants in 
terms of the degree to which each goal would have been addressed through the resilient 
solution selected for a scenario; in x-axis, the evaluation value was averaged over 
experimental blocks (1-4); in y-axis, the evaluation value was quantified in a 5-scale (0: 
not addressed, 1: slightly addressed, 2: partially addressed, 3: mostly addressed, 4: 
completely addressed).  

Table 17 and 18 indicates that the self-assessed goal evaluations are mutually correlated 
among the goals, rather than the goals being independent with one another.  

 

 

Figure 31. Residual analysis of the mixed effect model 

How well the selected response option addresses each one of the following mission goals?  
Goal 1: Efficient Vehicle Maneuver 
Goal 2: Avoiding Damage to the UAV System 
Goal 3:  Thorough Surveillance with No Troops Missed 
Goal 4: Quick to Complete Mission 
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 Table 17. Descriptive statistics of goal evaluation aggregated over the experimental blocks  

 
 

Table 18. Correlation coefficients among mission goal items evaluated over all scenarios 
 G_efficient_maneuver G_avoiding_damage G_thorough_surveillance 
G_avoiding_damage 0.891     
G_thorough_surveillance 0.749 0.865   
G_quick_mission 0.776 0.876 0.796 

 
(7) Mapping of response options to mission goals through a linear model 

Although the goal evaluation is subjective, it is meaningful to map this self-assessment 
with the response options selected. For complete analysis, this subjective goal evaluation 
will need to be complemented by using objective performance.  

Mission Goal  Blocks N Mean SE Mean StDev Minimum Maximum 
G_efficient_maneuver 1 2 2.0000 0.000000 0.000000 2.0000 2.0000 
  2 3 3.333 0.882 1.528 2.000 5.000 
  3 3 3.000 0.577 1.000 2.000 4.000 
  4 3 2.667 0.667 1.155 2.000 4.000 

                
G_avoiding_damage 1 2 2.250 0.250 0.354 2.000 2.500 
  2 3 3.167 0.601 1.041 2.000 4.000 
  3 3 2.667 0.667 1.155 2.000 4.000 
  4 3 2.667 0.667 1.155 2.000 4.000 

                
G_thorough_surveillance 1 2 3.00 1.00 1.41 2.00 4.00 
  2 3 3.167 0.601 1.041 2.000 4.000 
  3 3 3.333 0.882 1.528 2.000 5.000 
  4 3 3.333 0.882 1.528 2.000 5.000 

                
G_quick_mission 1 2 2.750 0.750 1.061 2.000 3.500 
  2 3 3.500 0.866 1.500 2.000 5.000 
  3 3 3.000 0.577 1.000 2.000 4.000 
  4 3 3.667 0.667 1.155 3.000 5.000 

Figure 32. Mission goals evaluated in terms of the degree to which each goal would have been addressed 
through the resilient solution selected for a scenario.  
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The analyses below show most response options are not statistically significant at a risk 
level 5% possibly due to large uncontrollable variabilities, although the model shows 
acceptable performance (the standard deviation of model errors: 0.5, and adjusted R-
Square: 0.7852). 

Table 19. Analysis of Variance (ANOVA) for the linear mapping for a goal, efficient vehicle maneuver 
 
 
 
 
 
 
 
 
 
  
 
 
 
 

Table 20. Statistical inference of coefficients for relatively significant response options with a large magnitude of 
coefficient indicating a large contribution of a response option to the goal. 

The model below has most factors that are not statistically significant at a risk level 5% 
possibly due to large uncontrollable variabilities, although the model shows acceptable 
performance (the standard deviation of model errors: 0.5, and adjusted R-Square: 
0.8173). 

Source DF Adj SS Adj MS F-Value P-Value 
  Abort_mission_and 1 0.6429 0.64286 2.57 0.250 
  Ignore_Sentinel_alert 1 0.0714 0.07143 0.29 0.646 
  Immediately_land_all 1 0.0000 0.00000 0.00 1.000 
  Recover_Sentinel-detected_attac 1 4.1667 4.16667 16.67 0.055 
  Refresh_control_display 1 0.4211 0.42105 1.68 0.324 
  Replace_navigation_module 1 0.7500 0.75000 3.00 0.225 
  Run_appropriate_verification 1 0.1667 0.16667 0.67 0.500 
  Send_all_UAVs 1 0.5000 0.50000 2.00 0.293 
Error 2 0.5000 0.25000     
Total 10 11.6364       

Term Coef SE Coef T-Value P-Value VIF 
Constant 2.750 0.661 4.16 0.053   
Abort mission and return all UAVs to home base           
 = 0: do not select this option 0.750 0.468 1.60 0.250 8.91 
Ignore Sentinel alert and continue mission           
 = 0: do not select this option 0.250 0.468 0.53 0.646 3.18 
Immediately land all UAVs           
 = 0: do not select this option -0.000 0.306 -0.00 1.000 3.27 
Recover Sentinel-detected attacked UAVs           
 = 0: do not select this option 1.250 0.306 4.08 0.055 3.27 
Refresh_control_display to show new flight 
trajectories 

          

 = 0: do not select this option -1.000 0.771 -1.30 0.324 24.18 
Replace_navigation_module           
 = 0: do not select this option 0.750 0.433 1.73 0.225 8.18 
Run_appropriate_verification tests before next 
response option 

          

 = 0: do not select this option 0.250 0.306 0.82 0.500 3.82 
Send_all_UAVs back to home base           
 = 0: do not select this option -0.500 0.354 -1.41 0.293 5.45 
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Table 21. Analysis of Variance (ANOVA) for the linear mapping for a goal, thorough surveillance with no troops 
missed. 

Source DF Adj SS Adj MS F-Value P-Value 
  Abort_mission_and 1 0.2857 0.28571 1.14 0.397 
  Ignore_Sentinel_alert 1 0.6429 0.64286 2.57 0.250 
  Immediately_land_all 1 0.0000 0.00000 0.00 1.000 
  Recover_Sentinel-detected_attac 1 4.1667 4.16667 16.67 0.055 
  Refresh_control_display 1 0.1053 0.10526 0.42 0.583 
  Replace_navigation_module 1 0.0833 0.08333 0.33 0.622 
  Run_appropriate_verification 1 0.1667 0.16667 0.67 0.500 
  Send_all_UAVs 1 0.1250 0.12500 0.50 0.553 
Error 2 0.5000 0.25000     
Total 10 13.6818       

Table 22. Statistical inference of coefficients for relatively significant response options with a large magnitude of 
coefficient indicating a large contribution of a response option to the goal. 
Term Coef SE Coef T-Value P-Value VIF 
Constant 4.250 0.661 6.43 0.023   
Abort_mission_and           
 = 0: do not select this option 0.500 0.468 1.07 0.397 8.91 
Ignore_Sentinel_alert           
= 0: do not select this option -0.750 0.468 -1.60 0.250 3.18 
Immediately_land_all           
= 0: do not select this option -0.000 0.306 -0.00 1.000 3.27 
Recover_Sentinel-detected_attac           
= 0: do not select this option 1.250 0.306 4.08 0.055 3.27 
Refresh_control_display           
= 0: do not select this option -0.500 0.771 -0.65 0.583 24.18 
Replace_navigation_module           
= 0: do not select this option 0.250 0.433 0.58 0.622 8.18 
Run_appropriate_verification           
= 0: do not select this option -0.250 0.306 -0.82 0.500 3.82 

G_thorough_surveillance = 4.250 + 0.500 Abort_mission_and_0 
- 0.500 Abort_mission_and_1 
- 0.750 Ignore_Sentinel_alert_0 
+ 0.750 Ignore_Sentinel_alert_1 
- 0.000 Immediately_land_all_0 
+ 0.000 Immediately_land_all_1 
+ 1.250 Recover_Sentinel-detected_attac_0 
- 1.250 Recover_Sentinel-detected_attac_1 
- 0.500 Refresh_control_display_0 
+ 0.500 Refresh_control_display_1 
+ 0.250 Replace_navigation_module_0 
- 0.250 Replace_navigation_module_1 
- 0.250 Run_appropriate_verification_0 
+ 0.250 Run_appropriate_verification_1 
- 0.250 Send_all_UAVs_0 
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Send_all_UAVs           
= 0: do not select this option -0.250 0.354 -0.71 0.553 5.45 

The model below has no factors that are statistically significant at a risk level 5% possibly 
due to large uncontrollable variabilities and the model shows poor performance (the 
standard deviation of model errors: 0.707, and adjusted R-Square: 0.572). 

 

 

 

 

 

 

 

 

 

 

 

Table 23. Analysis of Variance (ANOVA) for the linear mapping for a goal, quick to complete mission. 
Source DF Adj SS Adj MS F-Value P-Value 
  Abort_mission_and 1 0.2857 0.2857 0.57 0.529 
  Ignore_Sentinel_alert 1 0.2857 0.2857 0.57 0.529 
  Immediately_land_all 1 0.1667 0.1667 0.33 0.622 
  Recover_Sentinel-detected_attac 1 1.5000 1.5000 3.00 0.225 
  Refresh_control_display 1 0.2368 0.2368 0.47 0.562 
  Replace_navigation_module 1 0.3333 0.3333 0.67 0.500 
  Run_appropriate_verification 1 0.1667 0.1667 0.33 0.622 
  Send_all_UAVs 1 0.1250 0.1250 0.25 0.667 
Error 2 1.0000 0.5000     
Total 10 11.6818       

 
Table 24. Statistical inference of coefficients for relatively significant response options with a large magnitude of 

coefficient indicating a large contribution of a response option to the goal. 
Term Coef SE Coef T-Value P-Value VIF 
Constant 4.250 0.935 4.54 0.045   
Abort_mission_and           
 = 0: do not select this option 0.500 0.661 0.76 0.529 8.91 
Ignore_Sentinel_alert           
 = 0: do not select this option -0.500 0.661 -0.76 0.529 3.18 
Immediately_land_all           
 = 0: do not select this option -0.250 0.433 -0.58 0.622 3.27 
Recover_Sentinel-detected_attac           

G_quick_mission = 4.250 + 0.500 Abort_mission_and_0 
- 0.500 Abort_mission_and_1 
- 0.500 Ignore_Sentinel_alert_0 
+ 0.500 Ignore_Sentinel_alert_1 
- 0.250 Immediately_land_all_0 
+ 0.250 Immediately_land_all_1 
+ 0.750 Recover_Sentinel-detected_attac_0 
- 0.750 Recover_Sentinel-detected_attac_1 
+ 0.75 Refresh_control_display_0 
- 0.75 Refresh_control_display_1 
- 0.500 Replace_navigation_module_0 
+ 0.500 Replace_navigation_module_1 
- 0.250 Run_appropriate_verification_0 
+ 0.250 Run_appropriate_verification_1 
- 0.250 Send_all_UAVs_0 

   
 



 

Report No. SERC-2020-TR-016                                          
40 

 = 0: do not select this option 0.750 0.433 1.73 0.225 3.27 
Refresh_control_display           
 = 0: do not select this option 0.75 1.09 0.69 0.562 24.18 
Replace_navigation_module           
 = 0: do not select this option -0.500 0.612 -0.82 0.500 8.18 
Run_appropriate_verification           
 = 0: do not select this option -0.250 0.433 -0.58 0.622 3.82 
Send_all_UAVs           
 = 0: do not select this option -0.250 0.500 -0.50 0.667 5.45 

(8) Hierarchical cluster analysis (Cluster =2) of response options to be desired for scenarios:  

In order to fulfill the second objective for this project (i.e., to investigate how UAV pilots 
respond by using a general framework of planning in the context of mission being 
sustained), it is important to generalize the various response options to a small number 
of high-level concepts. To that end, this section applied hierarchical cluster analysis to the 
positive response options. As a result, two clusters are generated in Table 25 from the 
process in Table 26. Note that the two response options (Ignore_Sentinel_alert 
and Run_appropriate_verification) were selected for their dissimilarity against other 
options.  

 

 

 

 

 

 

 

 

 

 
Table 25. Final partitioning of all response options into two clusters 

Cluster 1  Abort_mission_and… Immediately_land_all… Recover_detected_attack  Refresh_control_display  Replace_navi
gation_module  Revert_internal_UAV-GCS  Send_all_UAVs  Switch_to_manual  Use_altnernate_waypoints 

Cluster 2   Ignore_Sentinel_alert  Run_appropriate_verification 
 

Table 26. Amalgamation steps used to apply hierarchical cluster analysis (Cluster = 2) of all response options.  

Step 
Number of 

clusters 
Similarity 

level 
Distance 

level 
Clusters 
joined New cluster 

Number of obs. in new 
cluster 

1 10 100.000 0.00000 4 7 4 2 
2 9 93.644 0.12713 9 10 9 2 
3 8 92.640 0.14720 1 3 1 2 

Figure 33. The result of hierarchical cluster analysis of the response set. 
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4 7 91.458 0.17084 4 5 4 3 
5 6 86.111 0.27778 6 11 6 2 
6 5 80.619 0.38763 4 6 4 5 
7 4 71.541 0.56918 1 9 1 4 
8 3 59.232 0.81536 1 4 1 9 
9 2 36.132 1.27735 2 8 2 2 

10 1 31.655 1.36690 1 2 1 11 
(9) Principal Component Analysis (PCA) of response options with correlation matrix: 3 

components 

Alternative to (8), this section applied PCA to analyze each one of the response options 
into three components, which provides a better way for quantification and abstraction of 
those options in the context of general planning. The larger the absolute value of the 
coefficient in Table 27, the more important the corresponding variable is in calculating 
the component. How large the absolute value of a coefficient has to be in order to deem 
it important is subjective. 

Table 27. List of response options with the coefficient of first three components specified. 
Variable PC1 PC2 PC3 
Abort_mission_and 0.299 0.365 -0.173 
Ignore_Sentinel_alert -0.013 -0.515 -0.369 
Immediately_land_all 0.256 0.361 -0.127 
Recover_Sentinel-detected_attac 0.359 -0.254 0.142 
Refresh_control_display 0.381 -0.221 0.156 
Replace_navigation_module 0.341 -0.128 0.154 
Revert_internal_UAV-GCS 0.359 -0.254 0.142 
Run_appropriate_verification -0.060 -0.004 0.823 
Send_all_UAVs 0.343 0.341 0.030 
Switch_to_manual 0.332 0.247 -0.101 
Use_altnernate_waypoints 0.306 -0.316 -0.201 

Table 28. Eigenvalue analysis of the correlation matrix (15 cases used for analysis, and 1 case contain missing 
values) 

Eigenvalue 5.3074 2.2296 1.3058 0.9628 0.5220 0.3663 0.1476 0.0950 0.0523 0.0111 
Proportion 0.482 0.203 0.119 0.088 0.047 0.033 0.013 0.009 0.005 0.001 
Cumulative 0.482 0.685 0.804 0.891 0.939 0.972 0.986 0.994 0.999 1.000 
Eigenvalue -0.0000 
Proportion -0.000 
Cumulative 1.000 

Using the Kaiser criterion, only the principal components with eigenvalues that are 
greater than 1 were chosen and those three components explained 80.4% of the variation 
in the data; see Table 28.  

Fig. 34 confirms that the three components are sufficient. The Scree Plot sorts in 
descending order the eigen values of principal components and the first three 
components are sufficient to describe the total variability.  
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Fig. 35-36 visualizes the relationships among the response options, on 2-dimensional and 
3-dimensional spaces, respectively. The loading plot in Fig. 35 visualizes how strongly each 
one of the response options influences the first two principal components in x- and y-axis, 
accordingly; the angle between any two response options indicates relative correlations, 
the lower angle means stronger correlation.     

 

 

For ultimate generalization of the response options, the statistical results of PCA here 
and previous cluster analysis are considered to group the options into semantically 
meaningful categories. Table 29 defines the four semantic groups and abstracted labels 
(broad exploration, targeted fixes, taking precautions, and no trust on the system, for 
the response options.  

Figure 34. Scree Plot sorts in descending order the 
eigen values of principal components; the first 

three components are sufficient to describe the 
total variability.    

Figure 35. The loading plot visualizes how strongly 
each one of the response options influences the first 

two principal components in x- and y-axis, accordingly; 
the angle between any two response options indicates 
relative correlations, the lower angle means stronger 

correlation.     

Figure 36. All response options mapped onto the three principal components in a 3D space. 
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Table 29. Semantic analysis of the response groups 
 

Semantic 
Response 
Groups 

Response options Associated system recovery and 
resilient properties 

1: “Broad 
exploration” 

-Immediately land all 
UAVs. 

Broader system recovery; an 
option having no predictable 
resilient outcomes in the 
mission 

-Abort mission and return 
all UAVs to home base. 

No recovery strategy specified; 
no contribution to resilient 
outcomes 

-Send all UAVs back to 
home base. 

Broader system recovery; an 
option having no predictable 
resilient outcomes in the 
mission 

-Switch to manual 
guidance mode. 

Recovery of guidance module; 
an option having predictable 
resilient outcomes in the 
mission 

2: “Targeted 
fixes” 

-Replace navigation 
module. 

Recovery of navigation module; 
an option having predictable 
resilient outcomes in the 
mission 

-Recover sentinel-
detected attacked UAV. 

Broader system recovery; an 
option having no predictable 
resilient outcomes in the 
mission 

-Revert internal UAV-GCS 
communications to back 
up communications 
channel. 

Recovery of navigation module; 
an option of added precaution, 
having predictable resilient 
outcomes in the mission 

-Refresh control display 
to show new flight 
trajectories. 

Recovery of either navigation or 
guidance module; an option 
initiated by automation, having 
predictable resilient outcomes 
in the mission  

-Use alternate waypoints 
(reset navigation 
software and upload 
alternate flight plan).  

Recovery of guidance module; 
an option having predictable 
resilient outcomes in the 
mission 

3: 
“Precautions” 

-Run appropriate 
verification tests before 
next response.  

Broader system recovery; an 
option initiated by human 
operator, having no predictable 
resilient outcomes in the 
mission 

4: “No trust 
on system” 

-Ignore sentinel alert and 
continue mission.  

No recovery strategy specified; 
no contribution to resilient 
outcomes 
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(10) Advanced Principal Component Analysis (PCA) to summarize response options and their 
impact derived from experimental factors in mission scenarios 

Principal Component Analysis further generates a score for each experimental trial that 
summarizes how much the set of response options selected overall has contributed to 
each one of the principal components. The degrees of contribution to the first, second, 
and third components, respectively, are quantified into a score vector, summarizing how 
the response options altogether fulfill each one of the components and how the 
responses in one trial differ from those in other trials.  

 

 

 

 

 

 

 

 

Figure 38. Scatter plot of trial scores for each 
scenario, mapping the second principal component 

over the first one.  
Figure 37. Scatter plot of trial scores for each scenario, 
mapping the third principal component over the first 

one. 

Figure 39. Main effect plot for the first principal component score over significant experimental factors; 
the y-axis indicates mean score that contributes to the first principal component.  
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The score vector can be linearly mapped to experimental factors, indicating how each one 
of the experimental factors contribute to the scores. The model for the first principal 
component score has small uncontrollable errors (indicated by the insignificant lack of fit 
having p-value =0.187), and the model has good performance (the standard deviation of 
model errors: 0.435, and adjusted R-Square: 0.964).   

 

 

 

 

 

 

 

 
Table 30. Analysis of Variance (ANOVA) for the linear model of the first principal component (PC1) score over 

experimental factors. 
Source DF Adj SS Adj MS F-Value P-Value 
  Mission_area 1 2.9785 2.9785 15.76 0.007 
  Home_vicinity 1 21.5698 21.5698 114.16 0.000 
  Mission_progress 1 9.2567 9.2567 48.99 0.000 
  Cyber_attack 1 13.2360 13.2360 70.05 0.000 
  Sentinel_alert 1 11.5750 11.5750 61.26 0.000 
  UAVs 1 2.3450 2.3450 12.41 0.012 
  Battery_power 1 1.5817 1.5817 8.37 0.028 
  Cyber_attack*Sentinel_alert 1 1.1458 1.1458 6.06 0.049 
Error 6 1.1337 0.1890     
  Lack-of-Fit 2 0.6439 0.3219 2.63 0.187 

PC1_scores = -0.522 + 0.589 Mission_area_open - 0.589 Mission_area_complex 
- 1.347 Home_vicinity_near + 1.347 Home_vicinity_distant 
+ 0.964 Mission_progress_low - 0.964 Mission_progress_high 
- 1.066 Cyber_attack_no attack + 1.066 Cyber_attack_attack 
+ 0.984 Sentinel_alert_no alert - 0.984 Sentinel_alert_alert 
+ 0.487 UAVs_single 
- 0.487 UAVs_team + 0.403 Battery_power_low 
- 0.403 Battery_power_high 
- 0.411 Cyber_attack*Sentinel_alert (no attack no alert) 
+ 0.411 Cyber_attack*Sentinel_alert (no attack but alert) 
+ 0.411 Cyber_attack*Sentinel_alert (attack but no alert) 
- 0.411 Cyber_attack*Sentinel_alert (attack and alert) 

 

Figure 40. Interaction plot for the mean of the first principal 
component score over the interaction of Cyberattack and Sentinel 
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  Pure Error 4 0.4899 0.1225     
Total 14 74.3041       

Table 31. Coefficient of the linear model for the first principal component score. 
Term Coef SE Coef T-Value P-Value VIF 
Constant -0.522 0.131 -3.97 0.007   
Mission_area           
  open 0.589 0.148 3.97 0.007 1.74 
Home_vicinity           
  near -1.347 0.126 -10.68 0.000 1.26 
Mission_progress           
  low 0.964 0.138 7.00 0.000 1.44 
Cyber_attack           
  no attack -1.066 0.127 -8.37 0.000 1.28 
Sentinel_alert           
  no alert 0.984 0.126 7.83 0.000 1.12 
UAVs           
  single 0.487 0.138 3.52 0.012 1.51 
Battery_power           
  low 0.403 0.139 2.89 0.028 1.53 
Cyber_attack*Sentinel_alert           
  no attack no alert -0.411 0.167 -2.46 0.049 2.20 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 41. Residual analysis of the linear model for the first principal 
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The score vector can be linearly mapped to experimental factors, indicating how each one 
of the experimental factors contribute to the scores. The model for the second principal 
component score has large uncontrollable errors (indicated by the significant lack-of-fit 
having p-value =0.001), and the model has low performance (the standard deviation of 
model errors: 0.987, and adjusted R-Square: 0.563). 

 

 

 

 

 

 

 

 
Table 32. Analysis of Variance (ANOVA) for the linear model of the second principal component (PC2) score over 

experimental factors. 
Source DF Adj SS Adj MS F-Value P-Value 
  Mission_area 1 0.9270 0.92704 0.95 0.367 
  Home_vicinity 1 6.3234 6.32338 6.49 0.044 
  Mission_progress 1 6.6359 6.63587 6.81 0.040 
  Cyber_attack 1 0.0002 0.00021 0.00 0.989 
  Sentinel_alert 1 3.0490 3.04899 3.13 0.127 
  UAVs 1 0.1770 0.17696 0.18 0.685 
  Battery_power 1 0.0000 0.00001 0.00 0.998 
  Cyber_attack*Sentinel_alert 1 0.2183 0.21833 0.22 0.653 
Error 6 5.8482 0.97471     
  Lack-of-Fit 2 5.6265 2.81323 50.74 0.001 
  Pure Error 4 0.2218 0.05545     
Total 14 31.2148       

Table 33. Coefficient of the linear model for the second principal component score. 
Term Coef SE Coef T-Value P-Value VIF 
Constant 0.264 0.298 0.89 0.410   
Mission_area           
  open -0.329 0.337 -0.98 0.367 1.74 
Home_vicinity           
  near -0.729 0.286 -2.55 0.044 1.26 
Mission_progress           
  low -0.816 0.313 -2.61 0.040 1.44 
Cyber_attack           
  no attack -0.004 0.289 -0.01 0.989 1.28 
Sentinel_alert           
  no alert -0.505 0.286 -1.77 0.127 1.12 

PC2_scores = 0.264 - 0.329 Mission_area_open + 0.329 Mission_area_complex 
- 0.729 Home_vicinity_near + 0.729 Home_vicinity_distant 
- 0.816 Mission_progress_low + 0.816 Mission_progress_high 
- 0.004 Cyber_attack_no attack + 0.004 Cyber_attack_attack 
- 0.505 Sentinel_alert_no alert + 0.505 Sentinel_alert_alert 
- 0.134 UAVs_single 
+ 0.134 UAVs_team - 0.001 Battery_power_low 
+ 0.001 Battery_power_high 
+ 0.179 Cyber_attack*Sentinel_alert_(no attack and no alert) 
- 0.179 Cyber_attack*Sentinel_alert_(no attack but alert) 
- 0.179 Cyber_attack*Sentinel_alert_(attack but no alert) 

 0 179 C b tt k*S ti l l t ( tt k d l t) 
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UAVs           
  single -0.134 0.314 -0.43 0.685 1.51 
Battery_power           
  low -0.001 0.317 -0.00 0.998 1.53 
Cyber_attack*Sentinel_alert           
  no attack no alert 0.179 0.379 0.47 0.653 2.20 

 

 

 

 

 

 

 

 

 

 
The score vector can be linearly mapped to experimental factors, indicating how each one 
of the experimental factors contribute to the scores. The model for the third principal 
component score has small uncontrollable errors (indicated by the insignificant lack-of-fit 
having p-value =0.884), but only one factor of mission progress is statistically significant 
(F= 14.37, p-value=0.009). 

 

 

 

 

 

 

 

 
Table 34. Analysis of Variance (ANOVA) for the linear model of the third principal component (PC3) score over 

experimental factors. 
Source DF Adj SS Adj MS F-Value P-Value 
  Mission_area 1 1.3054 1.30536 3.32 0.118 
  Home_vicinity 1 0.7543 0.75430 1.92 0.215 
  Mission_progress 1 5.6490 5.64901 14.37 0.009 

Figure 42. Residual analysis of the linear model for the second 
principal component score.  

 

PC3_scores = -0.271 - 0.390 Mission_area_open + 0.390 Mission_area_complex 
- 0.252 Home_vicinity_near + 0.252 Home_vicinity_distant 
+ 0.753 Mission_progress_low - 0.753 Mission_progress_high 
+ 0.238 Cyber_attack_no attack - 0.238 Cyber_attack_attack 
+ 0.086 Sentinel_alert_no alert - 0.086 Sentinel_alert_alert 
- 0.351 UAVs_single 
+ 0.351 UAVs_team - 0.366 Battery_power_low 
+ 0.366 Battery_power_high 
- 0.516 Cyber_attack*Sentinel_alert_(no attack no alert) 
+ 0.516 Cyber_attack*Sentinel_alert_(no attack but alert) 
+ 0.516 Cyber_attack*Sentinel_alert_(attack but no alert) 
- 0.516 Cyber_attack*Sentinel_alert_(attack and alert) 
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  Cyber_attack 1 0.6599 0.65994 1.68 0.243 
  Sentinel_alert 1 0.0888 0.08876 0.23 0.651 
  UAVs 1 1.2195 1.21952 3.10 0.129 
  Battery_power 1 1.3002 1.30022 3.31 0.119 
  Cyber_attack*Sentinel_alert 1 1.8051 1.80508 4.59 0.076 
Error 6 2.3585 0.39308     
  Lack-of-Fit 2 0.1415 0.07074 0.13 0.884 
  Pure Error 4 2.2170 0.55425     
Total 14 18.2816       

(11) Advanced Principal Component Analysis (PCA) to summarize the effects of response 
options on the perceived goal achievements.   

The model for the goal of “quick to complete mission” has small uncontrollable errors 
(indicated by the insignificant lack-of-fit having p-value =0.548) and the model is 
statistically significant at 5% (F=5.09, p-value= 0.035), but the model has low 
performance (the standard deviation of model errors: 0.724, and adjusted R-Square: 
0.551). 

 
Table 35. Analysis of Variance (ANOVA) of the goal (quick to complete mission) over the three principal 

component scores. 
Source DF Adj SS Adj MS F-Value P-Value 
Regression 3 8.0093 2.66977 5.09 0.035 
  PC1_scores 1 7.9490 7.94898 15.15 0.006 
  PC2_scores 1 0.0474 0.04742 0.09 0.772 
  PC3_scores 1 0.0083 0.00831 0.02 0.903 
Error 7 3.6725 0.52465     
  Lack-of-Fit 5 2.6725 0.53450 1.07 0.548 
  Pure Error 2 1.0000 0.50000     
Total 10 11.6818       

Table 36. Coefficient estimation for the model of the goal (quick to complete mission) over the three principal 
component scores. 

Term Coef SE Coef T-Value P-Value VIF 
Constant 3.167 0.226 14.00 0.000   
PC1_scores -0.3564 0.0916 -3.89 0.006 1.01 
PC2_scores -0.050 0.166 -0.30 0.772 1.01 
PC3_scores -0.025 0.201 -0.13 0.903 1.00 

Goal_quick_mission = 3.167 - 0.3564 PC1_scores - 0.050 PC2_scores - 0.025 PC3_scores 
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The model for the goal of “efficient vehicle maneuver” has small uncontrollable errors 
(indicated by the insignificant lack-of-fit having p-value =0.401) and the model is 
statistically significant at 5% (F=7.73, p-value= 0.013), but the model has low 
performance (the standard deviation of model errors: 0.621, and adjusted R-Square: 
0.669). 

 

Table 37. Analysis of Variance (ANOVA) of the goal (efficient vehicle maneuver) over the three principal 
component scores. 

Source DF Adj SS Adj MS F-Value P-Value 
Regression 3 8.9371 2.97904 7.73 0.013 
  PC1_scores 1 6.5280 6.52802 16.93 0.004 
  PC2_scores 1 1.8000 1.79999 4.67 0.068 
  PC3_scores 1 0.0073 0.00729 0.02 0.895 
Error 7 2.6992 0.38560     
  Lack-of-Fit 5 2.1992 0.43985 1.76 0.401 
  Pure Error 2 0.5000 0.25000     
Total 10 11.6364       

Table 38. Coefficient estimation for the model of the goal (efficient vehicle maneuver) over the three principal 
component scores. 

Term Coef SE Coef T-Value P-Value VIF 
Constant 2.612 0.194 13.48 0.000   
PC1_scores -0.3230 0.0785 -4.11 0.004 1.01 
PC2_scores 0.308 0.142 2.16 0.068 1.01 
PC3_scores 0.024 0.173 0.14 0.895 1.00 

 

 

 

Figure 43. Pareto chart of the standardized effects 
for the three principal component scores.  

G_efficient_maneuver = 2.612 - 0.3230 PC1_scores + 0.308 PC2_scores + 0.024 PC3_scores 
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The model for the goal of “avoiding damage to the UAV system” has rather large 
uncontrollable errors (having a relatively large mean square error of 0.459) and thus, 
the model is statistically insignificant at 5% (F=3.96, p-value= 0.061). The model has 
low performance (the standard deviation of model errors: 0.678, and adjusted R-
Square: 0.470). 

 
Table 39. Analysis of Variance (ANOVA) of the goal (avoiding damage to UAV system) over the three principal 

component scores. 
Source DF Adj SS Adj MS F-Value P-Value 
Regression 3 5.46310 1.82103 3.96 0.061 
  PC1_scores 1 4.96838 4.96838 10.81 0.013 
  PC2_scores 1 0.27390 0.27390 0.60 0.465 
  PC3_scores 1 0.01131 0.01131 0.02 0.880 
Error 7 3.21871 0.45982     
  Lack-of-Fit 5 3.21871 0.64374 * * 
  Pure Error 2 0.00000 0.00000     
Total 10 8.68182       

 
Table 40. Coefficient estimation for the model of the goal (avoiding damage to UAV system) over the three 

principal component scores 
Term Coef SE Coef T-Value P-Value VIF 
Constant 2.593 0.212 12.25 0.000   
PC1_scores -0.2817 0.0857 -3.29 0.013 1.01 
PC2_scores 0.120 0.156 0.77 0.465 1.01 
PC3_scores 0.030 0.189 0.16 0.880 1.00 

 

 

Figure 44. Pareto chart of the standardized effects for 
the three principal component scores. 

G_avoiding_damage = 2.593 - 0.2817 PC1_scores + 0.120 PC2_scores + 0.030 PC3_scores 
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The model for the goal of “thorough surveillance with no troops missed” has small 
uncontrollable errors (indicated by the insignificant lack-of-fit having p-value= 0.222), 
but the model is statistically insignificant at 5% (F=3.75, p-value= 0.068). The model 
has low performance (the standard deviation of model errors: 0.866, and adjusted R-
Square: 0.452). 

 

 
Table 41. Analysis of Variance (ANOVA) of the goal (thorough surveillance with no troops missed) over the three 

principal component scores. 
Source DF Adj SS Adj MS F-Value P-Value 
Regression 3 8.4354 2.8118 3.75 0.068 
  PC1_scores 1 8.3532 8.3532 11.15 0.012 
  PC2_scores 1 0.1580 0.1580 0.21 0.660 
  PC3_scores 1 0.1485 0.1485 0.20 0.670 
Error 7 5.2464 0.7495     
  Lack-of-Fit 5 4.7464 0.9493 3.80 0.222 
  Pure Error 2 0.5000 0.2500     
Total 10 13.6818       

 
Table 42. Coefficient estimation for the model of the goal (thorough surveillance with no troops missed) over 

the three principal component scores. 
Term Coef SE Coef T-Value P-Value VIF 
Constant 3.124 0.270 11.56 0.000   
PC1_scores -0.365 0.109 -3.34 0.012 1.01 
PC2_scores -0.091 0.199 -0.46 0.660 1.01 
PC3_scores 0.107 0.241 0.45 0.670 1.00 

Figure 45. Pareto chart of the standardized effects for the 
three principal component scores. 

G_thorough_surveillance = 3.124 - 0.365 PC1_scores - 0.091 PC2_scores + 0.107 PC3_scores 
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(12) Advanced Principal Component Analysis (PCA) to summarize response options and 

identify their temporal patterns through run order: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 46. Pareto chart of the standardized effects for 
the three principal component scores. 

Figure 47. Time series plot of the three principal 
component scores over an experimental run order. 

Figure 48. Trend analysis plot for the first principal component score 
over an experimental run order; a fitted equation (PC1_score= 0.97 

– 0.121* Run order) shows a performance MAPE 260.005, MAD 
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FUTURE ANALYSIS FOR RISK-SENSITIVE SENTINEL DESIGN 

The current project focused on human-machine teaming in the face of cyberattacks 
and gained insight into this interaction through experimentation. One area of future 
work for improving the robustness and resilience of the HMT to cyberattacks is to 
develop mental models for the human.  These mental models could be used to inform 
future experiments, improve the interaction with the sentinel, and improve the 
training and preparation of the human.   

Further, sequential decision making, like the decision-making process studied in this 
project, can be modeled as a Markov decision process (MDP), which is primarily 
composed of states, actions, and rewards.  A policy maps states to actions, and an 
optimal policy maximizes expected future reward.  Under this model, the reward 
function is considered the most concise representation of an agent’s goal.  Therefore, 
we propose that a reward function can be used as a mental model for a UAV pilot. 

Inverse reinforcement learning (IRL) [5] is an area of machine learning that attempts 
to estimate a reward function for an MDP from trajectories (pairs of states and 
actions) provided by an expert following an optimal policy.  Extensions of the current 
study could focus on using IRL to estimate the reward function of UAV pilots from 
experimental data similar to that described in this report.  Once a reward function is 
estimated, the response to a cyberattack could be improved by optimizing the actions 
of the sentinel with respect to the estimated reward.  This paradigm aligns with 
existing literature on multi-agent reinforcement learning [6], multi-agent IRL [7], and 
risk-sensitive reinforcement learning [8]. 

Towards those approaches, the current project outcomes can be used for the 
probability estimations of choosing a certain response option given cyberattack, 
sentinel alert, or other mission-related events. Those probability estimates are one of 
the key inputs to modeling Markov decision process, which was shown effective to 
infer the risk attitude of an agent [8] through Reinforcement Learning (RL). For the 
future goal of developing risk-sensitive Sentinel, we propose to use the developed 
Human-in-the-loop simulation for the behavioral estimation, a novel use of simulation 
experiment.  

The tables to follow estimates the probabilities for each one of the response options, 
given cyberattack and other mission-related factors laid out in contingency table.  

  
Table 43. A contingency table for not taking the response option (abort mission and return all UAVs to home 
base) over attack and alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a 

McNemar test to estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 no alert alert All 
        
no attack 5 2 7 
  50 20 70 
        

 Chi-Square DF 
Pearson 0.023 1 

Likelihood 
Ratio 

0.022 1 
 

Estimated 
Difference 95% CI P 

0.000 (-0.492, 
0.492) 

1.000 
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attack 2 1 3 
  20 10 30 
        
All  7 3 10 
%  70 30 100 

 
Table 44. A contingency table for taking the response option (abort mission and return all UAVs to home base) 

over attack and alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a 
McNemar test to estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 Table 45. A contingency table for taking the response option (immediately land all UAVs) over cyberattack and 
alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 

estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 
Table 46. A contingency table for not taking the response option (refresh control display to show new flight 

trajectories) over attack and alert factors (left), a Chi-Square test to check the difference in the cells (middle), 

 no alert alert All 
        
no attack 0 1 1 
  0.00 16.67 16.67 
        
attack 3 2 5 
  50.00 33.33 83.33 
        
All  3 3 6 
%  50.00 50.00 100.00 

 

 Chi-Square DF 
Pearson 1.200 1 

Likelihood 
Ratio 

1.588 1 

 

Estimated 
Difference 95% CI P 

-0.333 (-1.000, 
0.430) 

0.625 
 

 no alert alert All 
        
no attack 0 1 1 
  0 25 25 
        
attack 3 0 3 
  75 0 75 
        
All 3 1 4 
 % 75 25 100 

 

 Chi-Square DF 
Pearson 4.000 1 

Likelihood 
Ratio 

4.499 1 

 

Estimated 
Difference 95% CI P 

-0.500 (-1.000, 
0.599) 

0.625 
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and a McNemar test to estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no 

attack). 

 
Table 47. A contingency table for taking the response option (refresh control display to show new flight 

trajectories) over attack and alert factors (left), a Chi-Square test to check the difference in the cells (middle), 
and a McNemar test to estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no 

attack). 
 

Table 48. A contingency table for not taking the response option (replace navigation module) over cyberattack 
and alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 

estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 no alert alert All 
        
no attack 1 2 3 
  25 50 75 
        
attack 0 1 1 
  0 25 25 
        
All 1 3 4 
 % 25 75 100 

 

 Chi-Square DF 
Pearson 0.444 1 

Likelihood 
Ratio 

0.680 1 

 

Estimated 
Difference 95% CI P 

0.500 (-0.240, 
1.000) 

0.500 

 

 no alert alert All 
        
no attack 4 1 5 
  36.36 9.09 45.45 
        
attack 5 1 6 
  45.45 9.09 54.55 
        
All 9 2 11 
 % 81.82 18.18 100.00 

 

 Chi-Square DF 
Pearson 0.020 1 

Likelihood 
Ratio 

0.020 1 
 

Estimated 
Difference 95% CI P 

-0.364 (-0.834, 
0.107) 

0.219 

 

 no alert alert All 
        
no attack 2 3 5 
  33.33 50.00 83.33 
        
attack 0 1 1 
  0.00 16.67 16.67 
        
All 2 4 6 
 % 33.33 66.67 100.00 

 

 Chi-Square DF 
Pearson 0.600 1 

Likelihood 
Ratio 

0.908 1 

 

Estimated 
Difference 95% CI P 

0.500 (-0.067, 
1.000) 

0.250 
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Table 49. A contingency table for taking the response option (replace navigation module) over attack and alert 
factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to estimate the 

difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 
 

Table 50. A contingency table for taking the response option (run appropriate verification tests before next 
response) over attack and alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a 

McNemar test to estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 
 

Table 51. A contingency table for taking the response option (send all UAVs back to home base) over attack and 
alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 

estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 no alert alert All 
        
no attack 3 0 3 
  33.33 0.00 33.33 
        
attack 5 1 6 
  55.56 11.11 66.67 
        
All 8 1 9 
 % 88.89 11.11 100.00 

 

 Chi-Square DF 
Pearson 0.563 1 

Likelihood 
Ratio 

0.872 1 
 

Estimated 
Difference 95% CI P 

-0.556 (-0.991, -
0.120) 

0.063 

 

 no alert alert All 
        
no attack 1 2 3 
  20 40 60 
        
attack 2 0 2 
  40 0 40 
        
All 3 2 5 
  60 40 100 

 

 Chi-Square DF 
Pearson 2.222 1 

Likelihood 
Ratio 

2.911 1 

 

Estimated 
Difference 95% CI P 

0.000 (-0.984, 
0.984) 

1.000 

 

 no alert alert All 
        
no attack 2 1 3 
  28.57 14.29 42.86 
        
attack 3 1 4 
  42.86 14.29 57.14 
        
All 5 2 7 
  71.43 28.57 100.00 

 

 Chi-Square DF 
Pearson 0.058 1 

Likelihood 
Ratio 

0.058 1 

 

Estimated 
Difference 95% CI P 

-0.286 (-0.947, 
0.376) 

0.625 
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Table 52. A contingency table for not taking the response option (use alternative waypoints) over attack and 

alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 
estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 

Table 53. A contingency table for taking the response option (use alternative waypoints) over attack and alert 
factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to estimate the 

difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 
Table 54. A contingency table for not taking the response option (immediately land all UAVs) over attack and 

alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 
estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 no alert alert All 
        
no attack 2 3 5 
  33.33 50.00 83.33 
        
attack 0 1 1 
  0.00 16.67 16.67 
        
All 2 4 6 
  33.33 66.67 100.00 

 

 Chi-Square DF 
Pearson 0.600 1 

Likelihood 
Ratio 

0.908 1 
 

Estimated 
Difference 95% CI P 

0.500 (-0.067, 
1.000) 

0.250 

 

 no alert alert All 
        
no attack 3 0 3 
  33.33 0.00 33.33 
        
attack 5 1 6 
  55.56 11.11 66.67 
        
All 8 1 9 
  88.89 11.11 100.00 

 

 Chi-Square DF 
Pearson 0.563 1 

Likelihood 
Ratio 

0.872 1 

 

Estimated 
Difference 95% CI P 

-0.556 (-0.991, -
0.120) 

0.063 
 

 low high All 
        
no attack 4 3 7 
  36.36 27.27 63.64 
        
attack 4 0 4 
  36.36 0.00 36.36 
        
All 8 3 11 
  72.73 27.27 100.00 

 

 
Chi-
Square DF 

P-
Value 

Pearson 2.357 1 0.125 
Likelihood 

Ratio 
3.330 1 0.068 

 

Estimated 
Difference 95% CI P 

-0.091 (-0.650, 
0.468) 

1.000 
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Table 55. A contingency table for taking the response option (immediately land all UAVs) over attack and alert 

factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to estimate the 
difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 

Table 56. A contingency table for not taking the response option (send all UAVs back to home base) over attack 
and alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 

estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 
Table 57. A contingency table for taking the response option (send all UAVs back to home base) over attack and 

alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 
estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 low high All 
        
no attack 1 0 1 
  25 0 25 
        
attack 0 3 3 
  0 75 75 
        
All 1 3 4 
  25 75 100 

 

 Chi-Square DF 
Pearson 4.000 1 

Likelihood 
Ratio 

4.499 1 
 

McNemar’s test 
cannot be calculated 
when there are no 
discordant 
observations. 

 

 low high All 
        
no attack 2 3 5 
  25.00 37.50 62.50 
        
attack 3 0 3 
  37.50 0.00 37.50 
        
All 5 3 8 
  62.50 37.50 100.00 

 

 
Chi-
Square DF 

P-
Value 

Pearson 2.880 1 0.090 
Likelihood 

Ratio 
3.855 1 0.050 

 

Estimated 
Difference 95% CI P 

0.000 (-0.725, 
0.725) 

1.000 
 

 low high All 
        
no attack 3 0 3 
  42.86 0.00 42.86 
        
attack 1 3 4 
  14.29 42.86 57.14 
        
All 4 3 7 
  57.14 42.86 100.00 

 

 
Chi-
Square DF 

P-
Value 

Pearson 3.938 1 0.047 
Likelihood 

Ratio 
5.062 1 0.024 

 

Estimated 
Difference 95% CI P 

-0.143 (-0.545, 
0.259) 

1.000 
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Table 58. A contingency table for taking the response option (switch to manual guidance mode) over attack and 

alert factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar test to 
estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 
Table 59. A contingency table for taking the response option (switch to manual guidance mode) over 

cyberattack and mission progress factors (left), a Chi-Square test to check the difference in the cells (middle), 
and a McNemar test to estimate the difference in probabilities, p (Cyber_attack = low) - p (Mission_progress = no 

attack). 
 

Table 60. A contingency table for not taking the response option (abort mission and return all UAVs to home 
base) over home vicinity and battery power factors (left), a Chi-Square test to check the difference in the cells 

(middle), and a McNemar test to estimate the difference in probabilities p (Home_vicinity = low) - p (Battery_power 
= near). 

 

Table 61. A contingency table for taking the response option (abort mission and return all UAVs to home base) 
over home vicinity and battery power factors (left), a Chi-Square test to check the difference in the cells 

 no alert alert All 
        
no attack 2 0 2 
  33.33 0.00 33.33 
        
attack 3 1 4 
  50.00 16.67 66.67 
        
All 5 1 6 
  83.33 16.67 100.00 

 

 Chi-Square DF 
Pearson 0.600 1 

Likelihood 
Ratio 

0.908 1 
 

Estimated 
Difference 95% CI P 

-0.500 (-1.000, 
0.067) 

0.250 

 

 low high All 
        
no attack 2 0 2 
  33.33 0.00 33.33 
        
attack 1 3 4 
  16.67 50.00 66.67 
        
All 3 3 6 
  50.00 50.00 100.00 

 

 
Chi-
Square DF 

P-
Value 

Pearson 3.000 1 0.083 
Likelihood 

Ratio 
3.819 1 0.051 

 

Estimated 
Difference 95% CI P 

-0.167 (-0.632, 
0.298) 

1.000 
 

 low high All 
        
near 4 3 7 
  40 30 70 
        
distant 0 3 3 
  0 30 30 
        
All 4 6 10 
  40 60 100 

 

 
Chi-
Square DF 

P-
Value 

Pearson 2.857 1 0.091 
Likelihood 

Ratio 
3.900 1 0.048 

 

Estimated 
Difference 95% CI P 

0.300 (-0.084, 
0.684) 

0.250 
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(middle), and a McNemar test to estimate the difference in probabilities, p (Cyber_attack = no alert) - p 

(Sentinel_alert = no attack). 
 

Table 62. A contingency table for not taking the response option (send all UAVs back to home base) over home 
vicinity and battery power factors (left), a Chi-Square test to check the difference in the cells (middle), and a 

McNemar test to estimate the difference in probabilities, p (Home_vicinity = low) - p (Battery_power = near). 

Table 63. A contingency table for not taking the response option (immediately land all UAVs) over home vicinity 
and battery power factors (left), a Chi-Square test to check the difference in the cells (middle), and a McNemar 

test to estimate the difference in probabilities, p (Cyber_attack = no alert) - p (Sentinel_alert = no attack). 

 

CONCLUSION 

This project pursued robust human-machine teamwork in providing cyberattack-resilient 
solutions to support continued mission operation, despite deteriorating circumstances due to 

 low high All 
        
near 0 1 1 
  0.00 16.67 16.67 
        
distant 4 1 5 
  66.67 16.67 83.33 
        
All 4 2 6 
  66.67 33.33 100.00 

 

 Chi-Square DF 
Pearson 2.400 1 

Likelihood 
Ratio 

2.634 1 

 

Estimated 
Difference 95% CI P 

-0.500 (-1.000, 
0.278) 

0.375 

 

 low high All 
        
near 4 3 7 
  50.00 37.50 87.50 
        
distant 0 1 1 
  0.00 12.50 12.50 
        
All 4 4 8 
  50.00 50.00 100.00 

 

 Chi-Square DF 
Pearson 1.143 1 

Likelihood 
Ratio 

1.530 1 

 

Estimated 
Difference 95% CI P 

0.375 (-0.085, 
0.835) 

0.250 

 

 low high All 
        
near 4 3 7 
  36.36 27.27 63.64 
        
distant 0 4 4 
  0.00 36.36 36.36 
        
All 4 7 11 
  36.36 63.64 100.00 

 

 
Chi-
Square DF 

P-
Value 

Pearson 3.592 1 0.058 
Likelihood 

Ratio 
4.860 1 0.027 

 

Estimated 
Difference 95% CI P 

0.273 (-0.081, 
0.627) 

0.250 
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cyberattacks. Specifically, we aimed to examine post-cyberattack HMT performance in the 
mission context of unmanned aerial vehicle (UAV) surveillance on a remote mission location, 
through human-in-the-loop simulation experiment. The experiment had the three objectives, 1) 
to devise and validate an experimentally driven approach to examine human-machine team 
(HMT)’s resilient performance under cyberattack and suboptimal system operations in various 
mission contexts, 2) to investigate how UAV pilots respond to the need for the technical and 
operational reconfigurations of disrupted system behaviors, by using a general framework of 
planning in the context of the mission being sustained, and 3) to propose new approaches to 
improve resilient HMT performance, including the development of intelligent Sentinel that is 
aware of risk attitudes and risk behaviors of the pilot.        

For the fulfillment of the first objective, we developed Human-in-the-loop simulation for 
unmanned aerial system (UAS), which includes system architecture design and functional 
implementation of unmanned aerial vehicle (UAV) operation, Sentinel, and cyberattack 
situations. The DroneKit-SITL (software-in-the-loop) architecture was constructed to simulate the 
aerial-vehicle dynamics without reliance on the actual hardware (drone systems). Under this 
architecture, vehicle telemetry information was manipulated by using customized python scripts 
that mimic normal and abnormal system/ vehicle behaviors. Upon cyberattacks, Sentinel would 
detect them and alert their immediate impact on the system. This script-based manipulation was 
a main mechanism to simulate cyber-attacks. For realistic UAV simulation, Ardupilot, an autopilot 
suite having various drone properties was used to construct the simulation system. For user 
interface, we deployed the UGCS interface platform that was connected to the DroneKit-SITL via 
a UDP port and displayed the simulated drone’s trajectory as if the user was operating the UAV 
in realtime. The UGCS also enabled manual control of the vehicle when needed.  
 
The experiment was designed to introduce sufficient situational complications so that the size of 
the solution set available to the operator was large and the potential for adversarial responses 
to offset the selected solution was not straightforward. The experimental scenario was a UAV-
based surveillance mission as part of an integrated search and rescue mission. A single UAV pilot 
was managing a single or two UAV’s operating on trajectories selected to find wounded soldiers 
in need of medical attention. The mission was instructed to be time critical in keeping with the 
potential time-sensitivities associated with medical treatment. For concrete scenarios, six sample 
cyberattacks were selected to construct the sets of experiments around. The three were 
“established” cyberattacks (GPS spoofing, corrupted input, and signal jamming), i.e., cyberattacks 
that have occurred and reported in the defense community, and the other three were 
hypothetical cyberattacks (ADS-B Spoofing, gain scheduling attack, and video replay attack), 
which do not follow known symptoms and patterns. Then, in response to enemy cyberattacks, 
the intelligent agent, Sentinel, would detect the inconsistency of control data within the system, 
alert reduced system performance after the attack, and provide a set of available resiliency 
options for the pilot to choose from while launching an initial automated response. Thanks to 
this automated initial response, the system might recover to some degree, but it remains for the 
pilot to decide on the more complete follow-on response, which can include options beyond 
those suggested by the Sentinel. 
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For experimental design, we considered variables in terms of their relations to human, UAV 
system, mission/ attack context, and resilient solution as response options. For possible response 
options, we also added some verification options associated with the solution, such as “checking 
if the UAV has taken off, or that new UAV is in functioning order” before bringing in another UAV. 
The Plackett-Burman design included 12 different mission scenarios and 4 experimental blocks 
were comprised of the combination of the two factors, the mission area and the number of UAVs 
involved in operation, which primarily characterize overall mission environment. 
 
At the end of each scenario run, a participant would be asked to formulate their own resilient 
plan for that mission scenario in terms of goals, possible responses, and their anticipated effects 
on the goals. An interactive visual tool was designed to help the participant to weigh a set of 
multiple mission goals, to formulate response options as a recovery plan, and to assess how the 
plan would achieve each one of the mission goals. The tool was developed in Java Script language 
and implemented through online. In formulating a resilient plan, a participant was free to 
navigate between the interface pages (for weighing goal, recovery option formulation, and effect 
assessment) and make changes via an upper menu tap, until submitting their own responses.   
 
So far, the collaborators at the AFIT have not been able to collect a full number of participants as 
planned. The analyses of this report contain ones only from a small subset (N=4) of samples 
collected. The key experimental factors were first checked for validation to see if at least one 
results in statistically significant differences in response options. For this check, an appropriate 
summary statistic (𝕊𝕊) of response options was defined. The most important factor manipulated 
over experimental scenarios was the occurrence (or the lack) of cyberattacks. Therefore, the first 
hypothesis to check for a summary statistic was that the statistic remained identical over the 
group of cyberattack scenarios and non-cyberattack ones. At 5% level, the results statistically 
rejected the null hypothesis, and thus, basically supported our first objective (to validate an 
experimentally driven approach to examine human-machine team (HMT)’s resilient performance 
in various mission contexts). 
 
Then, we built linear models of response statistic as a dependent variable, and experimental 
factors as independent variables. This model intended to check if the experimental factors were 
effective to induce statistically significant response behaviors. We first modeled for the negative 
response statistic (the positive response statistics was similar in pattern). The model was 
statistically significant (p-value <0.0001) with decent performance (the standard deviation of 
model errors: 0.354, and adjusted R-Square: 0.985). Six mission-related and contextual factors 
(home vicinity, mission progress, cyberattack, battery power, sentinel alert, and history available) 
were shown significant for the negative responses. To the contrary, the linear model of positive 
responses took on the number of response options that were chosen to accept, as a dependent 
variable and experimental factors as independent variables. That model was statistically 
significant (p-value <0.0001) with decent performance (the standard deviation of model errors: 
0.354, and adjusted R-Square: 0.985). Similar to the negative responses model, six mission-
related and contextual factors (home vicinity, mission progress, cyberattack, battery power, 
sentinel alert, and history available) were tested significant for positive responses. The, for model 
refinement, we included blocks. The refined model linearly connected experimental factors-of-
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interest, which was averaged over the four blocks. The model was statistically significant at 1% 
(p-value <0.0001) with decent performance (the standard deviation of model errors: 0.354, and 
adjusted R-Square: 0.985). Through this refinement, the experimental factor of history 
availability was excluded from the model.  For further refinement, we considered mixed effect 
model. Among the five significant factors identified, we observed that some were random (such 
as battery power and mission progress), while others were fixed effects (such as cyberattack and 
sentinel alert). The mixed effect model had large uncontrollable variabilities (indicated by the 
significant lack of fit having p-value =0.008) due to those of blocks, although the model had 
decent performance (the standard deviation of model errors: 0.779, and adjusted R-Square: 
0.926).   
 
Apart from the response-experimental factor relations, the set of goals were evaluated in terms 
of how well their own response solution would satisfy each one of the goals (Goal 1: Efficient 
Vehicle Maneuver, Goal 2: Avoiding Damage to the UAV System, Goal 3:  Thorough Surveillance 
with No Troops Missed, Goal 4: Quick to Complete Mission). Although the goal evaluation was 
subjective, it is meaningful to map this self-assessment with the response options selected. 
However, most response options were not statistically significant at a risk level 5% to fulfill the 
set of goals. 
 
In order to fulfill the second objective for this project (i.e., to investigate how UAV pilots respond 
by using a general framework of planning in the context of mission being sustained), we 
generalized the various response options to a small number of high-level concepts. We applied 
hierarchical cluster analysis to the positive response options. As a result, two clusters were 
generated, in which the two response options (Ignore Sentinel alert and Run appropriate 
verification) were distinguished in terms of their dissimilarity against other options. Alternatively, 
we applied principal component analysis (PCA) to classify each one of the response options into 
three components, which provides a better way for abstraction of those options in the context 
of general planning. PCA further generated a score indicating how much the set of response 
options selected overall has contributed to each one of the principal components. The degrees 
of contribution to the first, second, and third components, respectively, were quantified into a 
score vector, summarizing how the response options altogether fulfilled each one of the 
components and how the responses in one trial differed from those in other trials. The model for 
the first principal component score had small uncontrollable errors (indicated by the insignificant 
lack of fit having p-value =0.187), and the model showed good performance (the standard 
deviation of model errors: 0.435, and adjusted R-Square: 0.964). Next, we sought to link each 
one of the goal and the principal components of response options as an abstraction of different 
types of resilient solutions. For the goal of “quick to complete mission”, the model (Y= 3.167 - 
0.3564 PC1_scores - 0.050 PC2_scores - 0.025 PC3_scores) had small uncontrollable errors 
indicated by the insignificant lack-of-fit having p-value =0.548, and the model was statistically 
significant at 5% (F=5.09, p-value= 0.035). The model for the goal of “efficient vehicle maneuver” 
(Y = 2.612 - 0.3230 PC1_scores + 0.308 PC2_scores + 0.024 PC3_scores) had small 
uncontrollable errors (indicated by the insignificant lack-of-fit having p-value =0.401) and the 
model was statistically significant at 5% (F=7.73, p-value= 0.013), but the model had low 
performance (the standard deviation of model errors: 0.621, and adjusted R-Square: 0.669). The 
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models for the goals of “avoiding damage to the UAV system” and “thorough surveillance with 
no troops missed” had rather large uncontrollable errors and thus, the models were statistically 
insignificant at 5%. The models also had low performance. For ultimate generalization of the 
response options, the statistical results of PCAs and cluster analysis were considered to group 
the options into semantically meaningful categories (broad exploration, targeted fixes, taking 
precautions, and no trust on the system), for the response options. 
 
For the fulfillment of the third objective, we explored the research opportunities of using our 
experimentally driven approach for deep learning. Sequential decision making, like the decision-
making process studied in this project, can be modeled as a Markov decision process (MDP), 
which is primarily composed of states, actions, and rewards.  A policy maps states to actions, and 
an optimal policy maximizes expected future reward.  Under this model, the reward function 
could be considered the most concise representation of an agent’s goal.  Therefore, we proposed 
that a reward function can be used as a mental model for a UAV pilot and the current project 
outcomes could be used for the probability estimations of choosing a certain response option 
given cyberattack, sentinel alert, or other mission-related events. Those probability estimates 
would be used as key inputs to modeling Markov decision process, which was shown effective to 
infer the risk attitude of an agent through Reinforcement Learning (RL) and Inverse 
Reinforcement Learning (IRL), which is an area of machine learning that attempts to estimate a 
reward function for an MDP from trajectories (pairs of states and actions) provided by an expert 
following an optimal policy.  Extensions of the current study could focus on using IRL to estimate 
the reward function of UAV pilots from experimental data similar to that described in this report.  
Once a reward function is estimated, the response to a cyberattack could be improved by 
optimizing the actions of Sentinel with respect to the estimated reward.   
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APPENDIX C:  PRETEST AND POST-TEST SURVEYS 
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