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EXECUTIVE SUMMARY 

This research investigates the use of Ecological Network Analysis (ENA) to evaluate engineered 
SoS resilience and support Systems of Systems Engineering (SoSE) decisions. The work focuses 
specifically on the Degree of System Order (DoSO) metric and the Window of Vitality (WoV) 
concept from the ENA literature and its potential application in SoSE. The project entails 
computational studies to validate the ENA-based metrics and demonstrate SoSE decision-making 
using these metrics. SoS architectures are modeled and evaluated for resilience to a range of 
disruptions using traditional metrics (capturing initial loss, recovered performance, etc.) and the 
proposed ENA-based metrics. These studies highlighted key relationships in the SoS resilience vs. 
affordability trade space and identified promising pathways for resilient SoS design using these 
ENA-based metrics.  

The research also develops an extended ENA framework and modified metrics that enable 
ecology-inspired design and analysis of SoS with multiple distinct but inter-dependent 
interactions, such as critical cyber-physical infrastructure. This analysis framework is capable of 
identifying architectures where the lack of adaptability in the cyber interactions leaves the SoS 
vulnerable to cascading failures in the physical infrastructure and is especially relevant with the 
increasing threat of cyber disruptions. Application of the extended framework is demonstrated 
using a design space exploration study of two synthetic critical infrastructure case studies: (a) 
pipeline distribution networks, and (b) power grids. These case studies were chosen because they 
are examples of critical infrastructure and their resilience is of great importance. The application 
to these case studies validated that the developed framework can account for both 
topological/physical and behavioral/functional features of SoS architectures. Finally, a prototype 
decision support tool for SoS design using ENA is implemented and demonstrated. The prototype 
tool focuses on implementing novel functionality stemming from the ENA-based metrics, such as 
filtering poorly-rated SoS.  
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1. INTRODUCTION 

A System of Systems (SoS) is a networked integration of heterogeneous and independent 
constituent systems that together produce capabilities that cannot be obtained using any of the 
constituent systems alone.1-3 Examples include military and aerospace operation networks and 
critical infrastructure networks. A unique SoS characteristic is emergence: the overall SoS behavior 
is determined by the interactions between the constituent systems and cannot be predicted by 
only knowing the behavior of individual systems.3,4 This characteristic makes their design and 
evaluation extremely challenging. 
 

 

Figure 1: A notional representation of resilience as a combination of survival and recovery of 
desirable SoS attributes post disruption (figure based on Uday and Marais (2015)5). 
 
In recent years, SoS resilience has received considerable attention. Resilience is the ability to 
survive and recover desirable behaviors (such as performance) in the face of disruptions (see 
Figure 1).5-8 Unpredictable and often high-risk operating environments (hostile or adverse 
conditions in military operation networks or natural disasters to critical infrastructure networks 
for example) make resilience a critical consideration in the SoS design process. SoS resilience 
cannot be precisely quantified before enough information is available to simulate SoS 
performance under a disruption (including the disruption models). Such information is not 
available in the early stages of design, forcing a reliance on qualitative heuristics such as to 
increase redundancy, localized capacity, and internode communications. Feasible SoS 
architectures then must be evaluated and compared to select one that best meets stakeholder 
requirements. An important consideration during the evaluation stage is the trade-off between 
resilience and affordability, as decision makers must weigh the cost of any resilience 
improvements.9 Currently, there are no quantitative guidelines that can be used early in the SoS 
architecting process that account for this trade-off. The work discussed here investigates if (and 
how) ecological architecting principles can be used to meet this requirement. 
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Biological ecosystems exhibit a unique balance of effectiveness under normal conditions and 
ability to withstand disruptions that resonates with the goal of designing resilient and affordable 
engineering SoS. Ecologists study this balance using Ecological Network Analysis (ENA). ENA 
provides a set of metrics that link structure and behavior in ecological networks10. ENA requires 
the identification of a quantity of interest (energy, nutrients, etc.) between the actors (or species) 
inside the selected system boundaries. Individual species or actors in the system are grouped 
based on common functions, becoming nodes in a directional graph (or digraph). The interactions 
between the nodes then become the directed edges (or links). Ecologists track the flow of energy 
or nutrients between the species (and also the environment). Flow magnitude information 
between the nodes within the system boundaries, as well as those with the surrounding 
environment (system inputs, outputs, and dissipations), are stored in the (N+3) x (N+3) flow matrix 
T (where N is the number of actors within the network). The nodes 1 to N in the flow matrix 
represent the actors within the specified system boundary. The nodes 0, N+1, and N+2 are the 
system imports (row “zero” in the T matrix), system exports, and dissipations (columns N+1 and 
N+2, respectively). The matrix element Tij represent the magnitude of flow from node i 
(producers/prey) to node j (consumers/predators). The hypothetical food web of Figure 2, for 
example, shows that midges (node 1) are consumed by predators (node 2) and predators are 
consumed by detritivores (node 3). An ENA models these food web interactions as caloric (energy) 
transfers between the nodes and the flow information is saved in the elements T12 and T23 (flow 
is from rows to columns) of the flow matrix, respectively. Readers interested in a more detailed 
description may refer to Fath et al.11. 
 

 

Figure 2: A schematic of the modeling procedure used in ENA, illustrated using a hypothetical 
food web, based on [54]. 
 
ENA metrics can then be calculated using T. The ENA metrics of interest in this study are the 
Degree of System Order (DoSO) metric and the ecological fitness function (also called ecological 
robustness).12,13 The DoSO metric (based in Information Theory, evaluation metrics in chapter 
2.1.4) measures the relative organizational efficiency or constraints in a network. DoSO ranges 
between 0 (indicating extremely pathway redundant architectures) and 1 (indicating extremely 
pathway efficient architectures). Analysis of long-surviving biological ecosystems using DoSO 
revealed that they evolved to avoid both these extremes. Ecological literature suggests that 
excessively pathway efficient architectures would be unable to adapt to survive perturbations 
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while excessively pathway redundant architectures would be wasteful of resources. Both extremes 
are unfit for long-term survival and growth.12 Evolutionarily fit ecosystems were found within a 
narrow range of DoSO values called the ‘Window of Vitality’ (WoV, see Figure 3).14 Ecological 
fitness was formulated as a function of DoSO to mathematically describe this ecological principle: 
minimal fitness at the extremes of DoSO, and peak fitness in the WoV.  Analogous to engineering 
SoS, biological ecosystems also have independent species that perform unique and essential roles 
and share complex interdependencies. The similarity begs the question – can the unique 
architectural and functional characteristics of ecosystems (indicated by DoSO) inspire design of 
resilient and affordable engineering SoS?   
 
 

 

Figure 3: The ‘Window of Vitality’ observed in biological ecosystems indicating the preferred 
balance between pathway efficiency and redundancy in nature (based on14). Figure created 
using ecological networks’ data collected in15.  

The goal of this research is to investigate the use of Ecological Network Analysis (ENA) to evaluate 
engineered SoS resilience and support Systems of Systems Engineering (SoSE) decisions. The work 
focuses specifically on the Degree of System Order (DoSO) metric and the Window of Vitality 
(WoV) concept from the ENA literature and its potential application in SoSE. The primary research 
objectives are listed below: 

1. Understand underlying relationships in an engineered SoS that explain the relevance of 
ENA-based metrics for resilient engineering SoS.  

2. Develop useful ENA-based metrics and guidelines for their use in resilient engineering SoS 
development.  
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3. Develop extensions to SoS element models beyond the simple input-output flows common 
in ENA.  

4. Create a prototype decision support tool for applying ENA-based metrics to the early-stage 
development of resilient engineered SoS.  

The rest of the document describes the work conducted by the research team to accomplish these 
objectives. Chapter 2 describes the computational study conducted to explore and understand the 
underlying relationships in an engineered SoS that explain the relevance of ENA-based metrics for 
resilient engineering SoS. Chapter 3 provides an extended ENA modeling and DoSO evaluation 
framework that is applicable to complex engineering SoS where the constituent systems present 
multiple distinct and interdependent interactions. Chapter 4 demonstrates the practical 
application of the extended framework to critical cyber-physical infrastructure SoS case studies. 
Finally, chapter 5 presents the prototype decision support tool for applying ENA-based metrics to 
the early-stage development of resilient engineered SoS, produced during this project. 
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2. EXPLORING A SYSTEM OF SYSTEMS RESILIENCE VS. AFFORDABILITY 

TRADESPACE USING THE DEGREE OF SYSTEM ORDER METRIC 

The research team created a computational experiment to investigate the value of the ecological 
architecting principle, quantified by the Degree of System Order (DoSO) metric, in the context of 
developing resilient and affordable SoS architectures. The goal of this experiment was to test the 
following hypotheses: 
 

1. The majority of the Pareto optimal SoS architectures on the resilience vs. affordability 
tradespace share a special DoSO range. 

2. SoS architectures with DoSO values within the ecological WoV are preferred to SoS 
architectures with DoSO values outside it 

2.1 STUDY METHODOLOGY 

The value of DoSO in the context of SoSE is investigated using a large number of notional SoS 
architectures (generation details in section 2.1.1). Performance under normal operating 
conditions was evaluated for each SoS architecture (details in section 2.1.2). The cost of 
development and DoSO were then evaluated for all SoS architectures (details in sections 2.1.3 and 
2.1.4, respectively). Various disruption and recovery scenarios were simulated on every SoS 
architecture and their resilience indicators were evaluated (details in section 2.1.5). These steps 
enabled the examination of the resilience vs. affordability tradespace of SoS architectures with 
respect to the metric DoSO. Table 5 (in Appendix B) describes the terminology used in this 
experiment and provides related examples in SoS applications. 
 

2.1.1 GENERATION OF NOTIONAL SOS ARCHITECTURES 

Notional SoS architectures were generated to be representative of the general definition of SoS: 
constituent systems (CS) integrated to achieve new capabilities. These were intended to be 
abstract and not meant to imitate any specific application or case study. A hypothetical scenario 
was constructed where the SoS objective was to successfully complete three tasks: task-1, task-2, 
and task-3. The CS performing task-3 required the output from CS performing task-2, to fulfil their 
roles. The CS performing task-2, in turn, were dependent on the output from CS performing task-
1.  
 
In the hypothetical scenario, 100 units of task-load were to be completed for each task. Five 
systems were available for each task: (a) S1, S2, S3, S4, and S5 for task-1, (b) S6, S7, S8, S9, and 
S10 for task-2, and (c) S11, S12, S13, S14, and S15 for task-3. The maximum task-capabilities of 
these systems were assigned randomly with one caveat: one of the five systems (for each task) 
had a maximum task-capability of 100 units. All possible combinations of available systems were 
identified such that the sum of maximum task-capacities, for each task, was 100 units or greater. 
Multiple SoS architectures were possible through the setup of interactions (links) between 
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selected CS. For each selection of CS, architectures were generated ranging from networks with 
minimum number of interactions to maximum number of interactions between CS. The number 
of architectures generated for a specific selection of CS, was proportional to the difference 
between maximum and minimum number of possible interactions (links) allowed by these rules: 

1. Two sets of interactions were possible: from task-1 to task-2 systems, and from task-2 to 
task-3 systems. 

2. Each selected task-1 system was required to have at least one output link. 
3. Each selected task-2 system was required to have at least one input link and one output 

link. 
4. Each selected task-3 system was required to have at least one input link. 

 
For example, one possible selection of CS from the set of 15 available CS is: S1, S2, and S3 (for task-
1), S6, S7, and S8 (for task-2), and S11, S12, and S13 (for task-3). Three architectures were 
generated for this selection of CS as shown in Figure 4: one with six interactions (Figure 4.a), one 
with twelve interactions (Figure 4.b), and one with eighteen interactions (Figure 4.c). This process 
was repeated for all feasible selections of CS and a total of 38592 notional SoS architectures were 
generated. 
 

 

Figure 4: Illustration of three SoS architectures generated in the study using a specific selection 
of CS. 
 
While the presented hypothetical SoS scenario is simple, it is capable of representing (in whole or 
in part) multiple SoS applications. For example, in the case of supply chains (such as the example 
case study in16) the three tasks would be gathering supplies, assembly, and distribution. The three 
tasks in the case of power grids could be generation, transmission, and distribution (example case 
study in17) or for military operation networks they could be surveillance, hostile identification, and 
hostile neutralization (example case study in18). The notional representation used allows for the 
results from this investigation to be meaningful across diverse SoS applications. The CS, in the 
hypothetical scenario, are developed and managed independently to fulfill separate and useful 
purposes (represented as tasks in the scenario). This distinction is strengthened by accounting for 
the inter-operability challenge predicated on the assumption that these CS were not necessarily 
developed to work together. Rather, they were acquired to collaborate and fulfill a more complex 
requirement, and in order to work together, they required some modifications (represented by 
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the additional inter-operability cost described in section 2.1.3). In this manner, the hypothetical 
scenario was able to include a rudimentary degree of operational and managerial independence. 
Finally, while all feasible selections of CS had the capability to provide the required performance, 
the actual performance output was decided by their interactions (performance model described 
in 2.1.2), thus including the trait of emergence.  
 

2.1.2 TASK-FLOWS AND PERFORMANCE EVALUATION UNDER NORMAL CONDITIONS 

It was assumed that selected CS would be utilized in order of their respective maximum 
capabilities. First, the required 100 units of task-load of task-1, were distributed between selected 
CS proportional to their maximum task-capabilities, assigning an output to each selected CS. This 
output could be a material flow/services/information, etc. The output from each task-1 system 
was then distributed between connected task-2 systems, in order of the task-2 system’s available 
task-capabilities. The output of task-2 systems was limited by either the inputs received from task-
1 systems, or their maximum task-capabilities (see Eq. 1).  
 
𝑂𝑂𝑃𝑃𝑗𝑗𝑇𝑇2 = max(∑ 𝐼𝐼𝑃𝑃𝑖𝑖𝑗𝑗𝑇𝑇1𝑖𝑖 ,𝑀𝑀𝐶𝐶𝑗𝑗𝑇𝑇2)                 (1) 
 
Where, OP indicates output, IP indicates input, and MC indicates maximum capability. The 
superscript indicates the task, for example, T2 is task-2. The subscript indicates either the system 
number (in case of output), or the systems providing (i) and receiving (j) the input. 
 
The output of each task-2 system was then distributed amongst the connected task-3 systems, in 
order of the task-3 systems available task-capabilities. The output of task-3 systems was limited 
by either the inputs received from task-2 systems, or their maximum task-capability (see Eq. 2). 
The sum of outputs of task-3 systems was chosen as the Measure of Performance (MoP) of the 
SoS (Eq. 3). This was because completion of task-3, confirmed the completion of task-2 and task-
1 (would not be possible to complete task-3 otherwise). Thus, completion of task-3 was an 
indicator of achieving the objective of the SoS in this hypothetical scenario.  
 
𝑂𝑂𝑃𝑃𝑗𝑗𝑇𝑇3 = max (∑ 𝐼𝐼𝑃𝑃𝑖𝑖𝑗𝑗𝑇𝑇2𝑖𝑖 ,𝑀𝑀𝐶𝐶𝑗𝑗𝑇𝑇3)                                                                                                   (2) 
 
𝑀𝑀𝑀𝑀𝑃𝑃 =  ∑ 𝑂𝑂𝑃𝑃𝑗𝑗𝑇𝑇3𝑗𝑗                    (3) 
 

2.1.3 SOS ARCHITECTURES’ DEVELOPMENT COST EVALUATION 

The development cost of SoS architectures were divided into two types: (a) cost of 
developing/acquiring the CS and (b) cost of setting up interactions between them. The 
development cost of CS was assumed a function of their maximum task-capabilities and other 
operational parameters, which could not be specified in this hypothetical scenario. The effect of 
the unspecifiable operational parameters on the development cost was modeled by assuming a 
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range of possible development costs, given a CS’s maximum task-capability. Then a random 
selection was used to assign a development cost (from this range) to the CS.  
 
For specifying cost of interactions, it was necessary to consider the inter-operability of the 
interacting CS. If two CS are not well suited to operate with each other (low inter-operability) then 
it would take greater effort to setup an interaction between them, translating to higher interaction 
setup cost. In the hypothetical scenario, a random generation process was used to assign the 15 
CS into four communication protocol groups. This was done using a uniformly distributed random 
number generator. The groups randomly assigned to each CS are presented in Table 6 (Appendix 
B). Systems with the same communication group are highly inter-operable, whereas systems in 
different groups have lower inter-operability. Then, the cost to setup an interaction was specified 
in the following manner: 

(a) A base cost was selected for setting up interaction between two CS. 
(b) If the two CS were from the same communication protocol group, no additional cost 

was levied. 
(c) Else, the lower the inter-operability, more the additional cost specified on the 

interaction setup. 
The function used to assign costs to links based their interoperability (modeled through 
differences in communication protocols) are also shown in Appendix B. The total development 
cost was then calculated as a sum of the cost of selected CS and interactions, in a given 
architecture.  
 

2.1.4 SOS ARCHITECTURES’ DOSO EVALUATION 

The DoSO is an Ecological Network Analysis (ENA) metric. ENA is used to study the relationship 
between the structure and functional characteristics of ecosystems10,19. In this section, the ENA 
modeling process and the DoSO metric are elaborated, focusing on the notional SoS architectures 
used in this study.  
 
Consider the architecture presented in Fig. 3(c). The goal is to represent the network architecture 
and its task-flows in an N X N flow matrix. In this example, nine constituent systems are utilized, 
so N = 9. The task-flows and outputs of each constituent system under normal operating condition 
were evaluated using the process described in section 3.2. The task-flows between the CS were 
then used to populate the flow matrix T. For example, S1 was assigned 55.6 units of task-load of 
task-1. After completing its requirement, S1 then distributes 55.6 units of output between S6 (17.7 
units), S7 (12.6 units), and S8 (25.3 units). These task-flows are stored in elements T16, T17, and T18, 

respectively. The rest of the flow matrix could be populated in a similar fashion (see Figure 4). 
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Figure 5: The representation of (a) one of the notional SoS architectures as a (b) Task-flow matrix 
(T). 
 
Once the matrix T is prepared, the SoS architecture’s DoSO can be calculated using Eq. 4 – Eq. 9. 
A more pathway constrained/organized network is more efficient at transferring flows between 
two points in the network. The level of network pathway organization or constraints is measured 
using the metric Average Mutual Information (AMI, Eq. 4). The upper limit of AMI is quantified 
using the Shannon Index (H, Eq. 5). The ratio of these metrics provides the relative pathway 
efficiency of a flow network that is the DoSO (Eq. 6). Evaluation of equations 4 and 5, first requires 
the calculation of total flow in (T.j, Eq. 7) and out (Ti., Eq. 8) of each node in the network, and the 
sum of all flows or Total System Throughput (TSTp, Eq. 9). The foundations of these equations lie 
in information theory, and readers in a more in-depth explanation may refer12,14,20,21.  
 
 

𝐴𝐴𝑀𝑀𝐼𝐼 = ∑ ∑ 𝑇𝑇𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇𝑇𝑇𝑝𝑝

log2 �
𝑇𝑇𝑖𝑖𝑖𝑖  ∙  𝑇𝑇𝑇𝑇𝑇𝑇𝑝𝑝
𝑇𝑇𝑖𝑖.  ∙  𝑇𝑇.𝑖𝑖

�𝑛𝑛
𝑗𝑗=0

𝑛𝑛
𝑖𝑖=0   (4) 

𝐻𝐻 = −∑ ∑ 𝑇𝑇𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇𝑇𝑇𝑝𝑝

log2 �
𝑇𝑇𝑖𝑖𝑖𝑖
𝑇𝑇𝑇𝑇𝑇𝑇𝑝𝑝

�𝑛𝑛
𝑗𝑗=0

𝑛𝑛
𝑖𝑖=0   (5) 

𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂 = 𝐴𝐴𝑀𝑀𝐼𝐼/𝐻𝐻 (6) 

 

Where, 

𝑇𝑇.𝑗𝑗 = ∑ 𝑇𝑇𝑖𝑖𝑗𝑗𝑛𝑛
𝑖𝑖=0  (7) 

𝑇𝑇𝑖𝑖. =  ∑ 𝑇𝑇𝑖𝑖𝑗𝑗𝑛𝑛
𝑗𝑗=0  (8) 

𝑇𝑇𝐷𝐷𝑇𝑇𝑇𝑇 =  ∑ ∑ 𝑇𝑇𝑖𝑖𝑗𝑗𝑛𝑛
𝑗𝑗=0

𝑛𝑛
𝑖𝑖=0  (9) 

 
The DoSO values of the SoS architectures presented in Figure 3 are (a) 1, (b) 0.6712, and (c) 0.2499. 
The network architecture represented in Figure 3(a) utilizes completely constrained parallel 
pathways (each CS only supplying to one other CS), and therefore has a DoSO value of 1. More 
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redundant task-flow pathways are utilized in the architectures of Figure 3(b), and Figure 3(c), 
which therefore show DoSO values closer to 0. It should be noted that the terms pathway 
efficiency and pathway redundancy used in this discussion (and ENA in general) are distinct from 
the traditional meaning of efficiency (such as in thermodynamics)22 or redundancy (such as in 
reliability engineering). Pathway redundancy refers to the availability or flexibility of different 
interaction pathways for flow to occur in a physically meaningful manner through the network. 
Organizational constraints on how the flow should occur in a network, limits the pathway 
redundancy or flexibility, and such a network is called pathway efficient/constrained. In this 
document, the terms efficiency and redundancy will be used to refer to pathway efficiency and 
redundancy, unless mentioned otherwise. 
 

2.1.5 DISRUPTION SCENARIOS AND RESILIENCE EVALUATION 

2.1.5.1 Description of tested disruption scenarios 
 
Disruptions to the SoS architectures were modeled as loss of CS or interaction/communication 
link(s). For any given SoS network architecture, the following disruption scenarios were simulated: 

1. L-1: The loss of one interaction/communication link 
2. L-2: The loss of two interaction/communication links 
3. L-3: The loss of three interaction/communication links 
4. N-1: The loss of one CS 
5. N-2: The loss of two CS 
6. N-3: The loss of three CS 
7. N-4: The loss of four CS 
8. N-5: The loss of five CS 

 
For any scenario, all possible combinations of CS or interactions in the specific SoS network 
architecture were identified. Then, each of the possible disruptions identified under a given 
scenario, for a specific architecture were simulated. This exhaustive approach was used to avoid 
biasing the results using any specific disruption scenarios. In this discussion, the abbreviations N-
X and L-X are used to refer collectively to the CS disruption scenarios and interactions\links 
disruption scenarios, respectively.  
 
2.1.5.2 SoS MoP and resilience simulation model under disruption 
 
In the hypothetical testing-scenario, the SoS was required to operate for 25 units of time. After 
one time step from the start (t = 1) a disruption was assumed to occur. It was assumed that 
surviving CS could not react to the disruption instantly. Thus, at the instant that a disruption 
occurred, the MoP for the SoS was evaluated using the same method described in section 3.2, but 
by specifying that: 

1. The disrupted node/link was no longer a part of the SoS network architecture, 
2. The available task-capabilities of the surviving CS was the same as their output at t=0 (initial 

deployment).  
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Thereafter, the surviving CS were allowed to increase their available task-load capabilities by 10 
units every two time steps to adapt to the disruption and attempt to recover. However, this 
increase was bound by their maximum task-capabilities (see Eq. 10). The MoP of the adapting SoS 
was evaluated at every two time steps, until t=25. 
 
𝐴𝐴𝐶𝐶𝑗𝑗𝑇𝑇𝑛𝑛(𝑡𝑡) = 𝑚𝑚𝑚𝑚𝑚𝑚 ��𝐴𝐴𝐶𝐶𝑗𝑗𝑇𝑇𝑛𝑛(𝑡𝑡 − 2) + 10�,𝑀𝑀𝐶𝐶𝑗𝑗𝑇𝑇𝑛𝑛�  (10) 

Where, AC is the available task-capability, and t is time. Rest of the symbols have the same 
meaning as used in Eq. 1—3. 
 
2.1.5.3 Resilience evaluation 
 
Once performance is evaluated at each time step over the operation time, resilience indicators 
could be calculated. The metric used as the overall indicator of resilience (encompassing both 
survival and recovery) was a modified form of the Resilience Loss (RL) metric first proposed by 
Bruneau et al.23 It was originally proposed to evaluate resilience of communities to seismic events. 
Modified forms of this metric have already been utilized in SoS literature24,25 as a suitable resilience 
indicator. The RL metric evaluates the loss of useful output suffered by the SoS during a disruption 
and the subsequent recovery/adaptation. The use of this metric is consistent with the definition 
of resilience as proposed by the United States Department of Defense: “Resilience is the ability of 
an architecture to support the functions necessary for mission success in spite of hostile action or 
adverse conditions.” In the hypothetical scenario, a MoP of 100 was required from the SoS at all 
times. Therefore, the RL metric was formulated in this study as Eq. 11 (symbols have same 
meaning as used before). Setting the reference of 100 MoP in this equation makes sure that 
architectures with low performance (undesirable) under undisrupted state are not considered as 
‘good architectures’ after disruptions. 
 
𝑅𝑅𝑅𝑅 =  ∫ 100 −𝑀𝑀𝑀𝑀𝑃𝑃(𝑡𝑡) 𝑑𝑑𝑡𝑡25

0   (11) 

 

As described in section 2.1.5.1, all possible disruptions of each type of scenario were simulated for 
every SoS network architecture. However, the number of possible disruptions vary between these 
architectures. To enable a comparison of the resilience of all SoS architectures, the expected value 
of the RL metric was calculated for each architecture under the eight different disruption scenarios 
listed in section 2.1.5.1. To evaluate the expected value all identified disruptions were considered 
equally likely. For example, if an architecture had n possible combinations of CS that could be 
disrupted, satisfying the N-2 scenario, then the overall resilience indicator for that architecture 
under the N-2 disruption scenario would be the mean of the RL metrics calculated under the n 
possible combinations of CS disruptions. While the assumption that all disruptions are equally 
likely will not prove true in many real-life applications, in this analysis of SoS architectures lacking 
any specific details, this was considered suitable.  
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2.2 RESULTS AND DISCUSSION 

The resilience vs. affordability tradespace of the SoS architectures under the various disruption 
scenarios (discussed in section 2.1.5.1) are shown in Figure 6. The Pareto optimal SoS architectures 
were identified in each disruption scenario tested (using the algorithm in ref.26), and classified 
based on whether or not they fall inside the ecological ‘Window of Vitality’ (WoV). Falling inside 
the ecological WoV means that the architecture has a DoSO ∈ [0.213, 0.589] (where the ecological 
networks15 in nature are found). The Pareto optimal architectures in Figure 6 that fall within the 
WoV are green/diamond-shaped and those outside are red/cross-shaped. It was observed that in 
the case of L-X disruptions, ~75% of the Pareto optimal architectures fell within the ecological 
WoV. In the case of N-X disruptions, 85% or more of the Pareto optimal architectures fell within 
the ecological WoV.  
 
It was observed that most (not all) of the non-WoV Pareto optimal architectures lie on the extreme 
ends of the Pareto front while the WoV Pareto optimal architectures lie in the middle. The non-
WoV Pareto optimal architectures in the high resilience loss and low-cost region of the resilience 
vs. affordability tradespaces (red crosses in the upper left corner in Figure 6 plots) come at a 
minimal cost but have little to no resilience to disruptions. Similarly, the non-WoV Pareto optimal 
architectures observed in the high cost and low resilience loss region of the resilience vs. 
affordability tradespaces (red crosses in the bottom right corner in Figure 6 plots) present minute 
improvements in resilience at a very high development cost. A stakeholder who is interested in 
balancing resiliency and affordability wild likely not prefer such SoS architecture alternatives. It 
should be noted that this analysis assumes the stakeholders desire some balance between the two 
objectives (exact preference unknown). This may not always be true, for instance, the need for 
extremely resilient SoS in healthcare may overshadow affordability considerations. 
 
The DoSO distribution of the Pareto optimal architectures under all the tested disruption scenarios 
is plotted and compared to the ecological WoV (Figure 7). The first to third quartile of the 
distribution are represented as boxes and the statistical outliers of the distribution are marked as 
brown points. Results from Figure 7 show that the first to third quartile of the distribution is always 
found within the ecological WoV, regardless of the disruption scenario. The statistical outliers on 
the DoSO distributions of the Pareto optimal architectures (brown points in Figure 7) were also 
investigated. These outliers (brown points in Figure 7) are observed on the more pathway efficient 
side of the ecological WoV. This one-sided presence is possibly an artifact of the limitation that 
none of the notional architectures generated for this study had a DoSO value less than 0.18.  The 
statistical outliers in this figure are not the same as the Pareto optimal architectures outside the 
ecological WoV (red crosses in Figure 6.). Analysis of these outlier points revealed that they have 
very poor resilience to disruptions: zero (or close to zero) MoP after disruption and minimal to no 
recovery, therefore not preferable to stakeholders interested in balancing resiliency and 
affordability attributes. These results together provide evidence that the Pareto optimal 
architectures for various preference conditions (excluding the extreme cases) will likely have DoSO 
values within the ecological WoV. 
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Figure 6: Resilience (indicated by expected value of RL metric) vs. affordability (indicated by 
development cost) tradespace of all architectures under (a) L-1, (b) L-2, (c) L-3, (d) N-1, (e) N-2, 
(f) N-3, (g) N-4, and (h) N-5 disruption scenarios. Green/diamond-shaped points represent the 
Pareto optimal architectures inside the WoV and red/cross-shaped points represent the Pareto 
optimal architectures that are not part of the WoV. 
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Figure 7: The DoSO distribution of the Pareto optimal SoS architectures, with respect to 
resilience and affordability, under all the tested disruption scenarios. The blue box represents 
the first to third quartile of the distribution and the red line represents the median. The brown 
points represent the statistical outliers of the distribution.  
 
  
In comparison to the Pareto optimal architectures from the N-X disruption scenarios, the Pareto 
optimal architectures from the L-X disruption scenarios seem to favor more redundant DoSO 
values. This is counter-intuitive to the logic that more severe disruptions would favor more 
pathway redundant architectures (disruption of constituent systems considered more severe than 
disruption of interactions). In a given type of disruption, however, the median of the DoSO 
distributions of the Pareto optimal architectures shifts towards more redundant DoSO values with 
increasing severity: Note the median shift from the N-1 to N-5 scenario, as well as from the L-1 to 
L-3 scenario. This shift becomes less prominent with the increasing severity of disruptions. Based 
on these results it appears that both disruption type and severity are governing factors in deciding 
the most favorable DoSO range for SoS architectures. 
 
The observations from investigating the Pareto optimal SoS architectures are promising, but not 
enough to claim that SoS architectures with DoSO values within the ecological WoV are generally 
better than those outside of the WoV with respect to resilience and affordability. To test this claim, 
a linear weighted sum bi-objective function (WS, Eq. 12) was used to compare the SoS 
architectures based on two objectives: minimizing the loss of expected value of the resilience loss 
metric (𝑅𝑅𝑅𝑅����) and development cost (DC). Both are scaled using their respective maximum observed 
values. Since the preference is minimization in both objectives, a lower value of the WS metric 
indicates a better architecture.  
 

𝑊𝑊𝐷𝐷 = 𝜆𝜆 � 𝑅𝑅𝑅𝑅����

𝑅𝑅𝑅𝑅����𝑚𝑚𝑚𝑚𝑚𝑚
� + (1 − 𝜆𝜆) � 𝐷𝐷𝐷𝐷

𝐷𝐷𝐷𝐷𝑚𝑚𝑚𝑚𝑚𝑚
�   (12) 
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Where, WS is the weighted sum bi-objective function, 𝑅𝑅𝑅𝑅���� is the expected value of the resilience 
loss metric for an architecture under a specific disruption scenario, 𝑅𝑅𝑅𝑅����𝑚𝑚𝑚𝑚𝑚𝑚 is the maximum 
observed value of 𝑅𝑅𝑅𝑅���� under the same conditions, DC is the development cost of a given 
architecture, and DCmax is the maximum observed value of DC. The symbol 𝜆𝜆 represents the 
weighting factor used. Scores for the SoS architectures were compared under the following 
weighting factors:   

1. 𝜆𝜆 = 0.75; Higher weight on minimizing resilience loss. 
2. 𝜆𝜆 = 0.5; Equal weights on both the objectives. 
3. 𝜆𝜆 = 0.25; Higher weight on minimizing the development cost. 

 
The distributions of the WS metric for architectures inside and outside the WoV, for all three 
weighting factors and under the various tested disruption scenarios, are shown in Figure 8. Each 
of the three parts of Figure 8 presents the analysis using one of the weighting factors listed above. 
In each part, there are eight pairs of distributions. Each pair compares the WS metric distributions 
of the SoS architectures inside and outside the WoV, for one of the eight tested disruption 
scenarios. In each pair, the box plot on the right represents the WS metric distribution of the SoS 
architectures within the ecological WoV and the box plot on the left represents the WS metric 
distribution of the SoS architectures outside the ecological WoV. 
 
When a greater weight is placed on minimizing resilience loss (𝜆𝜆 = 0.75), the SoS architectures 
within the ecological WoV have lower WS metric values in general than the architectures outside 
the WoV. This is shown by the lower median, first, and third quartile values (see Figure 8.a). In 
addition, the SoS architecture with the minimum WS value is also found within the ecological WoV 
for all tested disruption scenarios (except N-5). This indicates that the best architecture under the 
weighting factor 𝜆𝜆 = 0.75, is within the ecological WoV under a variety of disruption scenarios. 
Similar results are observed when both the objectives (minimizing resilience loss and minimizing 
development cost) are equally weighted (𝜆𝜆 = 0.5) as shown by Figure 8.b. The two-sample 
Kolmogorov-Smirnov test confirmed statistical difference at a 5% significance level between the 
SoS architectures inside and outside the WoV for all tested disruption scenarios (at 𝜆𝜆 = 0.75 and 𝜆𝜆 
= 0.5).  
 
When a greater weight is placed on minimizing development cost (𝜆𝜆 = 0.25), there is no significant 
difference between the distribution of WS metric scores between architectures inside and outside 
the ecological WoV. This is inferred form the overlapping first to third quartile (box) and similar 
median values of the distributions in Figure 8.c. In addition, the architectures with the minimum 
WS metric value fell outside the WoV in three out of five scenarios with this weighting factor. 
However, scrutinizing the ‘best’ architectures under 𝜆𝜆 = 0.25 (i.e. architectures with lowest WS 
metric values) finds very poor resilience attributes: zero (or close to zero) MoP after disruptions 
and minimal to no recovery. This indicates that 𝜆𝜆 = 0.25 is an inappropriate weight for scoring 
these architectures, as it seems to neglect resilience completely. Combined, the observations from 
this analysis quantitatively support the claim that SoS architectures with DoSO values within the 
ecological WoV are generally better than those outside of the WoV with respect to resilience and 
affordability under a multitude of disruptions. 
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Figure 8: The distribution of the WS metric values, at three different weighting factors (a) 𝝀𝝀 =
𝟎𝟎.𝟕𝟕𝟕𝟕, (b) 𝝀𝝀 = 𝟎𝟎.𝟕𝟕, and (c) 𝝀𝝀 = 𝟎𝟎.𝟐𝟐𝟕𝟕, for the SoS architectures falling inside (WoV A) and 
outside (Non-WoV A) the WoV, in each of the tested disruption scenarios (marked on the X axis). 
The blue box represents the first to third quartile of the distribution and the red line represents 
the median. The red crosses represent the outliers. 
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2.3 SECTION SUMMARY  

This investigation provided quantitative evidence supporting the hypothesis that the majority of 
Pareto optimal SoS architectures in the resilience vs. affordability trade space lie inside the 
ecological window of vitality (WoV)—an evolutionarily-favorable DoSO range within which long-
surviving ecosystems are found. This result held across various SoS disruption scenarios, indicating 
that the DoSO metric can be used to evaluate SoS architectures early in a project before likely 
disruption modalities are identified or detailed disruption models have been developed. The 
results also indicated that SoS architectures inside the ecological WoV have better resilience and 
affordability attributes (in general) than the architectures outside it.  
 
Significantly, unlike existing SoS evaluation techniques the calculation of DoSO does not require 
simulations using detailed disruption scenarios. Therefore, the DoSO metric could be used as a 
proxy for multi-objective optimization techniques in the early stages of SoS design when precise 
evaluation of resilience is not possible. DoSO can also be used as a criterion for filtering undesirable 
SoS architecture alternatives early in the design process. This could significantly reduce the 
number of alternatives run through computationally expensive evaluations, speeding up the SoS 
design process. Such a reduction in design time and computational expense is of special relevance 
in mission engineering applications 
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3. EXTENDED FRAMEWORK AND GUIDELINES FOR ECOLOGICAL NETWORK 

ANALYSIS OF ENGINEERING SYSTEM OF SYSTEMS 

The original DoSO evaluation framework, that was discussed in section 2.1.4 is only applicable to 
networks with one type of interaction. Most engineering SoS applications, such as critical cyber-
physical infrastructure networks, have multiple distinct but interdependent interactions between 
constituent systems. The research team developed a modified framework that enables the 
application of ENA on such networks. The modified metrics and its theoretical validation are 
presented in section 3.1. Two notional Cyber Physical System of Systems case-studies were also 
prepared to develop and test the ENA modeling framework using realistic examples. These are 
discussed in section 3.2. The guidelines for modeling SoS architectures with multiple types of 
interactions between its constituent systems, in a manner compatible with the modified equations 
in section 3.1, is described in detail in section 3.3. 
 

3.1. MODIFIED METRICS FOR DEGREE OF SYSTEM ORDER EVALUATION  

The original metrics DoSO evaluation metrics (Eqs. 4-9) were reformulated to accommodate 
multiple flows as shown in Equations 13-17. A detailed derivation of the modified AMI and H 
metrics (shown in Eqs. 13 and 14) can be found in ref. 27. These metrics are calculated from a 3-
dimensional flow matrix T, where any element 𝑇𝑇𝑖𝑖𝑗𝑗𝑖𝑖 represents the interaction/transfer from node 
i to node j of interaction type l. The symbol M represents the number of distinct interactions 
originating at node i and terminating at node j. For a network with only one type of flow, these 
modified equations simplify into the original AMI and H equations (Eqs. 4 and 5). DoSO is then 
calculated as the ratio of AMI/H (same as shown in Eq. 6). This proposed formulation was tested 
using a variety of theoretical networks to validate that the overall DoSO of a network calculated 
using the proposed equations is logically coherent. 
 

𝐴𝐴𝑀𝑀𝐼𝐼 =  ∑ ∑ ��∏
𝑇𝑇𝑖𝑖𝑖𝑖𝑙𝑙
𝑇𝑇𝑇𝑇𝑇𝑇𝑝𝑝𝑙𝑙

𝑀𝑀
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𝑀𝑀
𝑙𝑙=1
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𝑙𝑙=1
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𝑀𝑀
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𝑖𝑖=0                                                                                            (14) 

 
Where: 
 
𝑇𝑇𝐷𝐷𝑇𝑇𝑝𝑝𝑖𝑖 =  ∑ ∑ 𝑇𝑇𝑖𝑖𝑗𝑗𝑖𝑖𝑁𝑁+2

𝑗𝑗=0
𝑁𝑁+2
𝑖𝑖=0                 (15) 

𝑇𝑇𝑖𝑖.𝑖𝑖 =  ∑ 𝑇𝑇𝑖𝑖𝑗𝑗𝑖𝑖𝑁𝑁+2
𝑗𝑗=0                  (16) 

𝑇𝑇.𝑗𝑗𝑖𝑖 =  ∑ 𝑇𝑇𝑖𝑖𝑗𝑗𝑖𝑖𝑁𝑁+2
𝑖𝑖=0                  (17) 
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3.1.1 THEORETICAL VALIDATION 1 

Test case 1: A linear flow network: It was verified that the overall DoSO of the network remained 
at 1 (most pathway efficient) while adding multiple flow types with the identical linear chain 
topology. 
 
Test case 2: A double-tree flow network topology was tested. Multiple layers with distinct flows 
were added into the network with the same topology. It was seen that the overall network DoSO 
increased towards 1 (most pathway efficient value). This indicated that the network was becoming 
more pathway efficient.  
 
This is validated by the following logic: As the number of interactions between any two nodes in 
the network are increased, while keeping the topology constant, an increasing number of single 
points of failure are introduced into the system. This is because the all flows are required for 
network to function. More number of flows between two nodes provides a greater number of 
interactions to disrupt that can affect the whole network. 
 

3.1.2 THEORETICAL VALIDATION 2 

 
In the Figure 9, the network has two modules. The nodes in the first module interact with flow 
type 1. The nodes in the second module interact with flow type 3. The inter-module interaction is 
using flow type 2. In this first notional architecture all layers of flow individually have a DoSO of 1 
(most pathway efficient. The overall network also was validated to have an DoSO = 1 using the 
proposed multi-flow network DoSO formulation. 

 

Figure 9: Notional network with two modules and three flow types. DoSO of layers of all flow 
types is 1. 
 
As a second test (see Figure 10), the topology of the flow type 3 layer (or module two) was varied 
to include cycling. The topologies of the other two flow layers remained constant. The DoSO of 
the modified layer is 0.7444. Logically, the overall network DoSO should shift slightly from pathway 
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efficiency (DoSO ~ 1) towards pathway redundancy (DoSO ~ 0). This was validated as the proposed 
formulation of DoSO returned a value of 0.8869.  
 
Modelers may use different units for any/all of the different layers. This does not change the 
architecture and the DoSO evaluation should not be affected. This test was done by changing the 
unit of flows of each of the layers one by one. The DoSO evaluated by the proposed formulation 
remained unchanged. 
 
Similar tests were also conducted by changing the notional network through use of multiple 
imports and exports. This was expected to make the overall DoSO become more pathway 
redundant and it was validated to be so: Evaluated overall DoSO = 0.5557. The scale/unit change 
test for one layer was also conducted in this modified network and it was validated that the DoSO 
was not affected by that change. 

 

Figure 10: Notional network with two modules and three flow types. DoSO of layers of flow types 
1 and 2 is 1. DoSO of the layer with flow type 3 is 0.7444. 
 

3.2 CYBER PHYSICAL SYSTEM OF SYSTEM CASE STUDIES 

Two Cyber Physical System of System case studies were used to develop and test the proposed 
ENA framework for SoS architectures with multiple distinct and interdependent flows: (a) Pipeline 
distribution network and (b) Power grid. 
 

3.2.1 PIPELINE DISTRIBUTION (WATER) INFRASTRUCTURE CASE-STUDY 

The research team set up a simple (and hypothetical) pipeline distribution network case study. 
The network includes one reservoir, one pumping and distribution station, two customer nodes – 
an industrial customer/actor and a municipal customer/actor, and three pipeline segments 
connecting them. The operations of the physical infrastructure (customers, reservoir, pumping 
station, pipelines) are monitored using a simple Supervisory Control and Data Acquisition (SCADA) 
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network. The SCADA network consists of Remote Terminal Units (RTUs) communicating with the 
physical infrastructure and a central SCADA Terminal (CT). The SCADA network can modify the 
operation of the SoS by regulating the operation of the pumping station. A base architecture of 
this case-study is shown in Figure 11. This case study can be expanded for future studies by adding 
a greater number of customers, reservoirs, pumping stations, RTUs, etc. The research team also 
set up a simulation testbed for this case study using the Water Network Tool for Resilience (WNTR, 
see ref.28). WNTR is a software framework for assessing the resilience of drinking water systems 
to disasters such as earthquakes. The research team has used this tool and developed a working 
model that can be used to test water service fluctuations under various cyber-physical disruptions. 
The working model was validated using a physical disruption (leaks) and a cyber-disruption (mis-
regulation of the power at the pumping station). This testbed will be extremely useful for 
collaboration with cyber-physical networks experts who can provide appropriate cyber threat 
models for detailed tests. 
 

 

Figure 11: Illustration of the simple and hypothetical pipeline distribution network case study. 
 

3.2.1 POWER GRID INFRASTRUCTURE CASE-STUDY 

The research team also collaborated with another research group in the Department of Electrical 
and Computer Engineering to set up two hypothetical power grid examples. The first example in 
this case study is a 3-substation network shown in Figure 12. The grid consists of 3 substations, 2 
generators, 2 loads, and 3 branches/transmission systems. The second example in the power grid 
case-study is a synthetic 8 substation case study from Weaver et. Al (2016)29. There are 8 
substations, 5 generators, 6 loads, and 12 branches/transmission systems in this power grid 
example. The monitoring and regulation of the physical system is again accomplished using a 
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SCADA network. Each substation has its own RTU and every generator or load are connected to a 
specific substation (see Figure 13). The RTUs communicate with a central SCADA terminal/control 
center. 
 
In this case study, the physical systems (buses, generators, loads and branches/transmission 
systems) generate and distribute energy to the end users. The cyber systems include 
communication devices, such as routers, firewalls, etc., that will concentrate data from the 
physical network to the operators for processing and operating the system securely, reliably, and 
economically. For simplification, a router (or RTU) node is used to represent all communication 
devices. The connection between the routers and the physical systems form the cyber physical 
connection. This connection is achieved using meters/relays built in to the physical systems. PLCs 
can act as smart meters, and protective relays that have the capability to communicate with other 
communication devices. All data is sent to the control center (through the routers) for processing 
and deciding regulatory actions. 
 
 

 

Figure 12: Hypothetical 3-substation power grid case study. 
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Figure 13: The 8-substation power grid case study from Weaver et al. (2016)29. 
 
 

3.3. GUIDELINES FOR ENA MODELING OF SYSTEM OF SYSTEMS 

To use the modified metrics presented in section 2.1, the SoS architecture needs to be modeled 
as a directed multi-graph. A multi-graph, in graph theory, is a graph that is permitted to have 
multiple edges/links between the nodes. The following set of steps/guidelines are proposed to 
model the SoS architectures for Ecological Network Analysis: 
 

3.3.1 STEP I: IDENTIFYING CONSTITUENT SYSTEMS (NODES) AND TYPES OF INTERACTIONS 

The first step is to identify the constituent systems and the types of distinct interactions in the SoS 
of interest. For this purpose, the authors build on prior work, in the literature, on the definition 
and the hierarchical description of SoS. Maier (1998) 3 identified two major criteria for defining 
SoS: (a) operational independence and (b) managerial independence of the constituent systems. 
Han et al. (2012) 30 presented the hierarchical description of SoS illustrated in Figure 13: The SoS 
has a main operational objective. Accomplishing the main objective requires that a set of 
requirements capabilities must be satisfied and each requirement capability is met by completing 
fundamental tasks/functions in a meaningful order.  
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Figure 14: Hierarchical description of System of Systems (based on Han et al. (2012)30). 
 

Based on the above described prior work the authors propose the following guidelines for 
identifying nodes and interactions types in a SoS. Any SoS system is considered a unique node in 
the ENA model if: 

a. The system operation can be changed (to some degree) independently  
b. The system performs one or more of the fundamental tasks (discussed above) for the SoS 
c. The system ownership/management/acquisition process is different from other systems 

 
Following these set of rules, the following constituent systems were identified for the two case-
studies: 

A. Hypothetical water distribution infrastructure case study: Reservoirs, pipeline segments, 
pumping stations, demand actors (industrial, municipal, agricultural, etc.), SCADA Remote 
Terminal Units (RTUs), and Central SCADA terminal.  

B. Hypothetical power grid case study: Generators, buses, loads, transmission systems (or 
branches), SCADA Remote Terminal Units (RTUs), and Central SCADA terminal. 

Point of clarification: Contrary to some previous applications of ENA to engineering networks31, 
the authors are proposing that systems like pipeline segments and transmission branches should 
be modeled as unique nodes and not simply as links/interactions. This is because these systems 
fulfill a unique and essential role in the SoS and have a certain level of operational independence: 
For instance, transmission branches in power grids can be shut down to protect from power surges 
and flow through pipeline segments can be controlled using built in valves. In addition, these 
systems present unique cyber interactions (for monitoring and/or regulation) with RTUs. These 
unique functional flows require that they be modeled as nodes because links in a directed 
graph/multigraph can only exist between two nodes and not a node and a link. This was not 
considered in prior work using ENA on engineering networks because they were only considering 
one type of interactions/flows. 
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Point of clarification: Physical systems’ operations are measured using sensors/meters attached 
to them. These sensors/meters are not considered as separate nodes in the proposed model 
because they are components built into the physical systems, such as the generators or pumping 
stations, and are not independent constituent systems themselves. A physical system could have 
multiple (redundant) sensor/meter components. However, when analyzing the overall System of 
Systems, the focus is on the higher-level architecture of the network and not on minute 
component level details.  

The different types of interactions are identified based on the requirement capabilities, that is, 
each type of interactions represents the interdependencies and task-flows to achieve a specific 
requirement capability. A SoS where there is only one type of interaction between constituent 
systems will be modeled as a simple directed graph instead of a directed multigraph. For example, 
in Cyber Physical System of Systems (CPSoS), the authors have identified three types of interactions 
based on the requirement capabilities: 

a. Physical (e.g. energy/material) interactions, where the flows are conserved in keeping 
with law of mass or energy balance. This is usually the main flow of interest to the end 
users of the SoS. 

b. Monitoring interactions: Collecting, communicating, or processing physical state 
information/operating information of constituent systems of interest. 

c. Regulatory interactions: Generating, communicating, or processing information for 
regulating operations of constituent systems of interest.  
 

Point of clarification: This classification does not mean that the proposed ENA modeling 
framework can only be used on SoS with 3 types of flows. Rather this is intended to provide an 
example procedure for ENA modeling of CPSoS with these 3 types of interactions that allows for a 
consistent analysis of many critical CPSoS such as energy/gas/water distribution infrastructure. 

 

3.3.2 STEP 2: MODELING INTERACTIONS IN THE SOS 

The next step is to identify the interactions between the constituent systems and the constituent 
systems and the SoS operating environment. Once all interactions (of each type identified in step 
1) are known required to assign a magnitude to each of these interactions for the Degree of System 
Order (DoSO) analysis. For this purpose, the authors propose that the amount (or fraction) of a 
task or function accomplished by a system should be used to determine the strength/magnitude 
of interactions from a node. This is explained in more detail for physical interactions and cyber 
interactions below. 
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A. Physical Interactions 

In the case of physical interactions, the strength of interactions can be assigned as equal or 
proportional to the amount of planned material or energy transfers between the constituent 
systems and the systems and the environment. For example, in supply networks a task flow 
between a supplier and an assembler would be equal (or proportional) to the amount of material 
supplied by the supplier unit to the assembler unit under normal operating conditions. In an 
energy distribution network, the flows between any two systems would be equal (or proportional) 
the amount of real power flows planned between the systems under normal operating conditions. 
It should be noted that the exact amount of flows is not required for ENA modeling. When 
designing an architecture, designers make the decisions regarding what amount of 
material/energy flows will be routed through what channels through the networked systems. 
These planned proportions can be used to create ENA model instead of needing to know the exact 
amount of flow. This is especially important where the flows may be varying over a period of 
operation. This concept is illustrated using examples of the water distribution network and power 
grid case studies. The task flow magnitudes of the physical interactions are assigned using design 
decisions that will be made early in the architecture design process (see Figure 15): 

a. In the hypothetical water distribution network example, the industrial actor has twice the 
base demand of the municipal actor. Because of the topology of the pipeline network, 
the flows through the pipeline segment 2 will be twice the flow through pipeline segment 
3.  

b. In the hypothetical power grid example, generator 1 produces ¾ of the total power and 
the required power is evenly shared between the two loads (demands). Also, it is planned 
that bus one evenly splits the power flow to buses 2 and 3 under normal operation.  

 

Point of clarification: The procedure described above is for early design stages. If 
modelers/designer have a good estimate of the average flows through the systems over a period 
of operation either from records of operation or simulation platforms (such as PowerWorld or 
EPANET) the magnitudes of physical flows can be assigned using those flows and the analysis will 
be more accurate. However, the authors have found that the approximated procedure described 
above can also provide a good early-stage evaluation of the SoS architecture. It should be noted 
that the assigned magnitudes of physical interactions are balanced at all constituent system nodes, 
in keeping with the law of conservation of mass and energy. Finally, the DoSO metric is scale-
invariant. Therefore, if all flow magnitudes are scaled up or down by an arbitrary constant, it will 
not affect the DoSO evaluation. The modelers are free to use any unit/scale for the flows as they 
wish, as long as the same convention is used for all other flows of the same type. The values shown 
in Figure 15 are just for illustration purposes. 



 

Contract No. HQ0034-19-D-0003 UNCLASSIFIED   Report No. SERC-2021-TR-019 
28 

 

 

Figure 15: Examples of assigning magnitudes of flow only based on early stage SoS architecture 
design decisions. 
 

B. Cyber Interactions 

Unlike physically conserved flows, information flows are not bound by conservation laws as new 
information can be generated at any time and existing information can be copied without loss. For 
instance, a metering device outputs information about the operation of its physical host. 
Information imports that would ‘balance’ this information output is not meaningful because the 
information is not received from the external environment, rather it is generated at the node. The 
calculation of 𝐴𝐴𝑀𝑀𝐼𝐼 and 𝐻𝐻 that are used for 𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂 evaluation do not mathematically require flow 
balance at all nodes. Therefore, unbalanced flows are theoretically acceptable in the model as long 
as they do not violate any physical laws of the network under consideration. 
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The authors propose the following guidelines for assigning the magnitudes to the monitoring and 
regulatory interactions: 

B.1. Monitoring interactions 

B.1.i. Physical operation systems to RTUs or routers 

Sensor or meter components on the physical systems measure the operating parameters of 
interest and communicate that information with RTUs associated with those systems. To assign 
magnitudes to the monitoring interactions, first it needs to be identified whether the monitoring 
of each system is equally important or if there are some systems whose monitoring is more 
important to the SoS operation. If the monitoring of each system is equally important then a fixed 
quanta of monitoring task-flow (say 5 units) is assigned to each interaction from a physical system 
to its RTU. However, if some of the systems’ monitoring is more important/critical, the link 
between those systems and their RTUs can be assigned a proportionally higher task-flow 
magnitude. 

Point of clarification: A modeler can assume any arbitrary value for monitoring task-load for each 
system as long as it is consistent throughout the model and proportional to the importance of 
each system’s monitoring. This is because the DoSO evaluation is scale-invariant. The value of 5 
units is only presented here as an example. 

B.1.ii. Inter-RTU interactions 

If the architecture allows communication between RTUs (for example a mesh communication 
topology), that allows a redundant pathway for the monitoring information to reach nodes 
(constituent systems) that are given the authority to make decisions regarding regulation. In this 
case, there are bi-directional links between each RTU. The magnitude of these interactions is equal 
to the amount of monitoring task flow input to the sender RTU from its associated physical 
systems. 

B.1.iii. Export and dissipation at RTUs 

If an RTU has received redundant monitoring task flows for one or more physical systems, the 
monitoring task-flow dissipation from that RTU is equal to the amount of redundant input. In case 
the RTU has been given certain local regulation authority in the architecture design, the amount 
of non-redundant input is assigned as the magnitude of the monitoring task-flow export at the 
RTU. 

B.1.iv. RTU to Central SCADA terminal interactions 

The amount of non-redundant input is assigned as the magnitude for the monitoring task-flow 
from the RTU to the Central SCADA Terminal. 
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B.1.v. Export and dissipation at RTUs 

If the central SCADA terminal has received redundant monitoring task flows for one or more 
physical systems, the monitoring task-flow dissipation from the central SCADA terminal is equal to 
the amount of redundant input. The amount of non-redundant input to the SCADA terminal is 
assigned as the magnitude of the monitoring task-flow export. 

Point of clarification: Exports, and imports are used to model the productive use of monitoring 
information/task-flows into regulation information/task flows. The productively used monitoring 
information is modeled as an export out of constituent systems making regulation decisions. The 
transformation of state information to control information is modeled by adding a corresponding 
import of control information flow (discussed further in the next subsection on regulation 
interactions). Any redundant monitoring information/task-flow streams are modeled as 
dissipation leaving the node. 

 

B.2. Regulation Interactions 

B.2.i. Import to Central SCADA Terminal 

The import at the central SCADA terminal (CST) represents the transformation of monitoring 
information to regulation information – the SCADA terminal uses the monitoring information to 
make regulation decisions. The magnitude of the import flow depends on the number of systems 
being regulated by the CST. First a task-load is assigned to the regulation task of each system, 
similar to the monitoring task load assignment. If the regulation of each system is equally 
important, then a fixed quantum of task-flow (say 5 units) is assigned to all systems. However, if 
some of the systems’ regulation is more important/critical then the task-loads for these systems 
is assigned a proportionately greater amount. The magnitude of the import flow of regulation 
interaction into the CST is set equal to the sum of the assigned regulation task-loads for all systems 
regulated by the CST. 

B.2.ii. CST to RTU interactions 

The CST provides input of regulation information to each RTU equal to the sum of regulation task-
loads of systems that they can communicate with directly or through inter-RTU communication 
links. 

B.2.iii. Inter-RTU interactions 

The magnitude of regulation interaction from RTU a to RTU b (if connected) is equal to the sum of 
regulation task-load of systems directly connected to RTU b and whose regulation information was 
received by RTU a from the CST. 
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B.2.iv. Import at RTUs 

The magnitude of the import flow of regulation interaction into any RTU is set equal to the sum of 
the assigned regulation task-loads for all systems regulated by that RTU, if the RTU has local 
regulation authority. 

B.2.v. Dissipation at RTUs 

The magnitude of the dissipation flow of regulation interaction into any RTU is set equal to the 
sum of the redundant streams of regulation task-loads for physical systems. 

B.2.vi. RTUs to physical systems interactions 

The magnitude of regulation interaction from an RTU to a connected physical system is equal to 
the assigned task-load of that system’s regulation. 

B.2.vii. Export and dissipation at physical systems 

The magnitude of the export flow of regulation task-load at a physical system is equal to the 
assigned task-load of that system’s regulation. The magnitude of the dissipation flow of regulation 
at any physical system is set equal to the sum of the redundant streams of regulation task-load 
into that physical system.  

The guidelines proposed above applied to two hypothetical and simplified CPSoS designs to 
illustrate the ENA modeling process for interested modelers (see Figure 16). The first design Figure 
16.a, employs physical redundancy by using a two RTUs for one physical system. The redundancy 
is modeled by the dissipation flows at the CST and the physical system. The second design (Figure 
16.b) adds redundancy to the CPSoS architecture using multiple communication pathways. This 
redundancy is modeled by the dissipation flows at the CST and the RTUs. 

 

3.3.3 STEP 3: PREPARE FLOW MATRIX FROM THE MODELED MULTIGRAPH FOR ENA 

Once the multigraph is modeled, as described in steps 1 and 2, a 3-dimensional flow matrix is prepared to 
represent the model and evaluate DoSO (or other ENA metrics). In this 3-dimensional flow matrix T, any 
element 𝑇𝑇𝑖𝑖𝑗𝑗𝑖𝑖  represents the interaction/transfer from node i to node j of interaction type l. An example 
description of preparing the flow matrix from the multigraph is shown in Figure 17. 
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Figure 16: Example application of the proposed guidelines for the ENA modeling of cyber-
interactions shown using (a) a design employing physical redundancy (RTUs) and (b) a design 
adding redundancy through multiple communication pathways.  
 
 
 

 

Figure 17: Representing the multigraph model of SoS using a 3-dimensional flowmatrix. 
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3.4 SECTION SUMMARY  

Resilience of cyber-physical infrastructure, such as power grids and pipeline distribution networks, 
is critical to the smooth functioning of society. The increasing threat of cyber attacks/disruptions 
has necessitated the development of architecture evaluation tools that can account for the 
interdependencies between the cyber and physical operations.  
 
Motivated by this need, the research team proposed and tested a multigraph modeling approach 
and modified metrics for DoSO evaluation of SoS applications with multiple distinct but 
interdependent flows. The research team also presented the guidelines and procedure to model 
cyber-physical SoS as directed multigraph so that the modified ENA metrics can be used to assess 
candidate architectures. This analysis framework is shown to be theoretically capable of 
identifying architectures where the lack of adaptability in the one type of interactions (such as 
cyber interactions) leaves the SoS vulnerable to cascading failures in another (such as the physical 
infrastructure). 
 
Two realistic Cyber Physical System of Systems test cases were also developed for testing the 
proposed ENA framework: (a) A pipeline distribution infrastructure example and (b) a power grid 
example. In the next section, the research team presents the work on the practical application of 
this developed framework design space exploration studies using these two test cases. In addition, 
the test cases presented in this section will be useful for future analyses/studies conducted by the 
research team (or any partners). 
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4. ANALYSIS OF CPSOS USING EXTENDED ENA FRAMEWORK 

The study of topology-based architectural changes is typical in previous applications of ENA to 
engineering networks. For example, in the notional examples shown in Figure 16, redundancy was 
included in the network design using backup RTUs and using additional communication pathways. 
Both of these redundancy measures are designed using topological changes to the architecture, 
that is, addition of nodes or links. However, the extension of the ENA framework to study CPSoS 
provides insights into the novel design space exploration possibilities using the DoSO metric. ENA 
models of CPSoS have the following unique characteristics: 
 

1. The input and output magnitudes of cyber interactions are not required to be balanced 
at each node   

2. The change in behavior of constituent systems (nodes), such as adding regulatory 
authority, changes the operations of the overall network without changing the network 
topology. This is reflected in change in interactions with the external environment or 
change in magnitude of flows. 

 
The design/selection of regulation authority is especially interesting. Consider a notional scenario 
where two physical systems (A and B) are being monitored and regulated using two RTUs (A and 
B) and a central SCADA terminal. In design I, only the central SCADA terminal has regulation 
authority. Design II provides the RTUs (A and B) with backup regulation authority as a resilience 
measure in case the communication with the central SCADA terminal is disrupted. 
 
The multigraph ENA models of both designs are shown in Figure 18. Topologically, both 
architectures have the same constituent systems (nodes) and interactions between constituent 
systems (internal links). However, their constituent systems are designed to have different 
behaviors. In the first design, the ENA model only includes transformation of monitoring task-load 
to regulation task-load at the central SCADA terminal. In the second design, both the RTUs and the 
CT show transformation of monitoring task-load to regulation task-load. The RTUs’ regulation 
authority is designed as a backup. The primary regulation authority belongs to the CT under normal 
operation. This is shown by the dissipation of regulation task load included at the RTUs (its own 
regulatory task load is redundant by design). This functional redundancy is accounted for by the 
more pathway redundant value of DoSO of design II. 
 

4.1 PRELIMINARY DESIGN SPACE EXPLORATION OF HYPOTHETICAL PIPELINE DISTRIBUTION 

INFRASTRUCTURE 

The pipeline distribution network case study, discussed in chapter 3.2, is used for a preliminary 
design space exploration of CPSoS using the extended ENA framework developed in this project. 
In this simplified case study, it was assumed that only the pumping station is controlled using the 
SCADA system. Possible architecture alternatives are generated based on the following design 
decisions: 
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Figure 18: Capturing the effect of node behavior on the overall SoS architecture operation in the 
extended ENA framework. 
 

1. Which systems are monitored/supervised to make control decisions? 
I. Minimum: Demand actors and Pump station operation 

II. All physical systems in the pipeline network 
2. How is the regulatory/control authority distributed? 

I. Central: Only at Central Terminal. 
II. Central + Local (shared): Primarily at Central Terminal but pumping station RTU 

given backup regulatory authority. 
III. Local: Only at the pumping station RTU. 

3. What is the communication network topology? 
I. Star: RTUs only communicate to Central Terminal (Centralized) 

II. Mesh: RTUs communicate to central terminal as well as amongst themselves 
(Decentralized). 

4. Are backup RTUs included? 
I. Only using primary RTUs 

II. Using backup RTUs in addition to primary RTUs. 
 
A full factorial combination of the design decision options gives 24 architecture alternatives. 
However, since the regulation of pumping station operation requires monitoring information from 
customers/demand actors, the local regulatory authority could only be designed in if there was 
communication between those physical systems and the pumping station RTU (necessitating mesh 
topology for local or shared regulatory authority). Because of this constraint only 16 feasible 
architectures were generated. 
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Table 1: Design selections and DoSO Values for the 16 generated architectures for the 
hypothetical pipeline distribution network. 
 

# Physical 
Systems 
Monitored 

Regulation 
Authority 

Topology Backup 
RTUs 

DoSO of 
overall 

network 

DoSO of 
monitoring 
interactions 

DoSO of 
regulation 

interactions 
1 Minimal Central Star No 0.875 0.758 1 
2 Minimal Central Star Yes 0.703 0.546 0.695 
3 All Central Star No 0.846 0.692 1 
4 All Central Star Yes 0.751 0.509 1 
5 Minimal Central Mesh No 0.642 0.389 0.607 
6 Minimal Central Mesh Yes 0.463 0.138 0.388 
7 All Central Mesh No 0.635 0.376 0.607 
8 All Central Mesh Yes 0.459 0.135 0.388 
9 Minimal Shared Mesh No 0.618 0.337 0.617 

10 Minimal Shared Mesh Yes 0.435 0.128 0.347 
11 All Shared Mesh No 0.616 0.325 0.617 
12 All Shared Mesh Yes 0.433 0.127 0.347 
13 Minimal Local Mesh No 0.845 0.683 1 
14 Minimal Local Mesh Yes 0.61 0.385 0.613 
15 All Local Mesh No 0.813 0.618 1 
16 All Local Mesh Yes 0.598 0.369 0.613 

 
 
The design selections and DoSO Values for these 16 architectures are shown in Table 1. The DoSO 
value of the physical water flow layer is not shown on this table because the physical infrastructure 
architecture is not changed. Therefore, the physical flow layer has a constant DoSO value of 0.899 
for all architectures. The interesting observations from this simplified design space exploration are 
discussed below: 
 

1. The overall DoSO values tend to lie more on the pathway constrained/efficient side of the 
DoSO spectrum and the ecological window of vitality. This is because of the highly pathway 
constrained organization of the physical pipeline infrastructure. Any failure in the physical 
network will have devastating impact on the pipeline performance because of the lack of 
flexibility in the architecture – and that is reflected by the overall DoSO values being more 
pathway constrained/efficient than the ecological window of vitality. 

2. By using the bi-directional communications in the mesh topology, the research team 
observed designs with highly pathway redundant architectures (DoSO ~ 0.1, more pathway 
redundant than ecological networks) in the monitoring network layer. 

3. The selection of mesh communication topology is seen to have the greatest impact on the 
DoSO metric (and therefore, the architectural organization). This is validated by the logic 
that the redundant communication pathways allow for the cyber network to keep 
operating even when one or two RTUs lose communication with the central SCADA 
terminal. 
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4. The selection of only local controlling authority makes the network more pathway 
constrained, in general. This is validated by the fact that only having the control authority 
at the pumping station RTU does not add any redundancy and makes the network more 
vulnerable to disruptions. 

5. The regulation/control network layer DoSO values are typically more pathway efficient 
than the monitoring network layer. This is explained by the fact that the regulation is only 
done through the pumping station operation management. This makes the regulation 
network layer inherently constrained. 

 

4.2 PRELIMINARY ANALYSIS OF POWER GRIDS 

The research team also conducted a preliminary analysis of power grids using the extended ENA 
framework. The power grids’ case study was described in chapter 3. The case study has two 
examples: (a) a 3-substation power grid and (b) an 8-substation power grid. The design variations 
explored for these examples are: 
 

1. How is the regulatory/control authority distributed? 
I. Central: Only at Central Terminal. 

II. Central + Local: Primary regulation authority remains at the central terminal but 
the local RTUs have a certain level of decision-making authority (e.g. for emergency 
response) 

2. What is the communication network topology? 
I. Star: RTUs only communicate to Central Terminal (Centralized) 

II. Mesh: RTUs communicate to central terminal as well as amongst themselves 
(Decentralized). 

 
The design variations and the DoSO Values for these 3-substation grid architecture designs are 
shown in Table 2, and for the 8-substation grid architecture designs are shown in Table 3. The 
interesting observations from this simplified design space exploration are discussed below: 
 

1. Similar to the observation from the pipeline distribution network case study, the selection 
of mesh communication topology is observed to have the greatest impact on the flexibility 
of the architecture – represented by the significant shift of the DoSO value towards 0. 

2. Using the mesh architecture, highly pathway redundant DoSO values (more pathway 
redundant than observed biological ecosystems) were observed for the cyber interaction 
layers in the following architectures: (a) the monitoring interactions in the second 
architecture of the 3-substation example, (b) the monitoring interactions in the second 
architecture of the 8-substation example, and (c) the regulation interactions in the fourth 
architecture of the 8-substation example. 

3. Unlike the synthetic pipeline distribution case study, the power grids have more than one 
system that are regulated to maintain the operations of SoS. Due to this reason, 
decentralizing the regulation authority to local RTUs leads to adding pathway flexibility in 
the architecture. 
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4. The regulation interactions layer of architectures 1 and 2 in both the 3-substation and 8-
substation examples have the same DoSO. This is because, the RTUs have discrete 
regulation task-loads (no shared task loads). Sharing information about their unique task 
loads to other RTUs is not useful or adding redundancy in anyway (because the receiving 
RTU does not need that information). Therefore, following the modeling guidelines for this 
case (see chapter 3.3.2 B.2.iii) resulted in the same regulation interactions network model 
in both architectures. 

5. From a purely topological perspective, the regulation and monitoring networks are the 
same: same nodes and communication pathways. However, they function in different 
ways. The monitoring task takes information from multiple systems to special systems that 
have regulation authority and can productively use the input. The regulation task tasks 
information from special systems that have regulation authority (can provide control 
signals) and provides that to multiple systems that use it productively to regulate their 
operations. DoSO analysis captures these functional/behavioral differences, as shown by 
the different values of the two network layers in each architecture design in Table 2 and 
Table 3. This makes the DoSO analysis unique from existing topological analyses. 
 

Table 2: Design selections and DoSO Values for the synthetic three substation power grid 
architectures. 
 

# Regulation 
Authority 

Communication 
Topology 

DoSO of overall 
network 

DoSO of 
power flows 

DoSO of 
monitoring 
interactions 

DoSO of 
regulation 

interactions 
1 Decentralized Star 0.563 0.819 0.455 0.454 
2 Decentralized Mesh 0.461 0.819 0.162 0.454 
3 Centralized Star 0.649 0.819 0.606 0.542 
4 Centralized Mesh 0.52 0.819 0.364 0.288 

 

Table 3: Design selections and DoSO Values for the synthetic eight substation power grid 
architectures. 
 

# Regulation 
Authority 

Communication 
Topology 

DoSO of overall 
network 

DoSO of 
power flows 

DoSO of 
monitoring 
interactions 

DoSO of 
regulation 

interactions 
1 Decentralized Star 0.532 0.764 0.444 0.407 
2 Decentralized Mesh 0.386 0.764 0.057 0.407 
3 Centralized Star 0.601 0.764 0.561 0.476 
4 Centralized Mesh 0.477 0.764 0.233 0.132 
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4.3 SECTION SUMMARY 

The research team demonstrated the practical application of the extended ENA and DoSO 
modeling framework using two case studies. The case studies, pipeline distribution and power 
grids, were chosen because they are critical infrastructure and their resilience is of great 
importance.  
 
The design space exploration studies conducted on these two cyber-physical SoS examples 
demonstrated that the extended ENA framework can provide designers with useful architectural 
design insights, such as lack of adaptability in one or more type of interactions and their 
interdependent operations. The extended ENA framework and DoSO analysis considers both 
topological/structural and functional/behavioral characteristics of SoS architectures, that makes it 
unique compared to existing graphical analyses that only consider the topological features of SoS 
architectures. Thus, the DoSO analysis can provide designers with insights into the effects of design 
decisions on the candidate architectures’ behavior and is especially useful when high fidelity 
simulation models/experiments for disruption tests are not available. Combining these 
observations with the promising results presented in chapter 2 provides strong support that ENA, 
and specifically the DoSO evaluation, is capable of providing relevant architectural insights to SoS 
engineers while making design decisions for resilience and balancing efficiency trade-offs 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  



 

Contract No. HQ0034-19-D-0003 UNCLASSIFIED   Report No. SERC-2021-TR-019 
40 

5. PROTOTYPE TOOLKIT FOR ECOLOGICAL NETWORK ANALYSIS OF ENGINEERING 

SYSTEM OF SYSTEMS 

The research team developed a prototype toolkit that aids users in performing Ecological Network 
Analysis, as discussed earlier in this report, on System of Systems architectures. The toolkit is 
developed using the Python programing language, and therefore, users do not need to buy any 
software to use this toolkit. The developed toolkit is capable of handling engineering SoS 
architectures with multiple distinct and interdependent flows using the framework discussed in 
chapter 3.  
 
The toolkit requires the user to prepare flow matrices for SoS architectures using the steps 
detailed in chapter 3.3. The toolkit is capable of running the following analysis using the input 
architecture flow matrices: 
 

1. Detailed single SoS architecture ENA and network visualization 
2. Detailed side-by-side comparison of two SoS architectures using ENA and network 

visualization 
3. Comparison of multiple SoS architectures using ENA 

 
In this report, the authors focus on the functionalities of the toolkit. The complete list of steps of 
using the toolkit and the detailed documentation of the developed program is provided as a 
separate user manual document. The toolkit operates in the form of a Graphical User Interface 
(GUI). The input tab in the GUI allows the user to select the excel files containing the SoS 
architecture matrices and select options for providing further details regarding the architectures 
and the type of analysis. A screenshot of the input screen of the prototype toolkit is shown in 
Figure 19. Here, the toolkit only offers two functionality options to the user because two SoS 
architecture matrices are selected in the input – that means the user can do a two-architecture or 
a multi-architecture comparison, but not a single architecture analysis. In the subsequent sections 
each of the functionalities is discussed and demonstrated using the pipeline distribution CPSoS 
case study and design space exploration that was discussed in chapters 3.2 and 4.1, respectively. 
 
 

5.1 SINGLE ARCHITECTURE ANALYSIS 

The single architecture analysis functionality of the developed toolkit allows the user to study the 
intricacies of the design of a single SoS architecture. The first output of this functionality provides: 
 

a. A visualization of the full network architecture, and the network architecture of each 
distinct flow type  

b. The value of the ENA metrics: 𝐴𝐴𝑀𝑀𝐼𝐼, 𝐻𝐻, 𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂, and 𝑅𝑅_𝑒𝑒𝑒𝑒𝑀𝑀 for both the overall 
architecture as well as of each distinct flow layers. 
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Figure 19: Input Screen of the prototype SoS ENA toolkit. 
 
 
The second output opens in the form of a new tab in the GUI. In this interface, the user is given 
the options to explore the intricacies of the network architecture design. The user can: 
 

1. View the full architecture. 
2. View only specific types of nodes and their interactions (RTUs, Distribution centers, etc.) 
3. View only specific nodes and their interactions. 
4. View only the internal interactions amongst constituent systems. 
5. View only selected flow types. 

 
An example of the single architecture analysis is shown using one of the pipeline distribution CPSoS 
architectures. In Figure 20, the toolkit outputs the ENA metrics network visuals for the overall 
architecture as well as specific flow layers. Figure 21 presents the specialized network architecture 
visualization interface developed in this toolkit. In this example, the user has selected to only view 
the cyber interactions in the CPSoS architecture. This specialized interface gives the user am 
opportunity to explore the architectural intricacies of very large networks, by selecting and 
focusing on specific constituent systems or interactions – thus enabling a deeper understanding 
of the architecture design. 
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Figure 20: Screen shot of the single architecture analysis ouput 1 using the prototype toolkit. 
 
 

 

Figure 21: Screen shot of the specialized network architecture visualization interface output 
from the single architecture analysis in the prototype toolkit. 

 



 

Contract No. HQ0034-19-D-0003 UNCLASSIFIED   Report No. SERC-2021-TR-019 
43 

5.2 TWO-ARCHITECTURE COMPARISON 

The two-architecture comparison functionality of the developed toolkit allows the user to 
compare two SoS architecture alternatives, side-by-side. This allows the user to explore the design 
intricacies of the two architectures in comparison to each other. This functionality has four 
different outputs. 
 
The first output provides the user with the following analysis features: 
 

1. It compares the ENA metrics 𝐴𝐴𝑀𝑀𝐼𝐼, 𝐻𝐻, 𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂, and 𝑅𝑅_𝑒𝑒𝑒𝑒𝑀𝑀 for the two architectures. 
2. It provides a visualization of the overall network architectures for side-by-side 

comparison. 
 
The second and third outputs provide the user with a comparison of the differences between the 
architecture designs. This functionality allows the user to inspect the unique features in one 
architecture that make it more or less similar to biological ecosystems in terms of network 
pathway organization. Two comparisons are provided: 
 

1. The first comparison is of the topological differences in the two network architectures of 
the SoS. The toolkit highlights those nodes (constituent systems) and interactions 
(interactions) that are not present in the other architecture. 

2. The second comparison is of the topological and behavioral differences in the two 
network architectures. Here those links (and connected nodes) are highlighted that have 
a difference in magnitude of interactions.  
 

It should be noted that comparison 1 is a subset of comparison 2. Comparison 2 would highlight 
differences between two architectures that have the same nodes and links but different behaviors, 
represented in the ENA model using the differences in flow magnitudes and external flows.  
 
Finally, the last output of this functionality opens in the form of an output tab in the GUI. Here, 
the user can select different Degree of System Order (DoSO) ranges to see if where the selected 
architectures lie relative to the selected favorable DoSO ranges: that is whether the architectures 
are more pathway redundant, more pathway efficient, or within the selected range. The interface 
allows the user to select from a variety of DoSO ranges including the ecological Window of Vitality 
(discussed in Chapters 1 and 2) and custom user selections. The reason for providing multiple 
options is because the research team’s investigations have found that there exist (potentially) 
selective DoSO ranges favorable for specific SoS applications and operating conditions. However, 
further work is required to identify such ranges. Examples of the two-architecture comparison 
functionality are shown below in Figure 21, Figure 22, Figure 23, and Figure 24. 
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Figure 22: Screenshot of output 1 from the two-architecture comparison function of the 
protoype toolkit – showing network visualization and ENA metrics for the two architectures.  
 

 

Figure 23: Screenshot of output 2 from the two-architecture comparison function of the 
protoype toolkit – showing network visualization of the two networks highlighting the 
constituent systems (nodes) and interactions (links) that re only present in one architecture. 
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Figure 24: Screenshot of output 3 from the two-architecture comparison function of the 
protoype toolkit – showing network visualization of the two networks highlighting the 
constituent systems (nodes) and interactions (links) that are either only present in one 
architecture or have a different beahvior (different magnitude of interactions). 
 

 

Figure 25: Screenshot of output 4 from the two-architecture comparison function of the 
protoype toolkit – showing the relative position of the two architectures on the DoSO spectrum 
and comparing it to a selected DoSO range (such as the ecological window of vitality). 
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This functionality provides the user the ability to focus on the unique features of the two 
architectures in comparison to the other and develop a deeper understanding of why one of the 
architectures is more or less pathway constrained/redundant compared to the other. Such an 
understanding is important because it allows the user to visually relate the influence of 
architectural design decisions to the network organization that may improve SoS resilience 
attributes. 
 

5.3 MULTI-ARCHITECTURE COMPARISON 

This functionality provides the user the option to compare a large number of architectures at once. 
The main goal of this functionality is to help the user narrow down the design space to the 
architectures within the favorable DoSO range for the specific SoS application and operating 
conditions. As stated earlier, further work is required to identify such ranges and therefore, the 
DoSO range selection feature has been set up to be modifiable. 
 
The output of this functionality opens as a new tab on the GUI. The main features of this output 
are: 
 

1. All input architectures are compared on the DoSO scale. 
2. The architectures that lie within the selected (favorable) DoSO range are highlighted. 
3. The values of the ENA metrics for all input architectures are provided in the form of a 

table. 
4. The user can open a detailed single architecture analysis of any architecture from the 

multi-architecture comparison by clicking on the specific architecture entry in the ENA 
metrics table. 

5. The user can modify the favorable DoSO range selection. 
6. The user can output architectural details of all compared architectures: 

a. Constituent system details (e.g. node connections) 
b. Link details (e.g. type and strength of interactions) 
c. ENA metrics of all architectures. 

 
 
An example of the multi-architecture functionality is shown in Figure 26. The interface provides a 
visual comparison of all the architectures on the DoSO spectrum and against the selected 
favorable DoSO range (such as the ecological window of vitality). As stated earlier, the DoSO range 
selection is modifiable. The table on the top right of the interface provides the DoSO values of all 
the architectures ordered from lowest value (closest to DoSO ~ 0, highly pathway redundant) to 
the highest (closest to DoSO ~ 1, highly pathway constrained). Selecting any architecture on this 
table opens the detailed single architecture analysis for that architecture as shown in Figure 20. 
Finally, the interface allows the user to output architectural details of the compared architectures 
as an excel sheet that may be useful for running other analyses. 
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Figure 26: The output interface from running the multi-architecture comparison functionality on 
the 16 pipeline distribution network architectures.  
 
 

5.4 SECTION SUMMARY 

The research team has developed a prototype toolkit that performs Ecological Network Analysis 
on System of System architectures. The toolkit features a detailed single architecture analysis, a 
detailed two-architecture comparison, and an overall multi-architecture comparison functionality. 
These functionalities, and their use in the design process, are demonstrated in this report using 
the pipeline distribution CPSoS case study discussed in Sections 3 and 4. Although still at the 
prototype stage, the toolkit is matured to a level at which the investigators can use it to conduct 
R&D studies for resilient SoS engineering. The associated toolkit documentation presents a 
comprehensive step by step process for conducting all the analyses on candidate SoS architectures 
using the developed toolkit. The use of the toolkit is designed in a manner that does not require 
specialized training beyond the typical qualifications of a systems engineer.  
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CONCLUDING REMARKS 

This project has significantly advanced understanding about and application of ecology-inspired 
techniques for resilient Systems of Systems design. Major objectives achieved by the research 
team are summarized in Table 4. Prior to this project, it was unclear whether or to what extent 
metrics from Ecological Network Analysis (ENA) could be applied to understand resilience in 
engineered systems of systems. This project has established that metrics such as Degree of System 
Order (DoSO) are informative in the context of SoSE. The research team identified limits of existing 
ENA techniques in a SoSE context and identified extensions to enable application of the core 
concepts to complex engineered systems of systems, including cyber-physical systems. 

It should be noted that further development of these ideas should be undertaken prior to fielding 
the methods/tools broadly. Several key questions can be answered with further study. First, if the 
DoSO metric is to be used as a proxy for high-fidelity multi-objective optimization techniques, what 
is the DoSO value that should be targeted? The analysis of biological ecosystems had revealed that 
they converged around the DoSO value of 0.4. Based upon this finding an ecological fitness 
function (Reco) was suggested as shown in Eq. 1814,21. However, Ulanowicz (2009) recognized that 
systems other than ecosystems might converge to a different DoSO value, and introduced a sliding 
parameter (β)  to account for this shift (Eq. 19)21. From the results presented in chapter 2, only 
the N-1 scenario’s Pareto optimal architectures’ DoSO distribution had its median approximately 
equal to 0.4. The results obtained in this paper suggest that disruption type and severity are seen 
to govern the most favorable DoSO for SoS applications, but it is possible that there are other 
governing operational parameters as well. If future research is able to identify such governing 
factors that determine the appropriate values of the (β) parameter, then application-specific 
favorable DoSO targets could be predicted early on to guide the design process of SoS. 
 
𝑅𝑅𝑒𝑒𝑒𝑒𝑒𝑒 = −(𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂) ln (𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂)                                                                                                                  (18) 
𝑅𝑅𝑒𝑒𝑒𝑒𝑒𝑒 = −�𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂𝛽𝛽� ln (𝐷𝐷𝑀𝑀𝐷𝐷𝑂𝑂𝛽𝛽)                                                                                       (19) 
 
Second, a similar challenge is expected when using the DoSO metric as an SoS architecture filtering 
tool. Not all architectures within the WoV are ‘good’ architectures – some have poor resilience 
attributes, or are not affordable. In addition, it must be noted that about 63% of the generated 
SoS architectures (out of the notional architectures generated in the tradespace exploration study 
in chapter 2) fell within the bounds of the ecological WoV. Therefore, while the WoV architectures 
did present with ‘better’ resilience and affordability characteristics, its ability to reduce the design 
space is currently lacking. It is possible that there are subsets within the ecological window of 
vitality that would be useful for engineering SoS applications. For instance, based on a qualitative 
scrutiny of Figure 7, a DoSO range of [0.22, 0.42] was chosen. The bi-objective function analysis 
(chapter 2.2) was repeated using this ‘proposed WoV’ instead of the ecological WoV. The 
comparison of SoS architectures within and outside the proposed WoV also showed that 
architectures within the proposed window have better resilience and affordability characteristics 
than those outside it (very similar to the comparison presented using the ecological WoV in 
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Table 4: List of research accomplishments during the project. 
 

Objective Research Accomplishments 

Understand underlying 
relationships in an 
engineered SoS that 
explain the relevance of 
ENA-based metrics for 
resilient engineering 
SoS.  

 Hypothesized and demonstrated a strong relationship between 
the ecological WoV (marked by a DoSO range), and Pareto-
optimality of SoS architectures in resilience and affordability 
space 

 Found Quantitative evidence that SoS architectures within the 
ecological WoV have better resilience and affordability attributes, 
in general, than those outside it. 

Develop useful ENA-
based metrics and 
guidelines for their use 
in resilient engineering 
SoS development.  

 Identified two promising pathways to adopt this framework into 
the SoSE process: as an early-stage proxy for high-fidelity multi-
objective optimization tools, or as an architecture filtering tool. 

 Proposed and tested a multigraph modeling approach and 
modified metrics for DoSO evaluation with multiple distinct but 
interdependent flows 

Develop extensions to 
SoS element models 
beyond the simple 
input-output flows 
common in ENA.  

 Extended ENA to Cyber Physical SoS (CPSoS), where nodes have 
both physically conserved flows as well as non-conserved 
information flows as well as unique behavior such as distributed 
regulation authority. 

 Set up two synthetic CPSoS case studies: (a) pipeline distribution 
infrastructure, and (b) power grid. 

 Using the two synthetic CPSoS case studies, demonstrated that: 
(a) The extended ENA framework proposed in this work is fully 
capable of analyzing complex CPSoS use cases 
(b) The DoSO analysis accounts for node behavior (such as control 
authority in CPSoS) and network topology based architectural 
techniques. 

Create a prototype 
decision support tool 
for applying ENA-based 
metrics to the early-
stage development of 
resilient engineered 
SoS. 

 Developed a toolkit for ENA of SoS featuring a detailed single 
architecture analysis, a detailed two-architecture comparison, 
and an overall multi-architecture comparison functionality.   
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Figure 8). Furthermore, this DoSO range was able to filter the design space down to ~40% of all 
architectures. This indicates that there may be distinct (and more focused/smaller) favorable 
DoSO windows, for specific operational parameters, and being able to predict them would allow 
system engineers to significantly reduce design time of SoS. This motivates future research into 
understanding the governing factors that dictate the favorable DoSO range for specific 
applications.  
 
While it is necessary to be aware of the unanswered questions and challenges described above, 
they do not negate the feasibility and applicability of this approach for the design of resilient and 
affordable SoS. The work accomplished by the research team provides the tools required to 
explore engineering SoS using ENA (in general) and the DoSO metric in particular. This work 
presented the first study to further the understanding of the ecology-inspired network 
architecting principles, the DoSO metric, and the ecological WoV from a SoSE perspective. The 
research team found promising evidence that the ecological principle of balancing pathway 
efficiencies and redundancies in network architectures is beneficial in developing resilient and 
affordable SoS. The research team also extended the approach to the analysis of critical cyber-
physical infrastructure and developed a toolkit for running the analyses. 
 
The proposed approach can provide useful design guidance for resilience without requiring 
designers to assume how a SoS may be disrupted or perform complex simulations with different 
disruption scenarios. This is extremely valuable for SoS design because a SoS can have hundreds 
of CS. Such large scale, complex, and geographically dispersed SoS will likely have a large cardinality 
of possible disruption and recovery scenarios. Assessing every architecture alternative for all 
possible disruptions is not a feasible design method. However, since the DoSO evaluation does not 
depend on disruption scenarios, the proposed approach could prove very helpful as a design space 
filter or a proxy multi-objective (resilience and affordability) optimization technique. In addition, 
the proposed approach was shown to be able to account for the trade-off between resilience and 
affordability attributes, making it a desirable decision support tool. This work is not the final word 
on the subject, rather the promising results obtained here motivate for further study on the 
questions and challenges described above. 
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PROJECT TIMELINE & TRANSITION PLAN 

1. What is the long-term transition goal for the research if continued? 
 
The ultimate vision is to transition this work as a computational tool engineers can use to evaluate 
candidate systems of systems in contexts such as new SoS development and upgrading or 
reconfiguring of existing SoS. The envisioned tool would take as input specifications of various 
candidate systems of system architectures and return a rating for each of them based on their 
resilience and cost/efficiency tradeoffs. This tool would be useful earlier in the SoSE process than 
one typically can apply detailed simulation studies. The envisioned tool would not require 
significant expertise in ecological network analysis or other techniques falling outside a typical 
training of a SoS engineer. Only a modest amount of training would be required to use the tool 
and interpret its results. The tool could be customized to specific application areas if desired, but 
the backend workings would apply to any SoS problem. Applications include, but are not limited 
to, critical infrastructure such as pipelines and power grids, transportation/mobility systems and 
defense missions. 
 
 
2. List the potential tools, guides, educational units, or other artifacts that resulted from this 

research that might be used by external sponsors if the long-term transition goals are met? 
 
Outcomes of this project include:  

a. Preliminary guidelines for modeling of SoS with multiple distinct and interdependent 
flows such as those that arise in cyber-physical systems of systems. 

b. A prototype toolkit for ENA of SoS. 
 
To achieve the preceding transition goal would require further refinement of both items, but they 
are functional and their successful application to realistic SoS has been demonstrated in this work. 
It is anticipated that a complete transition plan would require additional training material (e.g., 
tutorials) to familiarize potential users with the tool and modeling methodology. 
 
 
3. Which of these might be or are planned to be incrementally delivered in a future research 

task? 
 
The following activities/deliverables are of interest to the investigators and will be pursued if 
adequate resources are available. 
 
Refined modeling guidelines. Currently the guidelines for ENA modeling of SoS are not set up as in 
a fixed algorithmic manner. If this is accomplished, in future research tasks it would allow 
conversion of SoS architecture models from known modeling languages such as SysML directly 
into ENA matrices as described in chapter 3. 
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Additional case studies. The research team will look to partner with potential customer 
organizations to conduct new casework. It is anticipated this will contribute to multiple aims, such 
as identifying methodology/tool improvements and disseminating the merits of the approach.  
 
Toolkit improvements. The existing toolkit is a prototype. Its capability must be extended before 
it can be broadly distributed for use. Potential improvements include an improved user interface, 
expanded data import capabilities and more efficient implementations of algorithms (to improve 
scalability to extremely large problems). 
 
SoS Optimization Capabilities. The current project focused on determining the value of using 
ecology-inspired metrics as a means to evaluate engineered systems of systems for resilience and 
cost/performance considerations. An important next step would be to incorporate computational 
design capabilities to actively search for good candidate solutions to SoSE problems. 
 
 
4. Did you identify any transition partners? Are there other advocates or potential adopters of 

this research?  
 
We have not identified specific transition partners. Travel restrictions associated with the COVID-
19 pandemic were a contributing factor in that meetings/conferences at which the investigators 
might have identified interested parties organically were cancelled or moved online. Another 
factor was the novelty of the ideas. We had to generate a sufficient level of initial results so that 
customers/partners can have confidence in the work. This project enabled us to get to that level 
and we are confident that we can identify customers/partners going forward. 
 
 
5. Was the research piloted with a potential transition partner? Are there others who would 

conduct pilot use of the research if fully funded? 

The original concept for this project was to develop the foundational evidence and prototype tools 
necessary to be appealing to a transition partner. The research team has operated with future 
transition in mind and has pursued results in support of this goal. For example, the investigators 
set up a testbed using the Water Network Tool for Resilience to measure/simulate the 
performance of pipeline infrastructure by assuming water as the fluid of interest. The proposed 
testbed can be used to test cyber-disruption and its effects on the physical infrastructure’s 
operation if appropriate cyber threat models are added. Collaboration with the ART-008 team 
working on pipeline SoS resilience may be beneficial.  

Any group interested to evaluate a large space of SoS design alternatives could be a viable 
transition partner. It could be there is a new SoS being developed or modifications/extensions are 
being considered to an existing SoS. The modeling framework and prototype tool are not restricted 
to particular application domains.    
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APPENDIX B:  SUPPLEMENTARY INFORMATION FOR SOS RESILIENCE VS. 

AFFORDABILITY TRADESPACE EXPLORATION STUDY 

Table 5:  Description of terminology used in the article 
 

Term Definition Example 
SoS objective The desired outcome of developing and 

operating an SoS.  
Protecting assets against 
enemy attacks. 

Tasks A set of functions that are executed in a 
specified order to achieve the mission 
objective. 

Surveillance, identification of 
possible threats from the 
surveillance data, and 
eliminating identified threats 
in a military application, or 
gathering supplies, assembly, 
and distribution in supply 
chains. 

Task-load The amount of a task that needs to be 
accomplished to meet mission 
requirements (not to be confused with 
NASA’s Tax Load Index32). 

In a surveillance operation, the 
task-load is the area that 
needs to be scanned over a set 
period, or in a supply chain, it 
could be the number of units 
that need to be assembled 
each week. 

Task-capability The amount of task-load that can be 
accomplished by a given system. 
1. Maximum task-capability: The highest 

amount of task-load that a system is 
capable of achieving under ideal 
conditions. 

2. Available task-capability: The amount 
of task load that a system is capable of 
handling, accounting for the portion 
of their capability that is already 
requisitioned, or the constraints of 
time required to increase output. 

The task-capability of a 
surveillance drone quantifies 
the area that it can scan over a 
given time period and the 
task-capability of an assembly 
plant would be the number of 
products it can output in a 
given time. 

Available systems Existing teams or technology that can be 
acquired to carry out the identified tasks. 

Surveillance can be carried out 
by drones or a satellite, and 
thus, both are available 
systems. 

Interactions The transfer of information, goods, or 
services (collectively called task-flows in 
this paper) between participating systems 

Surveillance units transfer 
collected data to processing 
units that can identify 
potential threats or suppliers 
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to continue the execution of required 
tasks. 

transfer components to 
assemblers who produce the 
products in a supply chain. 

SoS architecture This details the CS involved, their 
networking, functional assignments and 
functional flows that the SoS uses to 
achieve the objective33,34. In this paper, 
architectures are represented as 
networks, where the nodes are the CS 
(assigned to different tasks) and the link 
represents the interactions and task-flows 
between them.  

 

Inter-operability A measure of how effectively any two 
participating systems interact. 

Digital surveillance data can be 
processed quickly by an 
appropriate algorithm, 
whereas surveillance reports 
from individual informants can 
be best understood by human 
agents.  

 
Table 2 provides the operational characteristics – maximum task-load capability, development 
cost, and communication protocol group (randomly generated, as described in section 3.1) 
assigned to the notional constituent systems, in this study. Then the process of assigning cost to 
links based upon the communication protocol group of the two interacting systems is shown in 
Eq. B.1-B.2. 
 

Table 6: Constituent systems characteristics assigned for conducting the investigation 
Constituent 
System 

Task Maximum Task-
load Capability 

development 
cost 

communication 
protocol group 

S1 1 100 93 1 
S2 1 50 81 2 
S3 1 30 34 4 
S4 1 40 74 4 
S5 1 30 55 3 
S6 2 70 58 1 
S7 2 50 56 2 
S8 2 100 82 1 
S9 2 40 76 4 
S10 2 30 68 3 
S11 3 30 36 3 
S12 3 50 83 2 
S13 3 60 88 2 
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S14 3 100 79 1 
S15 3 70 86 4 

 
𝑅𝑅𝐶𝐶𝑖𝑖𝑗𝑗 = 10 + 𝑖𝑖𝑀𝑀𝑙𝑙𝑖𝑖𝑗𝑗 ∗ 5                     (Eq. B.1) 
𝑖𝑖𝑀𝑀𝑑𝑑𝑖𝑖𝑗𝑗 = |𝑔𝑔𝑔𝑔𝑇𝑇(𝐶𝐶𝐷𝐷_𝑖𝑖)  −  𝑔𝑔𝑔𝑔𝑇𝑇(𝐶𝐶𝐷𝐷_𝑗𝑗)|                             (Eq. B.2) 
 
The terms 𝑅𝑅𝐶𝐶𝑖𝑖𝑗𝑗, and 𝑖𝑖𝑀𝑀𝑑𝑑𝑖𝑖𝑗𝑗 are the cost of setting up an interaction (link), and the inter-operability 
difference between two constituent systems 𝑖𝑖 and 𝑗𝑗. The function 𝑔𝑔𝑔𝑔𝑇𝑇() returns the 
communication protocol group of a CS. The groups assigned randomly to each notional CS are 
presented in Table A.1. 
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